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ABSTRACT

A recent study found that the widely-used secret questiong/eb
authentication can easily be guessed. The study focusedakn m
ing secret questions easier to remember for the user andritard
break by others. Our approach is authentication throughusiee
of an individual’s personal and dynamic Internet actiwtigve hy-
pothesize that frequently-changing secret questionseiliard for
attackers to guess. We propose three major categories stigue
that are based off of user activities: network activitieg (ebrows-
ing history, emails); physical events (e.g., planned mesti cal-
endar items); conceptual opinions (e.g., opinions as eeritom
browsing, emails). Our preliminary results are encourggnd
show that this new direction is promising.

To improve the usability, in particular nonintrusivenesfssuch a
dynamic secret-question system, we also describe a ceruiet-
server architecture and security model for automating otivemti-
cation systems through utilizing existing artificial intgént tech-
niques.
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D.4.6 [OPERATING SYSTEMS]: Security and Protection-
Authentication
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INTRODUCTION

Authentication is an important aspect of a secure systererevh
a user proves her identity by revealing the fact that sheqasss
certain secrets or objects, such as passwords, privatepeysical
tokens, biometrics, or answers to some personal questiiffer-
ent types of authentication mechanisms provide differentisty
and assurance guarantees, and various authenticatioranisuis
can be combined to improve the robustness of the systermdgtro
authentication systems may be harder to use than weakedaees
to the complexity involved in the cryptographic protocdiar ex-
ample, non-security savvy users may find the PGP 5.0 enorypti
tool not intuitive to use [8]. Personal questions are a wegke
more usable form of authentication method, and are wideddus
on the Internet. At the initiation, a user enters her searstvars to
a set of questions, which are stored by the server. When asuser
challenged later by the server, her answers need to matshotesl
ones. Most popular Web mail providers, e.g., AOL and Google,
rely on personal questions as the secondary authenticseionets
for resetting account passwords.

However, a recent study found that the widely-used secrest-qu
tions for Web authentication can be guessed [7]. In thatystpat-
ticipants were asked to answer personal questions fronrmfiajmr
Web mail providers (AOL, Google, Microsoft, and Yahoo!),dan
then their acquaintances are asked to guess their answetb. B
security and usability were evaluated. The authors fouat db-
quaintances of participants were able to guess 10% of timeir a
swers [7]. 13% of answers could be guessed within five attempt
by guessing the most popular answers of other particip&ume
questions were too hard for participants to remember in g-lon
term, as participants forgot 20% of their own answers wigiin
months. These negative results indicate that there is anturged
to investigate new approaches for usable and robust qudstised
authentication systems that leverage personal knowledge.

In this paper, we focus on making personal questions easier t
remember for the user and harder to break by others. Our eniqu
approach is to design activity-based short-lived and dyoam-
thentication questions by utilizing of a user’s personal dynamic
Internet activities. We hypothesize that short-lived aretjfient-
changing questions will be harder for attackers to guess eas-
ier for a user to remember. We propose three major categories
of questions that are based off of user activities: netwativia
ties (e.g., browsing history, emails); physical eventg.(glanned
meetings, calendar items); conceptual opinions (e.gniops as
derived from browsing, and emails). We give more detailserd
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amples on our activity-based personal questions, and @linpy
nary evaluation results are also presented.

In existing secret question based authentication syst&espr-
rect answers need to be specified by the user prior to theeclgal|
phase. Thus, intuitively, short-lived questions may regjfrequent
manual updates from the users in order to install their come-
swers. Such a requirement may make the system feel intrtsive
the users. To improve the nonintrusiveness of our propostta-
tication mechanism, we design an automatic and securetecehi
ture to automatically extract answers from the users’ Weibities
without any user participation, e.g., therrectanswer to question
Who was the last person that you sent mail to todag? be au-
tomatically extracted from Yahoo! mail serveithoutthe user’s
manual update. Such a dynamic activity-based autherticatis-
tem can be deployed as a client-server architecture andestil
existing artificial intelligent techniques such as opin@xtraction
methods [1]. We also describe the security models for auioma
our authentication systems.

A Use Scenario Our proposed activity-based personal questions
can be used in several situations, one such use being inweongr
ence with an email system. When a user forgets his/her pagswo
or wishes to reset password, the email system can ask segonda

authentication questions based off of events that occusigdn

the user’s email, no matter which machine the user is on. With

user information being held on a server, the user’s locatioes

not matter. So long as the user can recall her account name, ac

tivity based personal questions can be generated usingriafmn
from that account, a system that is currently utilized by neosail
providers such as Yahoo! and Gmail. Like these currentlylémp
mented systems, if the user cannot answer the generatedyacti
based personal question they will be unable to access tliicc
or their password reset will not occur, depending on whauter
was attempting to do.

With this scenario in mind itis easy to see activity based peal
questions being easily transferable to any online accdtnavided
there are logs of user activity and the user is able to protfide
account name all manner of questions encompassing thepeisic
of our activity based questions can be generated that oalysbr
would be able to answer.

We note that our solution does not create new privacy vulner-

abilities, because the server leverages its existing dimh logs
and stored data about users to generate activity-basedraigtr
tion questions, without requiring additional user infotima. As
the server is responsible for extracting challenge questitere is
no need to install any client-side software, and thus a umeuse
any computer without constraints.

The rest of the paper is organized as follows. We first describ

the design principles, categories, and examples of our oéwitg-
based authentication questions. Section 3 gives the acthite and
security model of an automatic authentication system. \Weritze
our preliminary user study and its results in Section 4. Ggicns
and future work are given in Section 5.

2. ACTIVITY BASED AUTHENTICATION
QUESTIONS
To improve robustness and usability of personal autheitita
systems, we specify four main requirements that our agthétsed

questions need to meet. These requirements encompassacbas
as:

e Secrecy: The correct answers of challenge questions should

be hard to guess by attackers.

e Memorability: The user only has to recall their most recent

events and network activity in order to answer the generated
questions.

e Non-intrusiveness:The system should have the potential to
run in the background with the computer both updating an-
swers and generating questions.

e Adaptability: All the question and corresponding answers
should be produced automatically and refreshed periddical

Secrecy is required in order to ensure that only the legténaer
knows the answer to her own activity based questions. Haweve
within a previous study users were proven to have a low ratef
ollection when it came to recalling their own answers to entiau-
thentication questions [7]. Thus, the answers to our dgthased
questions are required to be memorable as well secure l&ecus
these results. Our solution is to design short-lived qoastbased
on recent activities of a user. The nonintrusiveness remeént is
to eliminate or reduce the need of manually specifying abrae-
swers by a user. We describe ways to achieve nonintrusigenes
Section 3. Last but not the least, adaptivity ensures ttshfress of
the challenge questions. Our activity based security tqprestvere
formed around these requirements, each question falltogime of
three categories: network activity, physical events, amtteptual
opinions. Some sample-questions are given in Table 1.

Network Activity We propose questions that fall into the cat-
egory of network activity monitor and focus on the user’simal
activity. With questions that range fromhat was the last website
you visitedto how large was the last email you sent diiey focus
on the size, type, history, and content of user network igtivhis
makes questions not only more memorable but also gives asers
degree of security. Browsing patterns and habits are yspal-
sonal, so that users rarely discuss them in depth with atléser
browsing habits vary from person to person and from day to aay
new IP address or URL occasionally being visited or no brogssi
activity occurring during certain times. However, as wel wib-
cuss later, the overall security of these questions wit alspend
on the individual and on the popularity of the sites that they
visiting.

Physical Events The second category of activity based authenti-
cation questions focuses on physical user events. Thisis\ax
through information gathered from emails, virtual calesdao-
cial networks, and other planner-like programs. When &g/
are entered into the calendar or an invitation is accepte@wiail,

a question can be generated from the event as well as itgdelat
answer. For example, questions about who the user will bé-mee
ing next Monday at 5pm or where the meeting on Thursday will
be located are activity-based authentication questiosishizve an
element of secrecy.

However, this category of questions is not without its faulhe
secrecy is more relative to how many people are attendingviet
and how many people are in tune with the user’'s schedulengivi
these questions varying degrees of secrecy. Consequeriilg
these questions might not be as secure, they are easieefasén
to remember due to their being drawn from actual events tee us
is already consciously trying to remember.

Conceptual Opinions Opinions can be extracted from our per-
sonal correspondence and through the sites visited whig tise
Internet. Someone who is of a certain viewpoint will gengnaisit
and read articles with similar sympathies. By analyzingasiag
history and email content, it is possible to extract a usggision.
Brecket al. have done work in this area with findings that show
the plausibility of having a machine extract text that esges an
opinion and perform an analysis on the text [1]. With this imdy



questions such ashat is your opinion on North Korean Nuclear
testingcan be asked and answered by user.

These questions can be easily adapted to learn the usen's opi
ion on current events and allow for easy user memorabilityels
A personal opinion is arguably hard to forget. However, ¢hisr
a possibility that opinion-based personal questions mayubeer-
able to random guessing attacks. This problem can be n@tigat
by requiring users to correctly answerquestions. This method
can increase the accuracy of opinion-based questions akel itna
more difficult for attackers to guess correct answers. Fanple,
if there are three choices (yes, no, and neutral), then thigail-
ity of correctly guessing alt questions ig1/3)*, assuming equal
likelihood of each choice for all questions.

3. SYSTEM DESIGN

In this section, we describe the architectural design of an
activity-based authentication system that is capable tiraati-
cally generating challenge questions and correspondingatcaan-
swers from user’s activity logs. Because of our adaptivitg a
memorability requirements, the authentication systenusiée up-
date and refresh the questions frequently. Further deiailtaour
implementation plan on a proof-of-concept prototype cafobed
in Section 5.

Our model is a client-server architecture, as in the traxlai
question-based authentication systems. Figure 1 showreanstic
drawing of our design. The server utilizes the logged user-
transaction data to extract personal questions and comdsyy
answers about an individual. In our security model, we agsum
that the server is not compromised by malicious softwaréachvh
means that all application data is secure on the server.ditiaw,
the communication between server and client requires S8lisan
assumed to be confidential, and the transaction data duoimg c
munication is secure.

The authentication service in our system involves two phiase
setupandauthentication During the setup phase, <question, an-
swer> tuples are automatically generated from user’s @ailiyity
data on the server. The tuples are stored in a database asa bas
source of secret questions for our automatic authentizatithe
challenge questions are dynamically generated based entrac-
tivities of a user and are short-lived to ensure both menilifsab
and security. In the authentication phase, e.g., when thesends
a request for retrieving a password, our system presentasiie
with secret questions generatedsetupphrase, and verifies the
correctness of user’s answer by comparing with the autaalti
extracted answer. The architecture of such a system cendist
four componentsPreprocessarParser, Question Generatorand
Authenticator Details of each component are described next.

e Preprocessomlccesses the user’s activity data logged on the
server, and truncates them into lists of small plain texaas r
data, which are then passed down to Bagser Different
Web services have different formats of user’s activity data

for example, e-commerce server keeps each user’s transac-,

tion, while email server stores user’s emails. As a conse-
quencePreprocessowill apply varying trim policy to orig-

inal activity data in the server, such as transaction-b&ged

or email-based trim.

Parserinterprets the semantic meaning of user’s activity data
and converts it into an annotated form. It takes the raw data
obtained byPreprocessarextracts activity-related fields, and
then stores them into different kinds of tokens with specific
types. In the email systems, our system extracts time, sende

receiver, email title and body, and inserts them into certai
type of token according to their semantics. Given an email’s
title: Running in Lincoln Park this Saturday’s afternqdhis
text will be segmented by thBarserinto different tokens
such as <behavior: run>, <place: Lincoln Park>, <time: Sat-
urday’s afternoon>.

e Question Generatocorrelates meta data passed down by
Parserwith tags, produces relevant questions and answers,
and stores them into a database. The tags in our sys-
tem includeWho/Whom When Where Wha What How
many/much E.g., token <behavior> is given ta¢/hat
<time> with When <place> withWhere Question Gen-
erator then produces questions in a natural-language form
asking for data related to certain tag(s). Existing tools on
natural-language processing (NLP) can be incorporated to
realize the question-generation process [6].

Authenticator issues freshly-generated activity-based au-
thentication questions to the user. It then semantically
interprets the natural-language based answers from users,
and compares them with the correct answers stored in the
database. For example, the semantic interpretation exjuir
the Authenticatorto recognize that the answer of “jogging"

is equivalent to “running" in a proper context.

Our model is general and can be deployed on severs that provid
network related services for users. The server logs in outemno
provide information in which questions can be generatee SEver
may be an email/calendar server or an e-commerce servenfor o
line shopping and banking. Because the server leveragex-its
isting transaction logs and stored data about the user tergen
activity-based authentication questions, our system dotsreate
new vulnerabilities that would affect user privacy.

Server(e.g. email, e-commerce)
User
Activity
Data

Questions
& Answers
Database

Figure 1. Thearchitecture of an activity-based authentication system

PRELIMINARY EXPERIMENTS AND
RESULTS

In order to study properties of our activity based authentic
tion questions, we conducted a survey with four participaeach
knowing each other to some degree through a common advisor.
The questions found on the survey can be located in Table &. Th
study evaluated activity-based questions on their rolegstio at-
tacks and memorability.

Each participant was asked to open a survey in a file that con-
sisted of 12 questions, four from each activity based qoesti



Table 1: Average vulnerability and memor ability levels obtained from the user study (3 being easy to recall the answer and 1 being

the opposite).
Case Study Questions | Correct Guesse$ Average Memorability
Network Activity
1. What was the last website you visited? 0% 2.25
2. Who was the last person you sent an email to? 42% 2.50
3. At what time did you send out your most recent email? 0% 2.00
4. What website do you visit the most? 58% 2.33
Physical Events
5. What event do (did?) you have planned for Saturday (or flay event in your calendar)f 0% 2.25
6. Who are you meeting on Tuesday (or day of an event in yoendalr)? 41% 2.50
7. Where were you last Monday? 0% 2.00
8. How long was your last meeting scheduled for? 58% 2.33
Conceptual Opinion
9. What political party do you support? 25% 2.25
10. What is your preferred online news source? 0% 2.50
11. Who is your favorite reporter/blogger? 0% 1.67
12. What is your opinion on North Korean Nuclear testing? 25% 2.00

category (network activity, physical events, and concalptypin-
ions). The survey had four columns next to each question inlwh
the participant and the three other participants’ namee \isted
across. The objective was for them to answer each questider un
the column with their names as truthfully as they could ave gi
memorability ranking (3 being easy to remember the answer an
1 being low memorability), while in the remaining three auolus,
they were asked to guess the other participants’ answers.

We asked our participants to answer a total of twelve questio
shown in Table 1. Of the twelve questions the users were able t
give answers for all of them with an average memorabilitglef
2.23. This result shows that the participants had primadlsitive
reactions in term of the memorability of the questions beigked
of them. A more detailed breakdown of participant memoighbil
rankings can be found in Table 1 along with average sucdessfu
rates of attacks.

Questions found to be motemporal-basedvhere the most ro-
bust of our activity based authentication questions. Questl,

3, 5, and 8 in table 1 asked about time and location, all of wvhic
had relatively low rates of attacks. These personal (phi)stvents
that were not related to the work of the participants and tuities
that also were not related to their work lives dramaticatipioved
the success of these tests in Table 1. In a practical praotye
physical events may be extracted from a digital calendar®@P8-
enabled mobile device. With an even larger pool of partitipa
we expect the rate of successful attacks to be even lower.

We found that in this particular user-group work-relate@siu
tions were the most vulnerable, as the participants weteagles.
On average, our participants’ connection to their advisorsed
the security problem on some questions that can be easigsgde

5. CONCLUSIONSAND FUTURE WORK

In this paper, we introduced an activity-based autheritioat
framework based and described our preliminary evaluagsnlts
on its security and usability. Our approach for improving to-
bustness of existing question-based authentication regsteas to
useshort-livedquestions that are automatically extracted from the
user’s personal Internet activities.

In the future, we plan to compare conventional authenticati
questions with ours by running another case study that alfow
individuals to research (e.g., via Google) possible answefore
attacking the other participants using public resources afgo
plan to expand our study to more participants with diversekba
grounds (as opposed to just colleagues). We plan to impleeen
prototype of our system with the integration of semantic i&b
4] and natural language processing techniques [3, 5]. Toi®p
type will provide further proof of our conceptual system aaw
the possibility of having an architecture that runs in thentland
within the server as well. Our prototype will start with anam
server, so that we can extract questions from the user’sl éogai
and calendars. With popular email providers such as Gmdil an
Yahoo providing calendars as a part of their services, thggth
would make gathering temporal and physical information o t
user a simple process. With these improvements, we hopesto se
future success in providing more robust activity basedenitba-
tion questions. Besides being used for server-side autia¢ion
such as Web services, we will also explore the potentialiegiibn
of our solution in building a host-based detection systemires
malicious botnets. The goal of such a system is to challehge t
user with a series of questions that will be used to diffeagathe
legitimate human-user from an invisible bot intruder.

This phenomenon was found to be the case in questions 2, 6, and

8 in Table 1. In all of these, they were able to obtain the abrre
answer by guessing at random or putting down their commdn lin
— their advisor. For question 4 in Table 1, the pervasive [zojiy

of certain websites such as Google or Yahoo makes it subbepti
attack. We also found that opinion-based questions weatively
hard to guess correctly among the participants. Our pre&nyi
results yield encouraging results on certain types of égthased
authentication questions and motivate us to carry out muoe t
ough investigations on this topic.

6. REFERENCES

[1] E. Breck, Y. Choi, and C. Cardie. Identifying Expressaf
Opinion in Context. IrProceedings of Twentieth International
Joint Conference on Artificial Intelligence (IJCABDOO7.

D. Fensel, F. van Harmelen, I. Horrocks, D. L. Mcguinness
and P. F. Patel-Schneider. Oil: An Ontology Infrastrucfiore
The Semantic Webntelligent Systems, |IEEE [see also IEEE
Intelligent Systems and Their Application$p(2):38—45,
2001.

[3] D. Jurafsky and J. H. MartirSpeech and Language

(2]



[4]

[5]

(6]
[7]

(8]

Processing: An Introduction to Natural Language Procegsin
Computational Linguistics and Speech Recognition (Pcenti
Hall Series in Artificial Intelligence)Prentice Hall, 1 edition,
February 2000.

A. Maedche and V. Zacharias. Clustering Ontology-Based
Metadata in the Semantic Web.iKDD '02: Proceedings of
the 6th European Conference on Principles of Data Mining
and Knowledge Discoverpages 348-360, London, UK,
2002. Springer-Verlag.

C. D. Manning and H. Schitz&oundations of Statistical
Natural Language ProcessinylIT Press, Cambridge, MA,
USA, 1999.

OpenNLPht t p: / / opennl p. sour cef or ge. net/

2008.

S. Schechter, A. J. B. Brush, and S. Egelman. It's No Secre
Measuring the Security and Reliability of Authenticatida v
Secret Questions. IRroceedings of IEEE Symposium on
Security and Privacypages 375-390, 2009.

A. Whitten and J. Tygar. Why Johnny Can'’t Encrypt: a
Usability Evaluation of PGP 5.0. I8th Usenix security
symposiumpages 169-184, 1999.



