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Computationa grids provide computing power by sharing resources across administrative domains. This
sharing, coupled with the need to execute untrusted code from arbitrary users, introduces security hazards. This
paper addresses the security implications of making a computing resource available to untrusted applications via
computational grids. It highlights the problems and limitations of current grid environments and proposes a
technique that employs runtime monitoring and a restricted shell. The technique can be used for setting-up an
execution environment that supports the full legitimate use allowed by the security policy of a shared resource.
Performance analysis shows up to 2.14 times execution overhead improvement for shell-based applications. The
approach proves effective and provides a substrate for hybrid techniques that combine static and dynamic
mechanisms to minimize monitoring overheads.
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