
































Table 3.1. Examples of systems that rely on application-based domain of trust, and the corre-

sponding restrictions and limitations.




/*  This program

the code */

FILE *fd;.
void (*f)(int);
char *codeBuffer;

fread(codéBuffer,

f = (codéBuffer);
f(5);

o

loads the malicious

1, fileSize,

[*Casting
[*Executing

code into the heap and then executes

fd);

to func*/
code*/

Grid Application

Figure 3.1. Sample grid application code that can invoke malicious code at run time. The

malicious code bypasses the system call library and invokes fork() and exec() via the kernel.

/* Assembly code to execute
n number of forks each
running an infinite loop */
looped() {
__asm__("
push %ebp
mov  %esp,%ebp
J4: mov 0x8(%ebp),%eax
decl 0x8(%ebp)
test %eax,%eax
jg A
jmp J2
J1: mov $0x2,%eax
int  $0x80
mov  %eax,%eax
test %eax,%eax

jne J4
J6é: jmp J6
J2: leave

ret

)
}

Malicious code
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Figure 3.2. Classi cation






























