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Table 1. Access control techniques adopted
by grid environments, the corresponding re-
strictions on allowed code/applications and
the associated issues
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3.1. Trusted Applications

�*ä�
FìÂæ �-ç�óFò/òÏä¯ë�ï]u<æ<ç ê��Uæ ê�æ:å��UéFï]�ióUæ<ç�ä¯ðFè?Uê�æ<ð

Zô6å<óFë�ëÁæ<éZê�î%ë�ïÂð æ<éZñZïÂë�è%éFò,æ<éZêÁçz�xè%ë êÁë�óFçÁê�ïÂéFî ä�oFìÂï��
åKäpêÁïÂè�éFç�íPê��Uæ å<è%ë�ëÁæ<ç�hè�éFðUïÌéUî ë�æ<çÁê�ëÁïÌå:ê�ïÂè�éFç�è%é ä¯ìÌìÂè��Ñæ<ð
å<èZðFæ�"%ä�oFìÂïÂåKä¯ê�ïÂè�éFç�íFäpéFð=ê��Fæ�äpç�çÁèZå<ïµäpê�æ:ð`ç�æ<å:óFë�ïÂêQô=ïÂç�ç�óUæ<çK÷

���Fæ�ä�oFëÁèiä¯å���äpðUè?FêÁæ<ð 
Zô�î�ëÁïÂð��içÁæ<ë�ñZïÂå<æiFëÁèpñiïÂðFæ:ë�ç
ç�óFåd� ä¯ç �)ïÌçÁê�ëÁï0
UóFê�æ<ð ÷ �)æ<ê y��<|�í ¶�éiêÁë�èAFïµä y ¡+|�í äpéFð
�o¶���w�¸j~�è%ò,æ`y�{?�+|�í�ïÌç�è%éFìÂô�ê�è�äpå:å<æ	Fê*å:èiðUæ��xë�è%ò ä)ê�ëÁóFç�êÁæ<ð
ç�è%óFë�å<æ=äpéFðHå:è�éZê�ëÁè�ìÑê��Fæ�æ<éZêÁïÌëÁæ,ðFæ:ñ�æ<ìÂè?Uò,æ<éZê`Fë�èZå<æ:ç�çe±
î�æ<éUæ<ë}ä¯ê�ïÂè�é�êÁèÀðUæ	FìÂèpôZò,æ<éZê�± è��mä0î�ëÁïÌð�ä�¨FìÂïÌå�äpê�ïÂè%ém÷����Fæ
å<èZðFæÑê��bä¯ê9äpå:ê�óbä¯ìÌìÂô)ë�óFéFç�è%éÀê��FæÑê}äpëÁî�æ<ê��Fè%ç�ê ïÌç î�óbä¯ë}ä¯éiêÁæ<æ<ð



         .
         .
FILE *fd;
void (*f)(int);
char *codeBuffer;
         .
         .
fread(codeBuffer,1,fileSize,fd);
         .
         .
f = (codeBuffer); /*func cast*/

         .
         .

/* This program loads the 

f(5);        /*Executing code*/

malicious code into the heap
and then executes the code */

/* malicious
assembly code */
    push  %ebp
    mov  %esp,%ebp   
J4: mov  0x8(%ebp),%eax
    decl 0x8(%ebp)
    test %eax,%eax
    jg   J1
    jmp  J2
J1: mov  $0x2,%eax
    int  $0x80
    test %eax,%eax
    jne  J4
J6: jmp  J6
J2: leave
    ret

Figure 2. Sample grid application code that
can invoke the malicious code at run time. It
bypasses the system–call library and invokes#
$�%�&('*) and +�,�+�- '*) via the kernel.
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Figure 3. An illustration of modules and inter-
actions in the two–level approach.

4.1. The Two–level Approach
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Figure 4. Performance results of the two–
level approach, showing comparative execu-
tion times for various synthetic–benchmarks
used for observations.
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