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Abstract. A forward-secure encryption scheme protects secret keys éxposure
by evolving the keys with time. Forward security has sevenidue requirements in
hierarchical identity-based encryption (HIBE) schem@:uders join dynamically;
(2) encryption is joining-time-oblivious; (3) users evelsecret keys autonomously.
We define and construct a scalable pairing-based forwanarseHIBE (fs-

HIBE) scheme satisfying all of the above requirements. V¥e ahow how our
fs-HIBE scheme can be used to realize a forward-securegkéyi broadcast en-
cryption scheme, which protects the secrecy of prior trassions in the broadcast
encryption setting. We further generalize fs-HIBE into #usion-resistant multi-
ple hierarchical ID-based encryption scheme, which candeel dor secure com-
munications with entities having multiple roles in rolesbd access control. The
security of our schemes is based on the bilinear Diffie-Hafirassumption in the
random oracle model.
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1. Introduction

The idea of an identity-based encryption (IBE) scheme i$ @imaarbitrary string can
serve as a public key. The main advantage of this approacHasgely reduce the need
for public key certificates and certificate authorities,d1ex= a public key is associated
with identity information such as a user’s email address.rét icheme for identity-
based encryption (BF-IBE) was based on the bilinear Diffe@hidan assumption in the
random oracle model by Boneh and Franklin [10]. In IBE scheprévate key generator
(PKG) is responsible for generating private keys for allrasand therefore is a perfor-
mance bottleneck for organizations with large number ofsuddierarchical identity-
based encryption (HIBE) schemes [7,20,24] were proposaliiate the workload of a
root PKG by delegating private key generation and identityrantication to lower-level

1The preliminary version of this chapter has been publishetié Proceedings of the ACM Conference on
Computer and Communications Security (CCS '04) [38].

2Corresponding Author: Department of Computer Scienceg&satUniversity, New Brunswick, Rl 08854;
E-mail: danfeng@cs.rutgers.edu.



PKGs. In a HIBE scheme, a root PKG needs only to generatetpikeys for domain-

level PKGs, who in turn generate private keys for users iim ttmmains in the next level.
The organization of PKGs and users forms a hierarchy thataged by the root PKG.
To encrypt a message, Alice needs to obtain the public paeamef Bob’s root PKG,

and the ID for Bob and for those domain-level PKGs that arénerpath from the root to
Bob; there are no lower-level parameters. Gentry and Sibrer[20] extended BF-IBE
scheme and presented a fully scalable hierarchical igeinéised encryption (GS-HIBE)
scheme. Later, a HIBE construction with a weaker notion ofisgy was given by Boneh
and Boyen [7]. Most recently, new IBE and HIBE constructitimst can be proved to
have the full security without the random oracle model [B\8&re given.

Due to the inherent key-escrow property, the standard nati¢dIBE security cru-
cially depends on secret keys remaining secret. Key expdasua realistic threat over
the lifetime of such a scheme. To mitigate the damage caus#tetexposure of secret
key information in HIBE, one way is to construct a forward:ses hierarchical identity-
based encryption (fs-HIBE) scheme that allows each usehnéanhierarchy to refresh
his or her private keys periodically while keeping the paliéey the same. A forward-
secure public-key encryption scheme has recently beepmexsby Canetti, Halevi and
Katz [12]. But surprisingly, a practical fs-HIBE scheme kaseral unique requirements
that cannot be achieved by trivial combinations of the éxsts-PKE schemes [12,25]
and HIBE scheme [7,20].

Apart from being interesting on its own, fs-HIBE is a usefobltthat lends itself
to several applications. One such application is the implgation of forward secrecy
for public-key broadcast encryption. While forward segriscan important requirement
in any context, it is especially needed for broadcast enioy6,16,18,27,36]. This is
because by design an adversary can freely listen to any tastdnd store it. Then,
should the adversary ever succeed in recovesimguser’'s secret key, she will manage
to decrypt all past broadcasts that such user was authdouzezteiveunlesswe have
forward secrecy.

In our preliminary version [38], we posed an interestingropaestion that whether
a general fs-HIBE scheme with linear or even sub-linear derify can be realized.
Shortly afterward, Boneh, Boyen, and Goh were able to coasén efficient HIBE sys-
tem with constant-size ciphertexts [9] under a differestsity assumption. Their HIBE
scheme can also be extended to achieve forward-securlyceitstant ciphertexts. The
security of Boneh, Boyen, and Goh’s system is based on a weaksion of Diffie-
Hellman Inversion (BDHI) assumption. The BDHI assumptioasvpreviously used to
construct a selective-ID secure IBE without random oral@gdn comparison, our sys-
tem is only based on the Bilinear Diffie-Hellman (BDH) asstimp. The 1-BDHI as-
sumption is equivalent to the standard BDH assumption.rbisknown if theh-BDHI
assumption, foh > 1, is equivalent to BDH [7].

Below, we discuss the notion of forward security for HIBE ioma detail, and then
explain why it cannot be trivially achieved by existing taaues such as a combination
of fs-PKE [12] and HIBE [7,20] schemes.

1.1. Forward Security

The central idea of forward secrecy is that the compromidergj-term keys does not
compromise past session keys and therefore past commuonkgathis notion was first



proposed by @nther [19] and later by Diffiet al. [13] in key exchange protocols. The
notion of non-interactive forward security was proposediylerson [2] in 1997 and
later formalized by Bellare and Miner [3], who also gave awmard-secure signature
scheme followed by a line of improvement[1,28]. In this mipdecret keys are updated
at regular intervals throughout the lifetime of the systéamthermore, exposure of a
secret key corresponding to a given interval does not erabkdversary to break the
system (in the appropriate sense) for any prior time pefibé.model inherently cannot
prevent the adversary from breaking the security of theesysor any subsequent time
period. Bellare and Yee [5] provided a comprehensive treatrof forward security in
the context of private key based cryptographic primitives.

The first forward-secure public-key encryption (fs-PKEhame was given by
Canetti, Halevi, and Katz [12] based on the Gentry-Silveg$iBE [20] scheme. The
fs-PKE scheme constructs a binary tree, in which a tree noidtegponds to a time period
and has a secret key. Children of a nadare labeledv0 andw1, respectively. Given the
secrets corresponding to a prefix of a node representingttioree can compute the se-
crets of timet. In order to make future keys computable from the currenttkeysecrets
associated with a prefix of a future time are stored in thestukey. After the key for the
next time period is generated, the current decryption keyrased. The state-of-the-art
fs-PKE scheme [12] is based on the decisional bilinear DHfisdlman assumption [10]
in the standard model. Canetti, Halevi and Katz also gavera eificient scheme in the
random oracle model [12].

1.2. Requirements of a fs-HIBE Scheme

Intuitively, forward security in a HIBE scheme implies tlampromise of the current
secret key of a user only leads to the compromise of the uskhiamescendants’ subse-
quent communications. We will give a formal definition of ggty in Section 2.2. Our
design of a forward-secure HIBE scheme also takes systepefies such as scalability
and efficiency into consideration. This is essential in tfEmagement of large scale dis-
tributed systems. Below, we define the requirements for laleaforward-secure HIBE
scheme.

e New users should be able to join the hierarchy and receivetskeys from their
parent nodeat any time

e Encryption isjoining-time-oblivious which means that the encryption does not
require knowledge of when a user or any of his ancestorsdaihe hierarchy.
The sender can encrypt the message as long as he knows thettime and the
ID-tuple of the receiver, along with the public parametdrthe system.

e The scheme should be forward-secure.

o Refreshing secret keys can be carriedautbnomouslythat is, users can refresh
their secret keys on their own to avoid any communicatiorrtozad with any
PKG.

Surprisingly, the design of a fs-HIBE scheme that fulfils #imve system require-
ments turns out to be non-trivial, despite the fact that BdBE [20] scheme and fs-
PKE [12] scheme are known. Intuitive combinations of the sghemes fail to achieve
all the desired system features. Next, we explain why thisexase.



1.3. Some Forward-Secure HIBE Attempts

In this section, we make three simple forward-secure HIBEStroictions based on HIBE
scheme [20] and fs-PKE scheme [12], and explain why these sahemes do not satisfy
the requirements of a practical fs-HIBE scheme.

1.3.1. Scheme|

Consider a scheme based on the HIBE [20] scheme. The useravgiten ID tuple
(IDy, ..., 1Dp) maintains two sub-hierarchies (subtrees): the time salitrat evolves
over time for forward security (as in fs-PKE [12]), and the $Dbtree to which other
nodes are added as children join the hierarchy. To encrype¢ssage for this user at
timet, use the HIBE with identitfID4, ..., IDp, t). The user can decrypt this message
using HIBE decryption, using the fact that he knows the keynfthe time subtree. The
user’s children are added to the hierarchy into the ID sebtre

However, Scheme | has the following issue. Suppose a user peases the secret
key corresponding to the root of his ID subtree. Then shchiklkey ever be exposed,
the forward secrecy of his children is compromised. On theioand, if this secret key
is ever erased, then no nodes can be added as child¢dnof . ., IDy) in the hierarchy,
and so this scheme will not support dynamic joins.

The lesson we learn from this failed scheme is that all keysttme1evolved together.

1.3.2. Scheme I

Let us try to repair Scheme | by making sure that the key froritwbhildren’s keys are
derived is also evolving over time. In Scheme I, the pubby kf a user consists of al-
ternating ID-tuples and time strings, which is referredd@al D-time-tuple The private
key of a user serves three purposes: decryption, genegatirege keys for new children,
and deriving future private keys of the user. The public kieg vewly joined child is the
parent’s ID-time-tuple appended with the child’s ID. Thayks in turn used for gener-
ating keys for lower-level nodes further down the hierardfor example, if Alice joins
Bob, the root, at timeJanuary, Week)land Eve joins Alice at timeJanuary, Week)2
Eve’s public key is (BobJanuary, Week ,1Alice, January, Week ,2Eve). Encrypting a
message to Eve requires the sender to know when Eve and ahbestors joined the
system. Therefore Scheme Il is not joining-time-oblivious

The lesson we learn from the failed Scheme Il is that the keyst volve in a way
that is transparent to the encryption algorithm.

1.3.3. Scheme lll

In our final unsuccessful attempt, Scheme lll, a user adddditolthe hierarchy by giv-
ing him or her secret keys that depend both on the currentdimdeon the child’s posi-
tion in the hierarchy. This is achieved by requiring that sagges may only be decrypted
by those who know two keys: one corresponding to the curierg and the other cor-
responding to their positions in the hierarchy. Each ustreamously evolves his time
key, and gives his newly joined children his time key in aiddito their ID keys.

It is easy to see that this schemen@ forward-secure. An adversary who joins the
hierarchy at the beginning of time can corrupt a user at atyrdéuime and obtain his or
her ID key. Moreover, this adversary can derive any past keye(because he joined at



the beginning of time). Thus, this adversary may decryptasgt message addressed to
the exposed user.

For the same reason, the multiple hierarchical identityeldeencryption (MHIBE)
scheme generalized from Scheme Ill is not collusion-raststvhere the ciphertext for a
user with multiple identities can be decrypted if some othédividuals collude. MHIBE
scheme is useful for secure communications with entitiggigamultiple identities, and
is described in Section 1.4.3 and 5.

1.3.4. Comparisons

All the above trivial approaches fail. Constructing a fordwecure hierarchical ID-
based encryption scheme that is both secure and scalaliess straightforward. Our
implementation, which is described in next Section, id sised on GS-HIBE [20]
scheme and fs-PKE [12] scheme. Yet, it overcomes the prabéisting in naive com-
binations of the two schemes, and satisfies the requireroestipporting dynamic joins,
joining-time-obliviousness, forward security, and awnmous key updates.

1.4. Overview

We describe several cryptographic constructions. Firsfprgsent a scalable and joining-
time-oblivious forward-secure hierarchical identityskbd encryption scheme that allows
keys to be updated autonomously. Second, we show how oulB&-Echeme can be
used to obtain a forward-secure public-key broadcast @tiory (fs-BE) scheme. Third,
we generalize our fs-HIBE scheme and discuss its applit@tisecure communications
with entities having multiple roles in role-based accessm (RBAC) [32].

1.4.1. Forward-Secure HIBE Scheme

Our fs-HIBE protocol is based on the HIBE scheme by GentrySihekrberg [20] and
forward-secure public-key encryption (fs-PKE) [12] scleedue to Canetti, Halevi and
Katz. It satisfies the requirements of dynamic joins, jajatime-obliviousness, forward
security, and autonomous key updates.

A HIBE scheme involves only one hierarchy, whereas a fs-H#8Reme has two
hierarchies: ID and time. Each (ID-tuple, time) pair can tha@uight of as a point on the
two-dimensional grid as follows. On the x-axis, we starthatihe identity of the root
Public Key Generator in the ID hierarchy (e.g. Hospitalgrthin position (1,0) we have
the identity of the first-level PKG (e.g. ER). In position@Pthere is the identity of the
second level PKG (e.g. Doctor), and in position (3,0) theeg toe another PKG or an
individual user (e.g. Bob). Thus the x-axis represents atulie, for example (Hospital,
ER, Doctor, Bob). Similarly, the y-axis represents the timd&ide a duration of time
into multiple time periods and arrange them as leaf nodegrefea Internal nodes of the
tree represent the time spans associated with their chdeésiorhen, the origin of the
grid corresponds to the root of the time hierarchy (e.g. 20@5position (0, 1) we have
the first level of the time hierarchy (e.g. January), and isitamn (0, 2) there is the next
level of time hierarchy (e.g. Week 1). Thus a time period camkpressed as a tuple on
the y-axis, for example (2005, January, Week 1). Figure égasrschematic drawing of
the correspondence between the tuples and keys in fs-HIBE.

In a fs-HIBE scheme, the secret key of an (ID-tuple, time) gassociated with
some path on the grid. For each grid point on that path, tlsemecdrresponding element
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Figure 1. A schematic drawing of keys for ID-tuple(Hospital ER, Doctor, Bob) at
time period (2005 JanuaryWeek 1) in a forward-secure HIBE scheme. The ID-tuple
(Hospital ER, Doctor, Bob) of Bob is on x-axis. The tuple representing time period
(2005 JanuaryWeek ) is on y-axis. The origin represents the root identity (Hospitadyl ahe
highest-level time period (2005). The black node represBob’s key at Week 1. The gray nodes
correspond to keys of Bob'’s ancestors at Week 1. Each white represents an intermediate key.
Secret keys at both the grey and white nodes can be used taitopnivate keys for Bob.

in this secret key. Such a path (secret keyasjoining-time-oblivious: it depends on

when the user, as well as the nodes higher up, join the systewever, when encrypting,

the sender does not have to know the path. What is non-thigialis that, the path (secret
key) and ciphertext of our fs-HIBE scheme are designed ith suway that we do not

need to come up with a separate ciphertext for each possibieip order to achieve

joining-time-obliviousness.

Our fs-HIBE scheme has collusion resistance and choserertétt security in
the random oracle model [4] assuming the difficulty of thenker Diffie-Hellman
problem [10,12,20], provided that the depths of the ID higlig and time hierarchy
are bounded by constants. Our fs-HIBE scheme is provablegsemder full-identity
chosen-ciphertext model (ind-id-cca). The complexitiegasious parameters in our fs-
HIBE scheme are summarized in Table 1 and are discussedtios6éc

1.4.2. Forward-Secure Broadcast Encryption Scheme

We show how our fs-HIBE scheme can be used to construct abdedtaward-secure
public-key broadcast encryption (fs-BE) scheme, whichteuts the secrecy of prior
transmissions. A broadcast encryption (BE) [14,15,22@29,30,34] scheme allows
content providers to securely distribute digital contgnta dynamically changing user
population. Each active user is issued a distinct secretkegn he joins the system, by
a trusted center. In comparison with the symmetric-keyrggta public-key BE scheme
of [14] has a single public key associated with the systenichvallows the distribution
of the broadcast workload to untrusted third parties.

In a scalable forward-secure public-key broadcast enioyfts-BE) scheme, users
should be able to update their secret keys autonomouslythentlusted center should
allow users to dynamically join the broadcast system atiamg while achieving forward
security. In addition, each content provider does not nedshow when each user joins
the system in order to broadcast the encrypted contentseitryption algorithm of a
fs-BE scheme should only depend on the current time and thef seithorized users,
and thus be joining-time-oblivious. Applying our fs-HIB& the public-key BE scheme
[14] yields such a fs-BE scheme.



1.4.3. Multiple Hierarchical ID-Based Encryption

We further generalize our forward-secure hierarchicabi3ed encryption scheme into
a collusion-resistant multiple hierarchical identityskd encryption (MHIBE) scheme,
and describe its application in secure communications widlviduals who have multi-
ple roles in role-based access control (RBAC) [32]. In lasgele organizations, a user
may own multiple identities, each of which is representedbyD-tuple. In MHIBE,

a message can be encrypted under multiple ID-tuples (iiEs)tand can be decrypted
only by those who havall the required identities. The collusion-resistant propean-
not be achieved using separate HIBE schemes. We note th&d-HIBE scheme is a
special case of our MHIBE scheme, in that in fs-HIBE scherngg tan be viewed as
another identity of a user. Therefore the identities in MBIBcheme capture a broad
sense of meaning.

2. Forward-secure HIBE (fs-HIBE)

This section defines the notion of forward secrecy for HIBEesne and the related
security. In a fs-HIBE scheme, secret keys associated wileuple are evolved with
time. At any time period an entity joins the system (hierarchy), its parent node ateg
its decryption key corresponding to time perioénd other values necessary for the
entity to compute its own future secret keys. Once the newityed entity receives this
secret information, at the end of each period it updatesitses key and erases the old
key. During time period, a message is encrypted under an ID-tuple and the itime
Decryption requires the secret key of the ID-tuple at time

Time Period: As usual in forward-secure public-key encryption [12] stlee we
assume for simplicity that the total number of time periddi$s a power of 2; that is
N = 2. ID-tuple: An entity has a position in the hierarchy, defined by its tupfie
IDs: (IDy, ..., IDp). The entity’s ancestors in the hierarchy are the users /PKDse
ID-tuples are{(ID1, ...,IDj):1 <i < h}.ID1 is the ID for the root PKG.

2.1. fs-HIBE: Syntax

Forward-secure Hierarchical ID-Based Encryption ScheriseH{BE): a fs-HIBE
scheme is specified by five algorithn&etup, KeyDer, Upd, Enc, andDec.

Setup: The root PKG takes a security parametand the total number of time periods
N, and returngparams(system parameters) and the initial root K&l 1. The system
parameters include a description of the message spa@nd the ciphertext space
The system parameters will be publicly available, whileyathle root PKG knows the
initial root key.

KeyDer: This algorithm is run by the parent of a newly joined childiatei to compute
the child’s private key. During a time periogda lower-level entity (user or lower-level
PKG) joins in the system at levél Its parent at leveh — 1 computes the entity’s key
SKi n associated with time periad The inputs are the parent’s private K8it h—1, time

i, and the ID-tuple of the child.

Upd: During the time period, an entity (PKG or individual) with ID-tuple (IB, . . ., IDp)
usesSK; h to compute his ke Kij1.1) n for the next time period+ 1, and eraseSK; p.



Enc: A sender inputgarams the index of the current time periodyl € M and the
ID-tuple of the intended message recipient, and computgshatextC € C.

Dec: During the time period, a user with the ID-tuple (IR ..., IDyp) inputs params
C e C, and its secret kes K , associated with time periodand the ID-tuple, and
returns the messagé € M.

Encryption and decryption must satisfy the standard ctersty constraint, namely when
SKi n is the secret key generated by algorithkeyDer for ID-tuple (IDy, ..., IDn) and
time periodi, then:vM e M, decryption of the ciphertex@ with paramsand the key
SKi n yields the messagkl, whereC is the result of the encryption @fl under timel
and (IDy, ..., IDp).

2.2. fs-HIBE: Security

We allow an attacker to makeey derivation queriesAlso, we allow the adversary to
choose the time period and the identity on which it wishesetatiallenged. Notice that
an adversary maghoosehe time period and the identity of its targets adaptivelpan-
adaptively. An adversary that chooses its targets addpftivet makes key derivation
queries and decryption queries, and then chooses its $dvgséd on the results of these
gueries. A nonadaptive adversary, on the other hand, chatsstargets independently
from the results of the queries he makes. Security againatiaptive-chosen-target ad-
versary, which is captured below, is the stronger notioreotisity than the non-adaptive
one. Itis also stronger than the selective-node securfigetkin the fs-PKE scheme by
Canettiet al.[12].

Full-identity chosen-ciphertext security (nd-id-ccg: We say a fs-HIBE scheme is se-
mantically secure against adaptive chosen ciphertexg period, and identity attack,
if no polynomial time bounded adversadyhas a non-negligible advantage against the
challenger in the following game.

Setup The challenger takes a security paraméteand runsSetup algorithm. It gives
the adversary the resulting system parameiarams It keeps the root secrets to itself.
Phase 1 The adversary issues quergs. . ., Om, Whereg; is one of the following&

1. Key derivation query(ti, ID-tuplg ): the challenger runs thiéeyDer algorithm
to generate the private keyK, ip-tuple) COrresponding tat;, ID-tuple ), and
sendsS K, ip-tuple) t0 the adversary.

2. Decryption query(t;, ID-tuplg, Ci): the challenger run&eyDer algorithm to
generate the private KeéyKy ip-tple) Corresponding to the pait;, ID-tuple ),
runs theDec algorithm to decryp€; usingS K, ip-tple ), @nd sends the resulting
plaintext to the adversary.

These queries may be asked adaptively. Also, the querigdpl® may correspond
to a position at any level in the ID hierarchy, and the advgrsaallowed to query for a
future time and then for a past time.
Challenge Once the adversary decides tRdtase lis over, it outputs two equal length
plaintextsMop, M1 € M, a time period* and an ID-tupl& on which it wishes to be

3In the random oracle model, the adversary may also issueicpibly queries. Public key query
(tj, ID-tupley): challenger runs a hash algorithm @n, ID-tuple; ) to obtain the public keyH (t; o ID-tuple;)
corresponding tdt;, ID-tuple; ), whereH is a random oracle.



challenged. The constraint is that no key derivation quasytheen issued for ID-tuple
or any of its ancestors for any tinte< t*.

The challenger picks a random bib e {0,1}, and setsC* =
Enc(paramst®, ID-tuple*, Mp). It sendsSC* as a challenge to the adversary.
Phase 2 The adversary issues more quetigs.1, . . . , On, Wheregq is one of:

1. Key derivation querytj, ID-tuple ), where the time periotl and ID-tuple are
under the same restriction asdallenge the challenger responds afthase 1

2. Decryption queryt(, ID-tuple, Ci) # (t*, ID-tuple*, C*): the challenger re-
sponds as ifPhase 1

Guess The adversary outputs a gudss {0, 1}. The adversary wins the gamebif= b’.
We define its advantage in attacking the scheme t®bgb = b’ | — 3.

3. A Forward-secure HIBE Scheme

Here, we present a forward-secure hierarchical identitgeld encryption scheme. Fol-
lowing the presentation standard in the IBE literature 20D, we first present a fs-HIBE
with one-way securityOne-way security is the weakest notion of security. It nsehat

it is hard to recover a plaintext with a passive attack. A dgad technique, due to Fu-
jisaki and Okamoto [17], converts one-way security to chesiphertext security in the
random oracle model. The definition of one-way security &iecRujisaki-Okamoto con-
version of the one-way secure fs-HIBE can be found in [37].

Our scheme, which is based on the HIBE scheme of Gentry anerBdrg [20] and
the fs-PKE scheme of Canetti, Halevi and Katz [12,25], oosres the scalability and
security problems that exist when naively combining the sebemes as described in
Section 1.3. Next, we first give the number theoretic assiompheeded in our scheme,
and then describe the algorithms in our construction.

3.1. Assumptions

The security of our fs-HIBE scheme is based on the difficuftghe bilinear Diffie-
Hellman (BDH) problem [10]. Let1 andG2 be two cyclic groups of some large prime
orderqg. We write G1 additively andG, multiplicatively. Our schemes make use of a
bilinear pairing.

Admissible pairings: Following Boneh and Franklin [10], we calan admissible pair-
ing if & G1 x G1 — G2 is a map with the following properties:

1. Bilinear:é@P,bQ) = &P, Q)P forall P, Q € Gy and alla, b € Z.

2. Non-degenerate: The map does not send all pai@ix G1 to the identity in
Go.

3. Computable: There is an efficient algorithm to comp@(te, Q) foranyP, Q €
G1.

4In the random oracle model, the adversary may also issuéayl query. Public key quert; , ID-tuple;):
the challenger responds asRhase 1



We refer the readers to papers by Boneh and Franklin [10] ametB and Silver-
berg [11] for examples and discussions of groups that adrit pairings.

Bilinear Diffie-Hellman (BDH) Parameter Generator: As in IBE [10] scheme, a ran-
domized algorithn G is a BDH parameter generatordiy takes a security parameter
k > 0, runsin time polynomial ik, and outputs the description of two gropsandG:

of the same prime orderand the description of an admissible pariagzi x G1 — Go.
BDH Problem: As in IBE [10] scheme, given a randomly chosene G1, as well as
aP, bP, andcP (for unknown randomly chosem b, ¢ € Zq), computed(P, P)abc,

For the BDH problem to be hardy; and G2 must be chosen so that there is no
known algorithm for efficiently solving the Diffie-Hellmarrgblem in eithetG1 or Go.
Note that if the BDH problem is hard for a parirgg then it follows thaté is non-
degenerate.

BDH Assumption: As in IBE [10] scheme, we say a BDH parameter gener@tgr
satisfies the BDH assumption if the following probabilitynisgligible ink for all PPT
algorithm A: Pr[ A(G1, G2, & P,aP,bP, cP) = &P, P)3¢] where (G1, G2,8) «

ZG(1X); P « G1;a,b, ¢ « Zaq.

3.2. fs-HIBE: Implementation

For simplicity of description, our fs-HIBE construction kes use of a version of fs-PKE
scheme due to Katz [25]. In Katz’'s scheme, time periods asected with thdeaf
nodes of a binary tree (Rather than with all tree nodes aserstheme by Canetit
al.[12]. Our fs-HIBE scheme can also be realized based on tR&&scheme by Canetti
et al,, which will give faster key update time. The complexity dission of our scheme
is in Section 6). Without loss of generality, we give the ré®tG ID;, where IDy can
just be an empty string.

Keys: There are two types of keysk,, (p;,....ip,) andSK; (p,,....ip,)- The node key
sko,(Dy,....IDp) IS the key associated with some prafixof the bit representation of a time
periodi and a tuplglDy, ..., IDn). SK (p,,....ID,,) denotes the key associated with time
i and an ID-tuple(IDy, ..., IDy). It consists ofsk keys as follows'SKi (p,,...ipn) =
{SK,(Dy,....IDn)» SKu1,(Dy.....IDp): w0 is a prefix ofi }. When this causes no confusion, we
denote the keys &k, h» andSK; , respectively.

fs-HIBE construction Let ZG be a BDH parameter generator for which the BDH as-
sumption holds.
Setup(1¥, N = 2): The root PKG with IQ} does the following:

1. ZG is run to generate grouds;, G2 of orderq and bilinear mag.

2. A random generatoP <« G is selected along with random « Zq. Set
Q=xsP.

3. Choose a cryptographic hash functiba: {0, 1}* — G1. Choose a crypto-
graphic hash functiof,: G2 — {0, 1} for somen. The security analysis will
treatH; andHy as random oracles [4]. The message spadéelis- {0, 1}". The
ciphertext space i€ = G} x {0, 1)" whereh is the level of the recipient.
The system parameters grarams= (G1, G2, &, P, Q, H1, H2). All operations
of fs-HIBE are performed undgrarams The master key is. € Zq.

The root PKG needs to generate not only ghekey associated with the cur-
rent time period 0, but also thek keys corresponding to the internal nodes



on the binary tree whose bit representations are all 0 exteplast bit. The

sk key for time O is denoted asky ;. The rest ofsk values are used by
the root PKG to generate keys for future time periods, andgpessented as
{ski,0, skoy,1, - - -» sk(0|_11)51}. These values are generated recursively as fol-
lows.

(a) Setthe secret poish,1 to scH1(00ID1), andS; 1 to s H1(101D1).

(b) Set secret keglo1 = (S,1,9) andsk,1 = (S,1,9). Root PKG uses
sko,1 to recursively call algorithnCompNext (defined below) to generate
its secret keys. Lets{,00,1, Skoo1,1) = CompNext(skyo,1, w0, ID1), for
alll < |w0] < | —-1.

(c) Set the root PKG's secret key for time period 0 &Kp1 =
(sky 1, {ski,1, skoy),1 - - - sk(0|_11)51}), and erase all other information.

CompNext(sky h, w, (ID1...IDp)): Thisis a helper method and is called by Setup
andUpd algorithms. It takes a secret ke, h, a nodew, and an ID-tuple, and outputs
keysskuw0),h, SKw1),h for time nodesv0 andwl of (ID1 ... IDp).

1. Parsew asws...wq, Wwhere|lw| = d. Parse ID-tuple as IR..., ID,. Parse
sk,.n associated with time node as (S, h, Quw.n), WwhereS,n € Gz and
Quh ={Qkj}foralll <k <dand1l< j < h,exceptfok =1andj = 1.

. Choose randomg1),j € Zgforall1 < j < h.

. SetSw0),h = Su,h + ZT:lS(CHl),J H1(w0o IDy...IDj).

. SetSuwih = Sun + z?zls(dﬂ_),j Hi(wloIDs...IDj).

. SetQd+1),j = Sd+1),jP forall j € 1,h.

. SetQ,0),h andQ(,1),h to be the union 0B, h andQg41),j forall1 < j < h.

. Outputsk,0),h = (Swo),h» Lwo),h) andskw1).h = (Swi),h> Lwi),h)-
. Erasesqg4y),j foralll < j <h.

O~NO OIS WN

KeyDer(SKi, (h-1),1, (ID1...IDn)): Let En be an entity that joins the hierarchy during
the time period < N — 1 with ID-tuple (IDq, . .., IDp). En’s parent generatdsy’s key
SKi h using its keySK; n—1) as follows:

1. Parse i as i1...ij where | = log, N. Parse SK -1 as
(sk,h-1)» {SKi_11),(h-1)}ik=0)-

2. Foreach valuek, h—1) in SK; (h—1), En's parent does the following to generate
En’s key sk n:

(a) Parsew asws...wq, whered < |, and parse the secret ke¥, h—1) as
(Sv,(h-1)> Quw,(h-1))-

(b) Choose randomsh € Zqg for all 1 < k < d. Recall thats j is a shorthand
for sy, (D,...1D;) @ssociated with time nodelx and tuple(IDy ... IDj).

(c) Setthe child entityEy’s secret point
Suh = Su.(h-1) + 2k—1 SchH1(w]k o ID1. .. IDp).

(d) SetQyh =snhPforalll <k <d.LetQ,hbe the unionol, n_1) and
Qnhforalll <k <d.

(e) Setsk,,h to be(Syh, Qu,h)-

3. Enp’s parent set€p’s SKih = (Sk;h, {SKi|_;1),h}ik=0), and erases all other in-
formation.



Upd(SKin,i+1, (ID1...1Dp)) (Wherei < N—1): Atthe end of tim&, an entity (PKG
or individual) with ID-tuple(ID4, . . ., IDy) does the following to compute its private key
fortimei + 1, as in the fs-PKE scheme [12,25].

1. Parse asiy...ij, whereli| = |. ParseSKh as (skij),h, {SKij_11),h}ik=0)-
Erasesk n

2. We distinguish two cases. iif = 0, simply output the remaining keys as the
key SKit+1),n for the next period for ID-tupl€IDy, .. ., IDp). Otherwise, lek

be the largest value such thgt= 0 (suchk must exist sincé < N — 1). Let
i” =1i|;_;1. Usingsk/ p (which is included as part #K; 1), recursively apply
algorithm CompNext to generate keysk;/qigyp forall0 < d < | — k-1,
andsk(l,Od K hy- The keysk( 100k ) will be used for decryption in the next time
periodi + 1; the rest okk keys are for computing future keys. Erasde ;, and
output the remaining keys &K 1) h.

Enc(i, (ID1, ..., IDp), M) (whereM € {0, 1}"):

1. Parsa asij...ij. Select random « Zq.

2. Denote Py j = Hu(ilk o IDy...IDj) for all 1 < k < |
and 1 < | < h. Output (i, (IDy,...,IDp),C), where C =
(rP,rP21,....rP1,rP1o, .. .,rP 2, ...,TPLh,...,TPLh, M D
H2(&(Q, H1(i1 o ID1))")).

Dec(i, (IDy, ..., IDn), SKi h, C):
1. Parse i as i1...ij. Parse SK associated with the ID-tuple as

(sk,h. {sKij_11).nlik=0) and the keysk n as G n, Qi,n). ParseQin as{Qx,j}
foralll<k<land1l< j < h, exceptfok =1andj = 1.
2. ParseC as(Up, Uz1,...,U1.1,U12,...,Ui2,...,Ush,..., U n, V).

3. M = VeHy(22%3h)) wheregis: IT,_y TT"_,&(Qx j, Uk j) TT_,&(Qi 1. Uk 1).

Using Fujisaki-Okamoto padding [17] and the help of randaactesHs and Hg,
algorithmEnc andDec can be converted into ones with chosen ciphertext secastiy
BF-IBE [10] and GS-HIBE [20]. We summarize the security of éa+HIBE scheme in
Theorem 3.1 and 3.2.

Theorem 3.1. Suppose there is a nonadaptive adversdmhat has advantageagainst
the one-way secure fs-HIBE scheme for sdirexd time t and ID-tuple, and that makes
gn, > 0 hash queries to the hash functiorp ldnd a finite number of key derivation
queries. If the hash functions;HH, are random oracles, then there is an algorittin
that solves the BDH in groups generatedAgywith advantagée — 2—1n)/qH2 and running
time O(time(A)).

Theorem 3.2. Suppose there is an adaptive adversaryhat has advantage against
the one-way secure fs-HIBE scheme targeting some time and Hd-tuple at level h,
and that makes g, > 0 hash queries to the hash functior» Hnd at most g > 0 key
derivation queries. Let k= log, N, where N is the total number of time periods. If the
hash functions I Hy are random oracles, then there is an algorltlBrthat solves the
BDH in groups generated hyG with advantage(.s(m)(”')/2 %)/0n, and
running timeQ (time(A)).



4. Application: Forward-Secure Broadcast Encryption

In this section, we show how the fs-HIBE scheme can be usedilthdscalable forward-
secure public-key broadcast encryption (fs-BE) schemehwisijoining-time-oblivious.
In what follows, N denotes the total number of time periodsjenotes the universe of
users anc = |£|.

4.1. fs-BE: Syntax

Forward-Secure Broadcast Encryption Scheme (fs-BE): ABHEscheme is specified by
five poly-time algorithmsSetup, KeyDer, Upd, Enc, Dec:

Setup: The setup algorithm is a probabilistic algorithm run by tester to set up the
parameters of the schenfetup takes as input a security parametemd possibly max
(wherermay is a revocation threshold, i.e. the maximum number of udsas ¢an be
revoked). The input also includes the total numBesf users in the system and the total
number of time period&N. Setup generates the public kelf K and the initial master
secret keyMSKp.

KeyDer: The key derivation algorithm is a probabilistic algorithom by the center to
compute the secret initialization data for a new ukeyDer takes as input the master
secret keyWISk; at timet, the identityu of the user and the current time periogt N—1
and outputs the new secret K&pk; .

Upd: The key update algorithm is a deterministic algorithm ryrah entity (center or
user) to update its own secret key of tilnmto a new secret key valid for the following
time periodt + 1. For a userJpd takes as input the public keyK, the identityu of a
user, the current time peridd< N — 1, and the user’s secret ke\Sk; , and outputs the
new user’s secret key Sk 1,y. For the center, the algorithm takes as input the public
key PK, the current time periotl < N, and the keyMSkK;, and outputs the secret key
MSK; 1 1.

Enc: The encryption algorithm is a probabilistic algorithm tleach content provider
can use to encrypt messagEsc takes as input the public key K, a messag#/, the
current time period and a sefR of revoked users (WithiR| < rmax if a threshold has
been specified to th8etup algorithm), and returns the ciphertgxtto be broadcast.
Dec: The decryption algorithm is a deterministic algorithm fmneach user to recover
the content from the broadcaBtec takes as input the public kéyK, the identityu of

a user, a time period < N, the user’s secret kdySk; , and a ciphertext, and returns
a messagé.

An fs-BE scheme should satisfy the following correctnessstraint: for any pair
(PK, MSK;) output by the algorithnSetup(k, rmax, N, E), anyt < N, anyR C
&, (IR] < rmax), any useu € & \ R with secret keyJSk: , (properly generated for time
periodt) and any messagd, it should hold that:

M = Dec(PK,u,t, USK y, Enc(PK, M, t, R)).
4.2. fs-BE: Security
In fs-BE scheme, if a user leaks his or her secret key and isevoked by a content

provider, the security of subsequent communications lmastéd by such provider is
compromised. As a matter of fact, the forward security ofloicast encryption schemes



guarantees that this is tlaly case where unauthorized access to the broadcast content
may occur. The advantage of the adversary is not significamproved even if she
corrupts multiple users at different time periods. We fdingethe security definition of
fs-BE below.

Chosen-ciphertext Security An fs-BE scheme iforward-secure against chosen-
ciphertext attackf no polynomial time bounded adversad/ has a non-negligible ad-
vantage against the challenger in the following game:

Setup The challenger takes security parametensnay, and runs thé&etup algorithm,
for the specified number of useEs and time period$N. It gives the adversary the re-
sulting system public key? K and keeps the initial master secret KdpKy secret to
itself.

Phase 1The adversary issues, in any adaptively-chosen ordefigguag, . . . , gm, where

gi is one of the followings:

1. Key derivation queryu, t): the challenger runs algorithikeyDer(MSk;, u, t)
to generate the private k&ySk; ,, corresponding to user at timet, and sends
USK., to the adversary.

2. Decryption queryu, t, C): the challenger first runs théeyDer(MSk;, u, t) al-
gorithm to recover private key Sk , corresponding to userat timet, and then
runs decryption algorithec(P K, u, t, USK 4, C) to decryptC, and sends the
resulting plaintext to the adversary.

Challenge Once the adversary decides tRditase 1lis over, it outputs two equal-length
plaintextsMg, M1 € M, and a time period* on which it wishes to be challenged. The
challenger picks a random Hit e {0, 1}, and selC* = Enc(PK, Mp, t*, Rt+), where
Ri+ = {u | A asked a key derivation query fau, t), for somet < t*}. It sendsC* as a
challenge to the adversary.

Phase 2 The adversary issues more quelgs.1, . . . , On, Wheregq; is one of:

1. Key derivation queryu, t): the challenger first checks that eithere R+ or
t > t* and if so, it responds as iRhase 1 Notice that if a boundyax was
specified inSetup, then the adversary is restricted to corrupt at mggk distinct
users via key derivation queries.

2. Decryption query(u, t, C): the challenger first checks that eith@r# C* or
u e Ry+ ort # t* and if so, it responds as Phase 1

Guess The adversary outputs a gudss:= {0, 1} and wins the game If = b’. We define
its advantage in attacking the scheme tqixg b = b’ | — %|.

4.3. fs-BE: A Construction Based on fs-HIBE

Here, we show how our fs-HIBE scheme can be applied to thermmti®n of the public-
key broadcast encryption of [14] to obtain a forward-sequublic-key BE scheme.
Dodis and Fazio [14] provided a construction that extendssirmmetric-key broadcast
encryption scheme of Naat al. [29] to the public-key setting, based on any secure
HIBE scheme. The construction of [14] also applies to thesahof Halevy and Shamir
[22], that improves upon the work of [29]. The symmetric-Bfy scheme of Halevy and
Shamir is an instance of ti&ubset Cover FramewofR9]. The main idea of the frame-
work is to define a familyS of subsets of the universgof users in the system, and to



associate each subset with a key, which is made availabletheaisers belonging to the
given subset. To broadcast a message to all the subscrimenstehose in some s&, a
content provider firstoversthe set of privileged users using subsets from the fafiily
This is done by identifying a partition &f \ R, where all the subsets are elementsof
Then, the provider encrypts the message for all the subsétsi partition. To decrypt,
a usem ¢ R first identifies the subset in the partition®f, R to which he belongs, and
then recovers the corresponding secret keys from his saefoetation.

In the public-key BE scheme [14], the subsets containingargiiser are organized
into groups, and a special secret kemptokey is associated with each of these groups. A
user only needs to store these protokeys, from which he garedbe actual decryption
keys corresponding to all the subsets in the group. Suchganiation of the subsets
of the family S produces a hierarchy, in which the leaves are elemens arid each
internal node corresponds to a group of subsets. Using HABEcret key can be associ-
ated with each internal node in the hierarchy, and conesttiie protokey for the group
corresponding to that internal node.

In order to add forward secrecy in the public-key BE schenegessentially apply
the fs-HIBE scheme to the above hierarchy. In fs-BE schenpepikey is associated
with not only a node in the hierarchy, but also with a time peét. In fs-BE Setup,
the center runs fs-HIBEBetup algorithm to compute its master sec&iop, 1. This key
evolves with time, and is used by the center to compute pey®kor users. In fs-BE
KeyDer, a user joins the broadcast at some timand the center uses its current master
secret keyS K; 1 to derive protokeys for the user by running fs-HIBEyDer algorithm.
The center and users evolve their secret keys with time auntonsly by calling algo-
rithm Upd of fs-HIBE. In fs-BEENc, a content provider uses fs-HIBEhc algorithm to
encrypt the message not only with respect to the nodes ini¢harbhy that represents
the subsets in the partition éf\ R, but also to the current time In fs-BE Dec, the
user first runs fs-HIBEKeyDer to derive the current secret keys from his protokey at
timet. These secret keys are used for decryption by runing fs-HbBEalgorithm. The
detailed construction of our fs-BE scheme is ommitted H&eanalyze the complexity
of fs-BE operations in Section 6.

5. Application: Multiple Hierarchical Identity-Based Enc ryption Scheme

ID-based cryptographic schemes have been used in comglesscontrol scenarios [23,
33]. We generalize the fs-HIBE into a collusion resistanttiple hierarchical ID-based
encryption (MHIBE) scheme, where a message can be encrypteer multiple ID-
tuples. The applications of MHIBE scheme include securemanications with users
having multiple identities.

Moativations for MHIBE In role-based access control systems (RBAC) [32], indiaidu
are assigned roles according to their qualifications, asésscdecisions are based on
roles. The use of roles to control access is proven to be ant&# means for streamlin-
ing the security management process [32]. Communicatmasspecific role may need
to be protected so that messages can be read only by memlibed ofle. This can be
done using a shared key approach, which can be realized byBihd¢heme. Members
of arole are given a secret group key that is used for deergptiessages encrypted with
the group public key of that role, which is an ID-tuple in HIBEor example, the public



key of the roledoctorin the Emergency Room at a hospital is the ID-tuple (Hospital
ER, doctor), and members of the ralectorare given the corresponding private key in
HIBE. The hierarchical structure of public keys in HIBE makeparticularly suitable
for managing role communications in large organizatiorigs Group key approach is
efficient and scalable compared to encrypting the messatleindividual recipients’
personal public keys, because a message is encrypted ar@dywmder the public key of
the role).

A user may have multiple roles. Some messages are intendeel tead only by
those who have multiple roles, and should not be recoveretbliysions among role
members. For example, the intended message recipientssewho must take on both
role doctorin ER and roleesearch manageat the affiliated medical school of the hos-
pital. In healthcare systems, medical data such as patieotds are extremely sensitive,
therefore, achieving this type of secure communicatiomaportant. However, the GS-
HIBE [20] scheme provides cryptographic operations onihd message is encrypted
under one identity (ID-tuple). It cannot be used for comnoations to arintersection
of identities. Note that the Dual-ldentity-Based Encrgptscheme by Gentry and Sil-
verberg [20] is different from what we want to achieve herke Tvord “dual” in their
scheme [20] refers that the identities of both the sendetlakecipient, rather than just
the recipient, are required as input into the encryptiondeatyption algorithms.

To solve the problem of secure communications to membeliadpanultiple roles,
we develop a multiple hierarchical identity-based endgyp{MHIBE) scheme, where
encryption is under multiple ID-tuples. In addition, it da@used for authenticating mul-
tiple hierarchical identities in the hidden credentialtpoml [23], where the success of
authentication of identities is implied if one can corrgdécrypt the message encrypted
with the required identities of the intended recipients.afinakes the problem interest-
ing is that theantersectiorof identities is different from thanionof identities, which im-
plies that a proper scheme should be collusion-resistaatire even if adversaries with
partial roles collude. In other words, it requires that coompising the private keys of
individual identities does not compromise the messageypted with the intersection
of identities. This property cannot be achieved by the bnoBeheme Il described in
Section 1.3, where two separate HIBE schemes are usedsawit ¢ollusion-resistant.

Next we use an example to describe the MHIBE scheme, inaudgy acquisition,
encryption, and the properties of MHIBE implementationgratized from our fs-HIBE
scheme.

5.1. Identity-set and Joining-path-obliviousness

In MHIBE, we define andentity-setas the set of identities that a user has, each repre-
sented as an ID-tuple. For example, Bob’s identity-sethtof{pital, ER, Doctor), (Hos-
pital, School, Manager)}. Amancestor Eof a nodeE has the same number of ID-tuples
in its identity-set as that dE, and for each ID-tupld in the identity-set ofg, there is
an ID-tuple in the identity-set dE’ such that it is either the ancestorbfin HIBE or the
same ag . In addition, the ancestdE’ of the nodeE cannot beE. All ancestors of node
E are capable of generating secret keysHor

In an MHIBE scheme, Bob may obtain his key directly from eitloé the two
ancestor entities. One is the entity whose identity-set(i$o§pital, ER), (Hospital,
School, Manager)}. And the other has the identity-set {(pitsd, ER, Doctor), (Hospi-



tal, School)}. Bob's parents obtain their keys from theirg@s in the same way. The
highest-level ancestor in this example is the hospital amlthe identity-set {Hospi-
tal, Hospital} (not {Hospital}). The root secret used for computing the private key
for identity-set {Hospital, Hospital} may be the same as thet secret used in regular
HIBE scheme [20]. The private key is setgdH; (Hospitalo Hospita). Bob’s key can be
computed only by his ancestors in the MHIBE scheme. An MHIBEesne needs to be
joining-path-obliviousThis means that encryption should be oblivious of the patinf
which the receiver and his ancestors acquire their privates kHaving the receiver’s
identity-set is sufficient to encrypt a message. For exantpé sender does not need
to know whether Bob obtains his keys from entity {(HospiaR), (Hospital, School,
Manager)} or from entity {(Hospital, ER, Doctor), (Hospit&chool)}.

5.2. Properties of Our MHIBE Implementation

Our fs-HIBE scheme naturally gives rise to an MHIBE schemdsiHIBE, a message is
encrypted under both an ID-tuple and the current time. Téiiske viewed as the encryp-
tion under two tuples, one being the current time. Therefibre identities in MHIBE
scheme capture a broader sense of meaning. The MHIBE schemeeatjzed from our
fs-HIBE scheme supports dynamic joins and joining-patlivadus encryption. More
importantly, it is collusion-resistant, which cannot béni@wed by using multiple sep-
arate HIBE [20] schemes. In our MHIBE implementation, a ragesencrypted under
{(Hospital, ER, Doctor), (Hospital, School, Manager)} diHospital, School, Manager),
(Hospital, ER, Doctor)} requires different decryption leeyWe note that in this scheme,
the fact that a user holds the private key corresponding thipteuidentities does not
imply that he or she has the private key to any subset of itlesuti

Our MHIBE scheme has similar goals as the pairing-baseithatit-based encryp-
tion (ABE) schemes [31]. In ABE, a user’s private key for aplégation is constructed
so that the key can encode expressive access control golitfieile ABE can support
expressive policies, a user may have to store several pikests, each for one applica-
tion/policy. In comparison, MHIBE does not support genaiaess control policies; the
private keys in MHIBE are generated independent of appdinator policies. Whether
or not MHIBE can be realized by ABE is an interesting open tjaesWe omit the de-
tails of MHIBE scheme (definition of security, descriptiohscheme, and proof of se-
curity), as this is a direct generalization of fs-HIBE scleeffhe complexities of various
parameters of our MHIBE scheme are shown in Table 1 in Se6tion

6. Discussions

We analyze the complexity of our fs-HIBE scheme, the geimdlMHIBE scheme,
and the fs-BE scheme in Table 1 showing running time comisxand key sizes. Key
generation time of fs-HIBE and MHIBE is the time to generagerst keys for a child
node by the parent. Key generation time of fs-BE scheme iguhaing time of fs-
BE KeyDer algorithm. In our fs-HIBE scheme, the time periods corregho leaf nodes
of a binary tree, and the key update time&’gh log N), whereN is the total number of
time periods andh is the length of an ID-tuple. Because of the node arrangenteat
key generation time and key update time of our fs-HIBE schgrow/s logarithmically



with the total number of time periods. Faster key update tim&(h)) can be achieved,

if the time periods are associated wéh the nodes of the tree in a pre-order traversal,
as in the fs-PKE scheme by Canaedtial. [12]. Because the realization of such a fs-
HIBE scheme can be easily derived from the construction cti@e 3.2, it is omitted
here. We show the optimized running time in Table 1. Even pliragpthe joining-time-
obliviousness requirement (as in the naive Scheme Il oi&@ett3), our implementation
cannot achieve a ciphertext with linear lend2h + log N).

Table 1. Dependency of parameters of our fs-HIBE, MHIBE, and fs-BResges on the total numbét of
time periods, the length of an ID-tuple, the numbem of ID-tuples in an identity-set in MHIBE, the total
numberE of fs-BE users and the numberof actual revoked users in fs-BE scheme. Key derivation tiine
fs-HIBE and MHIBE is the time to generate secret keys for é&damdbde by the parent. Key derivation time of
fs-BE scheme is the running time of fs-B&yDer algorithm.
Parameters fs-HIBE MHIBE fs-BE
Key derivation time ~ O(hlog N) o™ (’)(Iog3 ElogN)
Encryption time O(hlogN) oM O(rlog Elog N)
Decryption time O(hlogN) Oh™ O +log ElogN))
Key update time O(h) N/A O(log? E)
Ciphertext length O(hlogN) O™ O(rlog Elog N)
Public key size Oth+logN) O(hm) O(r log E + log N)
Secret key size O(hlog N) O(h™) O(log3 E log N)

7. Conclusion

The Multiple Hierarchical Identity-Based Encryption soieeis an ID-Based encryp-
tion scheme for complex hierarchies. The generalizatianallusion-resistant MHIBE
scheme from the Hierarchical Identity-Based Encryptidmesae is significant, because
MHIBE scheme conveniently lends itself to a wide range ofligafions that cannot
be accomplished using HIBE schemes. To demonstrate thipresented in details a
forward-secure HIBE scheme and a forward-secure Broadaastption scheme. We
also described the application of MHIBE in the access cépmoadigm. The forward-
secure applications derived from our MHIBE scheme arefjgjftime-oblivious and sup-
port dynamic joins, which make them scalable.
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