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“[Maximize the survivability of] a mobile cyber physical system (MCPS) comprising 
sensor-carried human actors, vehicles, or robots assembled together for executing 
a specific mission in battlefield or emergency response situations.”

● Maximize uptime of MCPS
● Mission critical scenarios
● Protect against malicious attacks, unauthorized intrusions



● Distributed architecture
● Large Scale
● Rough / Dangerous environmental Conditions
● Resource Constraints

Main point: scenarios include possibilities of:

● Compromised / captured nodes
● Inability to replenish nodes

A REMBASS-II sensor 
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Survivability

Energy Consumption Intrusion Protection

Both Energy Depletion and Security Failures constitute failure of an MCPS!
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Ng # Good Nodes

Nb # Bad Nodes

Ne # Nodes Evicted

TIDS Intrusion Detection Interval

energy Binary, 1=full energy, 
0=exhaustion

λ Compromise Rate

Pfn P(false negative)

Pfp P(false positive)

TIDS Dynamic Voting Invocation 
Interval

TCP Good node get compromised.
Rate: λ x Ng

TIDS Evict Bad Node:

TFP Evict Good Node:

TENERGY Energy is Exhausted:



A, B, C, D

A Ng

B Nb

C Ne

D energy



Important Concepts:
● Tokens = nodes in MCPS

● Initialize 128 Good nodes

● Pfn, Pfp, and λ are used as 
input parameters to the 
underlying markov chain.

● Use to calculate expected 
values for each state at 
time t.

● Use these expected values 
to solve for Pfn and Pfp at 
time t.

● Adjust Transitions TIDS 
and TFP to model changes 
to Pfn and Pfp.



Probability of a false negative due to 
selecting a majority of bad nodes

Probability of a false negative due to:
1. Selecting a majority of good nodes 

that cast incorrect votes
2. Including some bad nodes

Probability of a false positive due to 
selecting a majority of bad nodes

Probability of a false positive due to:
1. Selecting a majority of good nodes 

that cast incorrect votes
2. Including some bad nodes
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