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Abstract

Voting is a simple and yet effective way of managing replicated data in distributed systems. In this paper we analyze its
response time behavior. We investigate a technique for obtaining the access time distribution for requests that access replicate
data maintained by the distributed system. The technique is based on Petri net modeling and can be used to estimate th

reliability of real-time applications which must access replicated data with a deadline requiren28@0 Elsevier Science
B.V. All rights reserved.
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1. Introduction searches on voting or quorum schemes for replicated
data management concentrate mostly on replica data
\Voting is an effective way to maintain replicated algorithms developments, mostly using availability as
data in distributed systems and has been widely ap- the comparison metric and mostly considering only
plied to many practical applications. Whether distrib-  sjte failures [1,6,7,11]. More recently, some researches
uted voting can be applied directly to real-time appli- pegin to address the performance issue of replica con-
cations, however, remains as an open issue since thergro| protocols, notably in [9,10]. Both site and link
is yet an effective way to determine if the imposed ac- fajlures are considered for dynamic voting under vari-
cess time constraint of the real-time application in ac- s repairman models in [2]. No research yet has been
cessing the replicated data can be satisfied. One mainggne to address the applicability of replica control al-

problem is that many design and environmental para- 4qrithms for applications subject to a deadline or dead-
meters can attribute to the access time, e.g., number"ne distribution constraint.

of copies, how the copied are connected topologically,
failure and recovery rates of nodes and links in the dis-
tributed system, real-time constraints, etc. Previous re-

The problem is interesting and challenging because
the normal performance metric such as the average
availability or the average response time cannot be
e used to measure the probability that the access time
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technique for obtaining the access time distribution (ESPN) [5] models in which firing times can be gen-
for requests that access replicated data maintainederal distributions.

by the distributed system. The technique stems from

Petri net modeling [2,8] and considers both the site

and link failure/recovery cases for replicated data 3 pMethod

management.

Our method of obtaining the access time distrib-
ution of replicated data consists of three steps. The
first step is to obtain the steady-state probability of the
system, that is, to obtain the percentage of time the
system stays at a particular state. Of course, the sys-
tem consists of a finite number of states. In some of
these states a quorum is available and therefore the ac-
cess can be granted immediately, while in the others
a quorum does not exist and thus a delay is incurred.
This first step is to obtain the steady-state probability
that the system stays in each of these states. This step
must consider all possible combinations of site and
link failures/recoveries as addressed in our previous
work [2].

2. System model

We assume that majority voting is the replicated
data management scheme used for maintaining the
consistency of multiple copies. We assume that there
aren sites connected by a topology to be specified
in the distributed system. Each site contains a copy
carrying a single vote. Under majority voting, it
requires that a read or a write to the replicated data be
allowed if and only if more than one half of the copies
are available at the time of access. We shall call such
a set a quorum. For example, for three sites (copies)
labeled with 1, 2 and 3. A read or write quorum under The second step is to collect the access time

majorlt_y voting can bel, 2, 3}, {1, 2}, {1, 3.} or {.2’ 3. contribution from each of the system states identified
For a ring topology, we assume that a failed site on the .

ring can be bypassed but a failed link will block the in step one. Let; be the steady-state probability of

communication between two sites connected by the state: determmed n ;tep_ 1 an_d I&%(r) be theper .
failed link. stateaccess time distribution, given that the system is

in statei at the time of access. We assume that only
the delay due to a quorum not available at the access
is made the distributed system may be in a state in E:_?:e n;eeds ttﬁ be con5|dt§red f(;)rlrea!-t|me apdphczzuons.
which a quorum is not available. If it is in this case, ereiore, e access ime delay Is considered zero
for a state in which a quorum exists. For a state in

then we say the system is unavailable and the access hich d  exist i th
request will have to wait until a quorum is available which a quorum does nat exist, we trace Ine recovery

by means of node/link recovery activities. We assume time of the syste_m stz_:\rting from the s_tate until_it agair_1
independent failure modes for sites and links, with reaches a ;tate in V\_/hlch a_quorum §X|sts. Section 4 will
and; being the failure rates of sites and links, respec- ilustrate t.h's techn_lque with a detailed example.
tively. Failed sites and links will be recovered inde- . The. th!rd _step IS to cqmpute_thg -overall access
pendently with rater, and.;, respectively. This inde- time d|st_r|but|c_)n l_Jy summing the |nd|V|du;_abr state _
pendent recovery assumption is not required, e.g., theyaccess time _d_l:_stnbgtlons weighted by their respective
could share a same recovery source if needed, e.g.,Sta’[e probabilities, i.e.,

see [2]. All times for these failure and recovery events
are assumed to be exponentially distributed. This as-
sumption is made to allow us to use Stochastic Petri = Z P Fi(t). 1)
Nets (SPNs) to describe the system and to use soft- i

ware packages such as SPNP [3] to solve the model This result can be used to compute the system

based on reward assignments to yield our performance giapility of the distributed system for supporting a
measures of interest. The approach described here cang | time application with a hard deadling, i.e

be extended to Markov Regenerative Stochastic Petri _
Net (MRSPN) [4] or Extended Stochastic Petri Net R3qom®= Fsystenfla)- 2)

When a site or link fails, we assume fail-stop be-
haviors. Due to site/link failures, at the time an access

Fsystent?) = Pr{access timeg r}
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If the application is characterized by a deadline distri- per state access time distribution for each “bad” state
bution, F;, (¢), then we compute the system reliability i, F;(¢), as follows:

as (a) the SPN developed earlier in step 1 is modified
00 such that all good states now becoatesorbing
deadline states
= | F F . L .
Rsystem / systerk?) dF, (1) 3) (b) the initial state of the system is set to “bad” stigte
0 e.g., for a 3-site ring under majority voting if in

a bad state, sites 1 and 3 have failed and all
others are alive, then we initialize the site and link

4. Example subnets in the SPN according to this condition;
_ ) ) ) (c) “rewards” are assigned to states in the modified
In this section we describe an example to illustrate SPN, with 1 being assigned to absorbing states

the three steps described in the last section. We  and 0 being assigned to all other states;

utilize SPNP [3] as a tool to obtain the steady-state (d) the per state access time contribution from bad
probability of the system. Specifically, for each node statei, i.e., F; (1), can be computed as the expected
or link in the system, we create an SPN subnet to instantaneous reward.

keep track of its status as failure and recovery events Here we note that the system evolves over time
occur to the node or link. Each site and link thus fom the initial bad statei till one of the good
has two states: up or down. Therefore, the underlying (and absorbing) states is reached as recovery events
Markov chain is characterized by anrcomponent  occur. Therefore, the SPN can properly account for
state description vectass, sz, ..., s,) Wheres; is a the recovery time of the system given that the system
binary quantity standing for the status of il entity  starts from the initial bad stateMoreover, because of
(Site or ||nk) Each node or link is labeled in the SPNP the way we assign rewards to bad and good states, the
program and thus the program knows exactly whether ayerage instantaneous reward also correctly computes
the system has a quorum available in a particular state, the probability that one of the good states will be
by merely inspecting the status of all the nodes and reached as a function of time.
links in that state (to see if a majority of connected,  Once we have collected all per state access time
alive sites can be found in that state). We classify distributions for all bad states, we can compute the
all the system states into two classes: good and bad.system access time distribution based on Eq. (1). It
Good states are those in which a quorum is available should be noted that in cases where the recovery rate is
and therefore the system can satisfy the access requesfelatively higher than the failure rate (site or link), then
immediately; conversely, bad states are those in which most of the time the system will likely be staying in
a quorum is not available. For examples, for 5 sites good states and, consequently, the probability that the
connected by a ring structures under majority voting, system will stay in a bad state, namefty,in Eq. (1) for
there are altogether 1024 states, of which 186 are a bad state, is very low. Thus the contribution to the
“good” and 838 states are “bad” states. access time from such a bad state (via®hg; (1) term

Next we note that the access time of the system, in Eq. (1)) is also very low, even though the recovery
given that the system is in a particular bad state, is the time (access time) itself may be long.
time taken for the system to recover failed sites or links
from that bad state such that a quorum (a majority 4.1. SPN implementation
of copies for majority voting) can become available
again. Of course, during the recovery period, a site  The methodology described in the paper is gener-
or link that is originally alive can fail and this must ally applicable to any voting schemes and topologies.
also be considered in the model. A quorum is available Here we illustrate its utility with a 3-site ring topology
when the system reaches one of the good states fromin which three sites are labeled as 1, 2 and 3, and three
the initial bad state. Note that since all failed sites and (bidirectional) links are labeled as 12, 23, and 13.
links can do independentrecovery, there are morethan We use an SPN subnet to describe the state of
one way to recover from a bad state. We obtain the each site in the topology. Fig. 1 shows such a subset
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Fig. 1. SPN subnet for describing site failure/recovery events.

describing the failure/recovery activities of a site, say,
sitei, 1 <i < 3. This subset has two places, namely,
upsite and dwsitg. Initially, a token is put in place
upsite. This token is used to specify the state of site
i. When the token is in placapsite, it means that
site i is in the state of “up”; conversely, when the
token is in placedwsite, it means that site is in
the state of “down”. There are two transitions in the
subnet, namelytsite f; andtsiter;. The first transition

is associated with a rate af; to specify the failure
rate of sitei, while the second transition is associated
with a rate ofuu, to specify the recovery rate of site
i after it fails. Thus, when sité is the state of “up”
(with the token in placepsite), transitiontsite f; will

be allowed to fire with rate.;, after which the token
will be removed from placeipsite and put in place
dwsite, meaning that a failure of sitehas occurred
and the new state of sitenow is “down”. Similarly,
when sitei is the state of “down” (with the token in
placedwsitg), transitiontsiter; will be allowed to fire
with rate ug, after which the token will be removed
from placedwsite and put in placeupsite, meaning
that a recovery of sité has occurred and the new
state of sitei is again “up”. Thus, the state of site
i oscillates between “up” and “down” as failure and
recover activities occur to siteduring its lifetime.

We also use an SPN subnet to describe a link's
failure and recovery activities. Fig. 2 shows such a
subnet to describe a particular link, say, ligk Here
we use the subscripyj to refer to the (bidirectional)
link between sites and j. Initially, a token is put
in place uplink;;. A token in placeuplink; means
that link ij is in the state of “up”, while a token in
placedwlink;; means that link; is “down”. Transition
tlink f;; is associated with a rate of; to specify
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Fig. 2. SPN subnet for describing link failure/recovery events.

the failure rate of linkij, while transitiontlinkr;; is

associated with a rate qf; to specify the recovery

rate of linkij. The meanings of places, transitions and
tokens in Fig. 2 are similar to those in Fig. 1, except
that they are used to describe the failure and recover
activities of a link rather than of a site.

For a 3-site ring topology, there are three subnets
for sites 1, 2 and 3, and three subnets for links 12, 23,
and 13. Combining these 6 subnets together, we obtain
a composite SPN which would allow us to compute the
steady-state probability of the system in the 3-site ring
topology under majority voting. There are altogether
64 states, of which 22 states are “good” states and 42
states are “bad” states.

Next we calculate the per state access time distribu-
tion for each “bad” state, F;(¢). To do this, we trans-
form the composite SPN obtained above into an SPN
with absorbing states in two steps.

(1) We add a new SPN subnet which allows us to
determine if the system has reached a good state
due to recovery events, given that the system
initially starts from state. Note that when a good
state is reached, the system reaches an absorbing
state. Fig. 3 shows this new SPN subnet. Initially,
we put a token in placao quorum The notation
(tf, f) is used here to label the only transition
tf in this subnet, denoting that transitien is
allowed to fire only if functionf enables it. This
enabling functionf checks to see if a quorum
exists whenever a recovery event occurs; it enables
transitionz f to fire only if a quorum exists, i.e.,
there exists a partition in which the number of
“up” sites is a majority of the total number of
sites. When transitionf fires, the token in place
no quorumwill be removed and put into place
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(1) a result of failed sites or links being recovered starting
from statei. The program stops when such a good state
is reached. Since the system evolves over time from
the initial bad stateé to one of the good states, we can
compute the per state access time distribufipi) as
Fig. 3. SPN subnet for testing state changes. the expected instantaneous reward rate by associating
a reward rate of 1 with those markings in which place
quorum which means that the system has reached quorum(in Fig. 3) contains a token, and a reward rate
an absorbing state from which no further activities 0of O with all other markings. This initialization and
will occur. Initially, the system is in staté in run procedure is repeated to collect the perstate access
which functionf disables transitiony from firing time distributionF; (1) for each of the 42 bad states in
because no quorum exists in stateNote that the system. The system access time distribution is then
transition rf here is of the “‘immediate” type calculated based on Eq. (1).
(represented by a solid vertical line as shown in
Fig. 3) instead of the “timed” type (represented by 4.2. Evaluation
a vertical bar as shown in Figs. 1 and 2), meaning
that transitiory f takes zero time to fire as soon as Fig. 4 shows the access time distribution for a 3-
it is enabled by functiory. site ring structure under majority voting as a function
(2) We add a new enabling function with every failure of different ratios ofy to A, assumingky, =1, = A
or recovery transition shown in Figs. 1 and 2. This andu, = n; = p for simplicity. The data in Fig. 4 are
function disallows all failure/recovery transitions obtained by using the original SPN model described
from firing if there is a token found in place by Figs. 1 and 2 to first obtain the steady-state
quorum Thus, all failure/recovery transitions will  probability vector P;’s, then calculatingF;(z) for
be disabled when the system reaches a goodeach bad stat¢ based on the modified SPN model
state (an absorbing state) in which a quorum described by Figs. 1, 2 and 3, and finally computing
exists. This step ensures that all failure/recovery Fsystenf?) based on Eq. (1). We purposely selected
activities stop when an absorbing state is reached. a higheri value in Fig. 4 (i.e.,A is 1 per day) to
The modified SPN model described above is now an show the effect of various deadlines angda ratios
SPN with absorbing states; it consists of 7 subnets, i.e., on response time distribution and system reliability.
3 subnets for sites, 3 subnets for links, and 1 subnet A lower value of will show the same trend except
as shown in Fig. 3. To calculate the per state accessthat the probability values will be closer to 1 and the
time distribution for a “bad” statg F; (r), we initialize effect will be less obvious. In Fig. 4, we observe that
this modified SPN model with state For example, when u > A, the probability that the access time is
suppose that stateis a bad state in which sites 1 less than 1 second is high. It also correctly shows that
and 2 are down and links 12 and 13 are also down (so awhen . is high relative to), the average access time

no ‘
quorum ‘ quorum

quorum does not exist), thelwsitg , dwsite, upsits, is low since most of the time the system will stay in
dwlinky 2, dwlinky s, uplink,; each will be placed with  one of the good states. To see how much improvement
a token initially (see Figs. 1 and 2). in response time distribution by using a 3-copy ring
After we initialize the modified SPN with absorbing under majority voting instead of a single copy, we also
states described above with a particular bad state show the response time distribution of a single copy

then run the SPN until a good state is reached, i.e., in Fig. 5. The legend of that figure is the same as in
when a quorum exists. This is achieved by checking Fig. 4. The response time distribution of a single copy
function f whenever a recovery event occurs in the is computed by
SPNP program. When a good state is reached, the

token in placeno quorumwill flow to place quorum Fsystenit) = L +
thus disallowing all further recovery/failure activities A ptA

from occurring. Essentially the SPN runs into an By comparing Figs. 4 and 5, we clearly see that
absorbing state when one of good states is reached as system with 3 copies based on majority voting can

x (1—e ™).
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Fig. 5. Access time distributiofisysten?) for a single site. . .
of the network connecting these copies together. It

is clear that the reliability of voting schemes in

distributed real-time systems can span a large range of
s - values depending on these design and environmental
rates of sites and links are the same. parameters. The technique developed in this paper is

Of course, whether the real-time requirement is generic, allowing us to easily analyze the effect of
satisfied or not cannot be judged by the access time {nage design and environmental parameters.
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