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Abstract is the Security Assertion Markup Language (SAML)
[SAMLO2a, SAMLO2b]. SAML is an open standard
Many influential industrial players are currently purand very extensible, which makes it attractive as basis
suing the development of new protocols for federatéor further development. Thus, various protocols of
identity management. The SAML Single Sign-othe Liberty Alliance Project [LIBO3a, LIBO3b] and the
Browser/Artifact profile is an important standardize8hibboleth Project [SHIB02] build on SAML.
example of this new protocol class and will be widely The salient feature of most of these protocols is
used in business-to-business scenarios to reduce ugeit they only require a standard web browser as user
management costs. The SAML profile utilizes agent. We call this protocol cladsrowser-basedor
constraint-based specification that is widely-used bgro-footprint This feature is motivated by the fact
designers of this protocol class. In general, the prthat a large percentage of potential users does not want
file is designed well and carefully. Yet, it does nab install protocol-specific software. Furthermore, it
come with a general security analysis, but providés desirable that the protocols do not require active
an attack-by-attack list of countermeasures as secutphtent or cookies, because many users are not willing
consideration. We present a security analysis of the use them for security or privacy reasons. Given
SAML Single Sign-on protocol, which is the first onehese restrictions, the protocol designers have to work
for such a protocol standard. In concise analysis with browser redirects and HTTP constructs only, which
the protocol design, we have revealed several flamsplies new requirements that have not been considered
in the specification given that can lead to vulnerabtgs prior research.
implementations. To demonstrate the impact of thatin this paper, we analyze the SAML Single Sign-
flaws we exploit some of them to mount attacks on thg Browser/Artifact profile, a three-party authentication
protocol. protocol. As the protocol is part of the only open
standard in this area and does not rely on active content
. or cookies, it is one of the most important browser-based
1 Introduction protocols. Because normal authentication protocols are
known to be prone to design errors, we expect that the
One of the most important problems in the networlkadditional restrictions of this protocol further complicate
oriented industry currently is the reduction of userm secure design. The involvement of a standard web
management cost. Thus, many influential industribiowser indeed makes it very difficult to utilize prior
players strive for the development of new protocols foesearch proposals for robust protocol design such as
federated identity management. Using these protocdBN95, AN96].
the companies are able to simplify user-managemenin general, we consider the SAML Single Sign-on
in an increasingly dynamic world and to benefit frorprotocol well-designed and described carefully. Never-
user registrations done by other companies. The newtigless, further analysis of the protocol is necessary. The
developed protocols will widely be used in business-tgecurity requirements for the protocol are formulated
business scenarios to allow federation of inter-compagwynstraint-based and structured according to the architec-
services and to provide access control for supply-chaime of SAML. This is a common technique in this area,
partners. Thus, major players in the access conthelt can hamper a faultless implementation, because im-
market currently include these protocols into theplementing software engineers may overlook a constraint
products. or its impact on the protocol security. Furthermore, this
One of the most important proposals in this arddnd of description also complicates a general security



analysis. Thus, the protocol description does not provi(_tssiu ) [Browser B] [Destination Site D] [Source Site 5]

such an analysis, but an attack-by-attack description 1 Agemce Souss St <ET-URL> N
countermeasures. This is a distinguishing feature eyl L >
other protocols in this area, as some of them do r 2Fehesto DestnatonSie 45 URL
take such considerations at all. Told all, the potenti CaF.msm.m..nme —

importance in industry and the new set of requiremer
make this protocol worth a closer look from a resear:
perspective.

We present a general security analysis of the SAN
Single Sign-on Browser/Artifact profile, which is the first
one for this kind of protocol standard. We discoverddgure 1: Protocol Flow of the SAML Single Sign-on
security flaws, leading to several attacks on the protocBrowser/Artifact Profile
some of them with possibly severe impact, such as man-
in-the-middle attacks, attacks by information Ieakaqg

gnd message replay. We present these three attaCkavHrén useryd returns to source site&s, for instance,
etail and sketch furthgr attack a pproaches. having been redirected by a destination dite Source

The remainder of this Paper 1s structured as f0|low§fte8 stores an assertion about the user’s identity, if it
We present a.shor.t OVerview of the.SA_ML messagan recognize the browsér of userl/. It then redirects
standard and its Single Sign-on profile in Section

; . e user's browseB to the destination sit® the user
Section 3 introduces related protocols and attacks RMnts to browse. Source sifincludes a small piece of

therg as Y\tl)e”tﬁs prior rese_ar(t:_h in this a_re:[a.dln Szcgor:l{gta, called SAML artifact, into the redirect that refers
we describe the communication types introduced by o assertion stored. Receiving the redirect with this

SAML Single Sign-on protocol. ~ Section 5 Conta'ngrtifact, destination sit® shows this artifact to source

our model for the login procedure and subsequent u it s and requests the corresponding assertion from
tracking. We describe the protocol schema of the SA {_ By providing this assertion taD, source siteS

Single _Slgn-on Browser/Artifact profile in Section 6c?nfirms that uset/ presenting the SAML artifact was
In Section 7, we present three attacks on the protocQlin anticated by it
We discuss the vulnerability of an implementation using '

SSL or TLS channels in Section 8, and conclude our
analysis in Section 9. 3 Related Work

4. SAML Requestto Source Site <5R-URL>
-

5 SAML Response to Destination Site
el

g TTP Fiesponse resourcelena)

.source siteS beforehand. The protocol flow begins

- : The first browser-based authentication protocol was, to
2 The Securlty Assertion Markup our best knowledge, Microsoft Passport. Because the
Language (SAML) protocol is not published, we only refer to Microsoft's
whitepapers such as [Mic02]. Recent research discovered
SAML is an open message standard that encodes securititiple vulnerabilities of Passport and described several
assertions and corresponding protocol messages in Xkvere attacks [Sle01, KR00O]. A new attack was found
format. The message standard itself is described ah beginning of May 2003, but no details have been
[SAML0O2a]. SAML allows so-called protocol bindingspublished yet.
[SAMLO2b] that embed SAML constructs in other There are two other projects whose protocols are based
structures for transport. An example of such a bindirgh the SAML message standard. The Liberty Alliance
is SOAP over HTTP. Additionally the SAML standardProject is one that makes public proposals, but is not
includes descriptions of the use of SAML assertions subject of a standardization process [LIB03a, LIBO3b].
communication protocols and frameworks [SAMLO2bne of its protocols using an enhanced client was
These so-called profiles contain protocol flows andilnerable and attacked in [PW02c]. The Shibboleth
security constraints for applications of SAML. Project is a well-elaborated SAML application for inter-
The SAML Single Sign-on Browser/Artifact Profileuniversity federation [SHIB02]. Additionally, [PW02a]
describes the usage of SAML messages to perfornpr@poses a protocol named Browser-based Attribute
single sign-on operation involving three parties — a userkchange (BBAE) that may also be built on SAML.
U equipped with a standard browsBr a source sit&S, This protocol concentrates on attribute exchange and
and a destination sit®. We depict the protocol flow in privacy issues.
Figure 1. There are only few publications about general analyses
The protocol assumes that ugérauthenticated itself of browser-based protocols. Recently, [PW02b] provided



an analysis of the privacy aspects of browser-bas€dnfidentiality: Only one party can decrypt the mes-
attribute-exchange protocols that covers SAML as well sagemsg. This will usually be the party that
as Passport, Liberty and Shibboleth. controls the hostidr.

C.onS|der|ng prior research about genc_eral_ prOtoCl(l%ltegrity: Verifiability — A party that reads the message
design, two of the most well-known publications are . . S -
msg is able to verify whethemsg is in its original

[AN9S] apd .[ANQS]' While [AN96] suggests various In- state of the send operation. The identity of the
formal principles about general protocol design, [AN95] o
extends them for the usage in public key protocols sender cannot be verified.

" Non-Malleability — LetS be an honest sender of a

[FSSFO1] presents more practical analyses of client .
T R messagensg to a receiverR. Let an adversaryd
authentication on the web, which is distantly related to . .
send messagessg; similar tomsg to receiverr.

the browser-based authentication protocols. One of the . . ) :
N Then the messageR receives are either identical

most well-analyzed authentication protocols of research to or independent of it

is the Needham-Schroeder protocol [NS78], which was msg P '

analyzed and broken by [Low96] and [Mea96]. Theddessage transfers with these properties can be im-

publications are useful as examples for protocol desiglemented by non-channel solutions or anonymous

and analysis, too. SSL/TLS channels [RFC224%6] Note that this class of

channels is vulnerable to man-in-the-middle attacks.

4 Communication 4.2 Secure Channels

The SAML Single Sign-on protocol constraints th&he SAML Single Sign-on specifies a second kind
methods used to transfer messages with several secwitynessage transfer. It claims the security properties
properties. It names two combinations of such propertiegnfidentiality, integrity and bilateral authentication. We

that we introduce in the following sections. interpret a transfer type with these properties as a secure
channel and use the following notation:
4.1 With Confidentiality and Integrity Only S(snd-id) =cig R(rcv-id): adr —msg

The SAML Single Sign-on protocol refers to a messa%gamd we have two corr:]munichating p:rtieg: A sender
transfer that provides confidentiality and integrity but rig 21 @n receiveR, whereS has a identitysnd.id

authentication. We formalize this kind of communicatiofd * @ identity rcv_id. We name the hostname of
as follows: the receiver in the first send operation and omit it in

subsequent steps if the same chantiélis used.
S —eia R adr —msg We describe the corresponding security properties in
the following. We fix senderS and receiverR of
The abstract identifierS andR refer to the participating a messagensg to facilitate the formalization. Both
sender and receiver. We introduce the hostnamte participating parties can send and receive messages over
and the messagensg as parameters. Even if thean established channel.

message tran_s_fer .does n(_)t Ut'!'ze chan_nels, we us%il‘%\teral Authentication: Sender S and receiverR
channel identifiercid that is written as index of the identify themselves with their identitiesnd.id

send arrow. In an implementation without channels, . . .

) . . and rcv_id. Both parties check the corresponding
cid represents the underlying network connection. The o S

; e . . ) certificates of the communication partner. They

channel identifier is defined during the sending of the . : -

. . X only proceed with the protocol if the certificate
first message. It can be given as input for further send is valid and there is a valid certificate chain to a
operations to stress the fact that the messages are beingtrusted certification authorit
transferred through the same connection. We omit the Y-
addressudr in this case. Confidentiality: Only the receiver’ R that has the

As the SAML Single Sign-on protocol does not use identity rcv_id can read the messagesg.
authentication in this kind of message transfer, we do no
refer to fixed identities for the communicating partiegl
We therefore cannot relate the given security properties 1 Th > it - h
to such identities either. Because of the lack of this *" HZ - 1he rec;\plinthelt er gcelves the message
relation, it is nearly impossible to match the properties In the state in which the server sent it or gets an
claimed to well-defined cryptographic properties. We error message.
describe the security properties as follows: ISSL/TLS channels with DHnon cipher-suites

t
tegrity: The receiving’ R can verify whether the
messagensg was sent by a send& with identity




A message transfer with these properties can be imp@- Protocol Schema

mented with SSL/TLS channels with bilateral authenti-
cation, i.e. server- and client-sided certificates. In this section we describe the protocol schema of the

SAML Single Sign-on Browser/Artifact profile in detail.
We already introduced the protocol run in Section 2 and

5 User Tracking depicted the protocol flow in Figure 1.

It is an important part of the SAML Single Sign-or6.1 Step 1: Contact the Source Site
protocol that source sit& does not require user to
re-login, but is supposed to recognizeautomatically.
Thus, the entire protocol run can be accomplish
without user interaction. We call the method fol
recognition of an user that logged in beforehand usgg) B —, ., S: ist_host — GET <IST-URL>g?
tracking. TARGET=arget ...<HTTP-Version

The protocol assumes that ugérhas already logged
in earlier and that{’s login has not timed out. When (b) S: Checks the request
userUf’s browsers is redirected back to source site
in protocol step 1S is able to link the browseB to
the still valid login. Source sit&S deduces the identity
of userl/ from this link. We formulate the login itself
as follows:

In the first protocol step, browsé# establishes contact
&y source siteS, which in turn is supposed to provide
serl(’s identity to destination sité®.

BrowserB connects to the inter-site transfer URUST-
URL>s of S. B and S use the message transfer with
confidentiality and integrity as described in Section 4.1
to send a target descriptioturget to S. In sub-step
1b, source siteS parses the request and initiates a new
session for it. S tries to extract a target description

a) S —cia B~ U: login request .
@) S —ecia B~ g a target from the request’'s query string.

(b) U ~ B —iq St login Iy s Lack of Authentication: This connection does not
o o provide unilateral authentication.  Thus, browsBr
(€) S —cia B: verification informationui cannot verify identity ofS by checking the server

) ) o certificate of S and the certificate chain to a trusted
In the login step, source sit& initiates the USEr cqrtification authority.  This lack of certification is
authentication using a given channel represented by tS.ornerstone of man-in-the-middle attacks on the

channel identifiercid. Browser B presents a 109in .o mmunication between browser and source dhe(
request to uset/, which we denote with the Ieads-toA < 8). An adversary who wants to act as man-in-

(~) symbol. In the second step, ugérinputs its 10gin {he_middle at this point only needs to break the user
information{;; s into browserB. This login information tracking in the subsequent step to succeed.
can for instance be a combination of uggs username

and password. Browsds forwards it to source sit& Message Format: The message sent 8 is a HTTP
through the channel referenced bi. Source siteS GET request for the path ofIST-URL>s. It contains
resolvesi/’s login informationly, s to its identity id;,. the target resourceéarget that userl{ wants to access
After a successful login, source sit® sends a pieceon destination siteD. The SAML Single Sign-on
of verification informationvi back to browsei3. This Profile neither specifies further elements of this URL

piece of information later confirms uséf's login. nor does it prohibit the inclusion of further elements.
The subsequent user tracking works without furthéfe protocol description lacks an explicit naming of
user interaction: protocol type or step, which hampers the dispatching
of messages to different protocol modules. This also
(d) S —.;qo B: request forv: allows a cumulation of artifacts within this URL by a
malicious destination site and repetition of the protocol
(e) B —;qr S: proof of knowledge ofvi steps 1 to 3.

Source siteS initiates the user trgt_:kin_g ar_1d requ_esttsjser Tracking
the proof of knowledge of the verification information
vi;q5 through a given channel with idid’. The browser As source siteS holds a connection to the browser
looks up the verification information and respondsSto at this time, it is a canonical solution to use this
Having been convinced of the browsBis knowledge, connection for the user tracking. Unfortunately this
the source site resolves ugéis identity idy,. connection does not provide authentication according to



the SAML Single Sign-on Profile. Therefore verificatios.3 Step 3: Redirect to the Destination Site

information cannot be bound to a certified identity. We

assume that browseB stores it by the hostname oim Step 3, browseis cpnnects to destination si@. B
source sites. delivers the SAML artifacts to thee AR-URL>p.

(a) S —ps.ciq B: request forv: (a) B : Extracts the URL<AR-URL>p? SAM Lsp

from the Location String of step 2 response.
(b) B —ps.ciq S: knowledge ofvi
In the situation described a man-in-the-middle caf?) B —bdcia D : ar-host — GET <AR-URL>p?
forward the communication betweeB and S. The SAM Lsp <HTTP-Version>
two honest parties cannot distinguish the adversary from
the intended communication partner. In general, it isk@&ck of Authentication: In this protocol step we
design flaw that the possibility of a man-in-the-middiagain do not have unilateral authentication. Because the
attack is dependent from a strong user tracking. Reotocol does not specify short-term freshness measures
user tracking is unspecified in the SAML Single Sign-o@¥ the necessity of channel-based security, a replay attack

protocol, we cannot assume that it is resistant agaifddy be possible. An adversary can replay a message-
such attacks. wise encrypted HTTP request to tkeAR-URL>p. The

lack of authentication also allows a man-in-the-middle
attack betweerB andD. This is critical as the SAML
Single Sign-on protocol trusts the assumption that it is
connected to browsds of userl/.

6.2 Step 2: Initiating the Redirect to the
Destination Site

After a successful recognition of uséf, source site

S generates one or more SAML artifacts and includ€s4 Step 4: SAML Request

them into a so-called SAML searchpart. It redirects o ) ]

browsers to the artifact receiver URIAR-URL >y of In step 4 the destination site establishes a secure

destination siteD with the SAML searchpart as quenychannel to source sit€. It uses theSourcelD of
string. the SAML artifacts received to find the corresponding

] o ~ SAML responder URL and sends a SAML request to it.
(a) S : Determines the destination sifecorresponding

to the target of Step 1. Looks up<AR-URL>p (&) D : Check that each artifact th&AM Lsp contains
in is artifact receiver table. the sameSourcel D.

(b) S : Generates one or more SAML artifacts(b) D : Lookup <SR-URL>s corresponding to
<SAMLart>; that contain itsSourcel Ds. SourcelD in the artifacts< SAMLart>;

(c) S : Generates a SAML searchpatAM Lsp that () Generate RequestID.
contains the target description and the generated

artifacts. (d) D(idp) =as.cia S(ids) : sr_host — SAML re-
: guest to <SR-URL>s containing the artifacts
(d) § —pscia B : <HTTP-Version- 302 <Reason <SAMLart>,
Phrase-
Location <AR-URL>p? SAM Lsp In step 4a, the destination site generates a session for the

In sub-step 2a, the source site looks up the artifdBfOMing request and analyzes the URL of the request.
receiver URL <AR-URL>p. As the SAML Single The destination site aborts the protocol run if the request

Sign-on protocol does not specify this procedure, W Not intended for the<AR-URL>p, if D cannot

assume that it searches for an artifact receiver URESe the SAML searchpart, or if the request does not

having a hostname equal to that of the target resourtd¢!ude SAML artifacts. The destination site checks
The source site generates a number of SAML artifadft validity of the artifactscSAMLart>; submitted in
and stores the information that the artifacts were issuaigP 3: All artifacts must be well-formated, have a valid

to destination siteD. As the source site does not haversion id, and contain the same non-emgtyrcelD.
a certificate or identity oD, it can only use destinationDestination siteD uses theSourcel D contained in

site D’s hostname ok AR-URL>p, as reference. the SAML artifacts<SAMLart>; to lookup the<SR-

In this step we experience the same problems witRL>s Of source siteS (sub-step 4b). In sub-step 4d,
the message format as in step 1. Moreover \m,e destination site establishes a secure chasneld

cannot rely on authentication either, which allows tH@ SOUrce siteS with bilateral authentication. It sends
man-in-the-middle attack betwedhands. a SAML request with the received artifacts through this

channel.



Specification of the Source Site Lookup: The pro- or looked up,S responds with no assertions. Source
tocol step does not fully specify which informatiorsite S generates a SAML response corresponding to the
destination siteD knows of source sit&5. The SAML request id of the request given, and sends the SAML
Single Sign-on protocol only states that destination sitesponse back through the channel generated in step 4.
D can lookup the<SR-URL>g, but not the identity of  Destination site D checks the response received
S. in the subsequent sub-step. It checks whether the
InResponseTo element is equal to its owRequestI D.

hen it verifies the validity of the SAML assertions.

. . here must be at least one SAML SSO assertion included
artifacts can only be used once. This is enforced by tfﬁethe response, and there must be exactly one assertion

source site in step 5, while destination sitedoes not for each submitted SAML artifact. If these checks fail

SAML artacts t the source e fas, e arfacis aid, 001 the protocol un, othervis® analyzes the
' SAML assertions to determirg’s identity idy,.

still valid and reusable. As the SAML Single Sign-on
protocol does not specify a re-send operation upon su@he-request Property of the SAML Artifact: The

One-request Property of the SAML Artifact: Ac- T
cording to the SAML Single Sign-on protocol, SAML.I.

a failure, it leaves free valid artifacts. SAML Single Sign-on protocol states a one-time usage
constraint for the SAML artifacts: If a SAML artifact is
6.5 Step 5: SAML Response presented to the source site again, the source site must

return the same message as it uses upon a query with an
In Step 5, the source site analyzes the SAML request amknown artifact. This property must be implemented
generates an adequate response. It sends the respwithe care as otherwise there is the danger of race
back through the channel with ids_cid generated in conditions or left over valid artifacts because of protocol
step 4. failures.

(a) S : Check for artifact destination equality. Multiple Services on One Host: A source siteS
b) S - Enf ¢ th . ¢ hcan only verify that it issued the artifact to the same
(b) S : Enforcement of the one-time usage of t fiostname that submitted it in step 4. If there are multiple

artifacts. services on destination sife, a malicious low-security
(c) S : Lookup or generation of SAML assertion$ervice could use received artifacts to impersonate user
corresponding to the artifacisSAMLart>;. U to a high-security service. Let us consider this
example: A bankDp,,.; hosts a stock-market analysis
(d) S: Generate ResponselD. toolkit stock and its e-banking applicationbank on

the same host. It uses the SAML Single Sign-on for
customization of the analysis toolkit and for login to
tlﬁséeru’_s e-banking account. A maliciou_s stock—mgrket
analysis toolstock’ could forward the artifacts received
at <AR'URI—>DBank,stock’ to <AR'URL>DBan,k,ebank

and make e-banking transactions with the permissions

(f) D : Verify validity of SAML response. of user/.

(e) S(ids) =ds.cia D(idp) : SAML response from
<SR-URL>s containing SSO assertions abauy,
or an error code. The response references
RequestI D of the SAML request of step 4 in the
InResponseT o element.

In sub-step 5a, source sifechecks whether the received@ . h
artifacts were submitted from the same destination si ,6 Step 6: Response to the Browser

it issued them to. According to the SAML Singlan step 6, destination sit® responds to browseB's
Sign-on profile, the source site must return a responguest. IfD is convinced of uset(’s identity idy,, it

with no assertions, if the artifacts were issued to anothgil| present the target resource requested. Otherwise it
destination site. As the source sife can only have || reply with an error message.

stored the hostname etAR-URL> it issued the artifacts

to, it compares the destination site’s hostname with thed D —pa_ciaz B : resource pagefarget or error
stored hostname entry. If in sub-step 5b any of the message

artifacts have already been seen, sourceSitesponds

with an empty response. This is called one-time requ&iecification of this Step: We assume that the desti-
property of the SAML artifact. Each artifact can onlyation site uses the connection of step 3 identified by
be used once. Then in sub-step 5c the source site tlids:id to respond to the browser. We also assume that
to determine the assertions corresponding to the artifaicthas the same security properties as in step 3. The
given. If one of the assertions cannot be generat8eAML Single Sign-on protocol does not specify step 6



in this way: It leaves it unspecified which connection to5. S — D: SAML response- with assertions.
use and does not claim any security properties for this The artifacts given in the SAML requesgt of D
connection. were issued td>. The SAML request is identical

HTTP Referrer Tag: The SAML Single Sign-on :g tBhe oneD would have sent if it were connected
protocol does not specify the details of the HTTP '
message either. Therefore we can assume that %ye D Ag:
protocol does not handle the referrer tag of HTTP.
According to [RFC2616] it may be set if the referrer has
its own URI. This is the case for theAR-URL>p the
browser is connected to. As the referrer tag includes the
query string, it also contains the artifacts previously sent
to D. Thus, if artifacts were not consumed by sourggiscussion Because of the integrity and confidentiality
site S, an adversary could get hold of valid outstandingroperty of step 3, adversar cannot see or modify the
artifacts. content of the message But these properties are not
strong enough to prevent a replay attack. Adversdry
impersonates browsd# to destination siteD. Because
of the lack of authentication in this step and missing

7 Attacks
We present three attacks on the SAML Single Sign_|(|1If]entn°|ers in the redirectD cannot distinguish between

Browser/Artifact profile that are based on the flaws partlc_esB_andAg. Apart fr_om the_ IP address_of the
identified above. communication partner, the view @1 is the same in the

communication with3 and Ag.

Response to Step 3*
D will respond to Az and grant Az the same
permissions a8 with userl/ and certified identity

Zdu.

7.1 Connection Hijacking / Replay Attack Ppossible solutions Source siteS can input the IP
An adversary can break the SAML Single Sign-on Profif"eddress of browseD into the redlrect. The destln:?\tlon
by connection hijacking and replay of an encryptes teD'che(.:ks the IP address in the message received for
redirect. The technique of connection hijacking i qluallty V;’)'th thilp addresls of bror\]/ysBr If this checkd
described in [DM02]. The prerequisites for this are %' s, D aborts t. e protocol run. This measure provides
follows: the same securlt)_/ as the check by sourcesm_zhgther

the artifact was issued t®. A second possibility to
Prerequisites An adversary.A is capable of connec-prevent this attack is to enhance the integrity property
tion interception and can observe the connection fractaimed for the steps 1-3 so that it includes binding to
browser B to artifact receiver URL<AR-URL>p of the sending party or the underlying channel. One can
Step 3. Additionally, the integrity property claimedilso use a secure channBl«— D in steps 3 and 6,
in Step 3 is interpreted as message integrity withowhich provides freshness and replay prevention.
binding to the sending party and replay prevention.

The Attack The attack refers to the protocol schema 2 Man-in-the-Middle Attacks
in Section 6. The attacker intercepts the step 3 redirect
to destination sitéD and replays the encrypted messagh this section we consider one concrete man-in-the-
3. B — D: Redirectp to <AR-URL>p mujdle attac'k. We describe further techniques and entry
A: AdversaryA intercepts this redirect and finisheg oints for this kind of-attack. . .
the connection frons to D. . The g.energl technique of man—ln—thg-mlddle attacks
is described in [BhaOl]. [Mea96] provides a concrete
3*. Ap — D: replay of redirecp to <AR-URL>p example for such an attack on the Needham-Schroeder
The adversary resends the message as seen inRublic-Key protocol.
preceding step impersonating browderto D. It
utilizes a modified channel sub-protocol that a||OV\L?
already encrypted messages to be sent directly.

The destination site cannot distinguish the browsepis attack uses the well-known weakness that an

B from A because of the lack of authentication an&dversary who controls the Domain Name Service

therefore proceeds as specified in the protocol. (pNS) can impersonate one party to another. We
4. D — S: SAML requestg with SAML artifacts of Present a man-in-the-middle attack in which adversary

». A is a proxy between browsef and source siteS:
B~ A« S.

2.1 BetweenB and S by DNS Spoofing



Prerequisites Let A be an adversary that can breaRossible solutions Unilateral authentication in all pro-
DNS. By doing this, the adversary can act with the hogtcol steps can prevent the adversary from impersonating
name not belonging to him or her and can impersonaeurce siteS to browser5. Strong user tracking, re-
certain URLs to other parties. We additionally assunséstant against man-in-the-middle attacks, can also help.
that the method of tracking an authenticated user ldbwever, as the user tracking is not specified in the
source siteS is unprotected against man-in-the-middI8 AML Single Sign-on protocol, it is not safe to rely on
attacks. it.

The Attack Adversary A uses its ability to break
DNS to impersonate the inter-site transfer URIST- 7.2.2 Other Man-in-the-Middle Attacks
URL>s of source siteS to browserB. A forwards
all communication until it gets hold of unused SAM
artifacts.

LTo accomplish the described man-in-the-middle attack in
a non-portal scenario, an adversary can also manipulate
the target of the step-1 redirect. It can rewrite the HTTP
As: Impersonates the source sit€'s <IST- response that initiates the redirect and change the target
URL> s to browsei3. = <IST—URL>§B):<IST- URL. As the SAML Single Sign-on protocol does not
URL> 4. specify any security properties for this step 0, we can
1. B — As: finish of the redirect assume that the connection is unsgc_u_red.
Note that the profile does not claim authentication An adyersary has also the possibility tq ac_t as man-
for this step. |n—the—m|ddle.betweer? browsds and_de.stlnatlon.sne.
D. As there is no unilateral authentication required in
1*. Ap — S: finish of the redirect the steps 3 and 6, a brows#r cannot distinguish an
The adversarydz impersonates browsés to S. adversaryAp from destination siteD.

A: Acts as man-in-the-middle betweé¢handS.

Because the user-tracking system 8fis not 7.3 HTTP Referrer Attack
resistant against man-in-the-middle attackscan .
forward all communication betweehandS during The following attack allows an adversa# provoke an

the user tracking. information leakage of valid SAML artifacts. It uses the
_ Referrer Tag of HTTP (see [RFC2616]) to get hold of
2*. § — .AB: redirect request tecAR-URL>p unused SAML artifacts.

This redirect contains the SAML artifacts fds

readable byAz. Az now begins to impersonat® Prerequisites To accomplish this attack we need an

to destination siteD. adversary A that can tap all channels and intercept
3%, As — D finish of redirect to<AR-URL>p arbitrary connections. Additionally, |e€8 be a browser

. h he HTTP Ref T fault.
The ‘adversaryAs impersonates5 to D. The t ?/tljei tui(:e some egrrz:tieasg c?fy torlmeea(lajrtror messages
redirect contains valid SAML artifacts and allows 4 Prop 9

» to act using the permissions af produced by destination sit®: either the error page
B 9 P ' D generates in the case of a protocol failure contains a
2. A — B: redirect request taIST-URL> s link to an URL not providing confidentiality or integrity,
Adversary.A sends the original redirect to browseor adversaryA is able to manipulate data transferred
B. As the profile assumes that the user has alreatiyough connections that do not maintain the integrity
been authenticated t&, there need not be anyproperty.
user interaction between protocol steps 1 and 2.
Therefore, the adversary can re-initiate a norm&he Attack The attack refers to the protocol schema
protocol run of B with a high probability that the in Section 6. The adversary_ provokes_ an mfo_rmatlon
user will not notice the reset of the protocol run. leakage of valid unused artifacts by interrupting the
connection between destination siPeand source sité.
Discussion The profile does not claim unilateral au-
thentication in steps 1 and 2. Therefore browger
cannot distinguish the<IST-URL> 4 of adversaryAs
fr_om <IST—URL_>5 that belongs to_the hongst source , o S: SAML request to< SR-URL> s
siteS. The profile does not state which security assump- ) . .
. . . A: Adversary A intercepts this message. Therefore
tions can be made about the tracking of an authenticated .
. the SAML request is unsuccessful, afdsends an
user by source sit§. Therefore we can assume that the )
. S error message in the HTTP response of step 6.
adversary can forward this communication as well.

3. B — D: redirect to<AR-URL>p
which contains valid SAML artifacts



6. D — B: error message accomplish. The replay attack described in Section 7.1
According to the profile no confidentiality orno longer works, because the channels provide replay
integrity is required in this and subsequent stepgsrevention. For the man-in-the-middle attack of Sec-
The adversaryd can proceed in two ways: tion 7.2 a stronger adversary is needed. This adversary

. . . not only needs to impersonatelST-URL>s but also

o If the error message contamg a link or red'ref)tresent a valid certificate. As the user tracking itself
to an URL to party? that is not secured, oes not require user interaction, the user has little
A can tap the channel the browser eventual ance to verify the certificate of source sife The
establishes t@. referrer attack of Section 7.3 still works, as the SAML

e If the adversary A is able to manipulate Single Sign-on protocol does not require any security
data transferred through connections, he cafeasures in step 6 and therefore no SSL/TLS channel
change the message of step 6 to a redirectifoused. Attacks in which one has several services on
a partyP it has chosen. the same destination site and one service holder tries to

7.5 P HTTP reues e oSl ey oo it ebend o
The next request of the browsd. It contains holds for att);cks that are based on race coﬁditions and
<AR-URL>p in the referrer tag including thetr t0 double-spend artifacts

query string and therefore the still valid SAML y PE o

artifacts of step 4.4 can read them in plain text. In general, it IS a good idea to use SSL 3.0 or TLS
1.0 as communication channel. Their usage enhances

3*. A — D: redirect to<AR-URL>p the security of the SAML Single Sign-on protocol

as read in the referrer tag. dramatically, but does not guarantee complete security.

Discussion The message of step 6 allows informatio .
leakage: It does not claim confidentiality oder integrity? Conclusion
The referrer tag is normally set if the source the user _ )
comes from, has an own URI. It will contain theAR- We have.descnbed several _deS|gn flgws of the SAML
URL>p, including the query string which contains thélngle Sign-on Browser/Artlfa.ct. pro.ﬁle.. In .several
still valid SAML artifacts. instances, the protocol description is imprecise. W(_a
presented three attacks on the protocol to demonstrate its
Possible solutions We can prevent this attack by usingulnerability. Even a protocol binding with underlying
a dereferrer redirect before step 6. This is a comm@S$L/TLS channels and unilateral authentication can
technique in current e-commerce implementations. Tijgé broken. Most implementations will simply use
redirect is only needed if steps 4 or 5 were not success8L/TLS channels with unilateral authentication, which
or not all artifacts were consumed . A second complicates or prevents man-in-the-middle and replay
approach is to enforce the one-time usage property sifacks. This leaves the discovered referrer attack and
the SAML artifacts also at the destination site. Asttacks where the destination site provides multiple
destination siteD already has seen the artifacts in th€ervices on the same host.
regular step 3, it will not accept them a second time.\We have deduced several recommendations for the
As source siteS checks whether received artifacts wergesign of browser-based protocols from our analysis.
issued to the sending destination site, the artifacts canppbt of all, we strongly recommend to always use
be used in the communication with other destinatigfecure channels such as SSL 3.0 or TLS 1.0 with
sites. unilateral authentication for message transfer. They
outmatch normal transfer of signed and encrypted
. messages, as they provide authentication, freshness, and
8 VuInerablllty of the SSL/TLS replay gprevention?/ IOWe also advise to include more
Binding explicithess measures into the messages. It is important
to explicitly name protocol type, protocol step, source
SOAP over HTTP is one of the most important bindingand destination of a message in the message. If,
of the SAML Single Sign-on protocol. It utilizesfor instance, a SAML artifact contained an additional
SSL 3.0 or TLS 1.0 with unilateral authentication agssuedTolD that referred to the destination site and
communication channel for connections that requitke service on that site, attacks with multiple services
confidentiality and integrity. on one host would not be possible. We recommend to
As this binding exceeds the security requirements 6t only consider successful protocol runs, but analyze
the protocol itself, our attacks will be more difficult tcall states the protocol can reach. Especially error states



may hide possibilities for attacks such as our referrgvea96]
attack.

We are convinced that in general the SAML Single
Sign-on Browser/Artifact profile is a well-written proto-
col. In fact, it is one of the most carefully designed
browser-based protocols in federated identity manage-
ment. Nevertheless, several changes are required to
improve its security and prepare for its broad applicati(W'Coz]

in industry. [NS78]
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