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Executive Summary

High bandwidth wireless local area networks are gaining popularity. Along with this
popularity has come awell publicized series of vulnerabilities in the |EEE standard
implementations. In response, a number of standards from wired networking (e.g. 802.1x
and 1 Psec) are being adopted to wireless. Vendors are aso developing and selling
proprietary security solutions. The normal security risk assessment/risk mitigation
process can be complicated by a misunderstanding of the range of available options and
the strengths and weaknesses of each. However, the nature of wireless technology raises
the stakes in performing a proper risk assessment and deploying a wireless network that
meets local security requirements.

This white paper first describes taxonomy of wireless LAN attack techniques. Wethen
describe the generic mechanisms available for authentication of users and the protection
of the privacy and integrity of the data. We conduct a basic analysis of each security
countermeasure by looking at the attack techniques addressed by the mechanism. Our
analysis takes into account the perspective of both insiders and outsiders. We conclude
by stating our recommendations for WLANS. These recommendations include:

Mutual Authentication
Layer two encrypted tunnel
Strong cryptographic integrity verification

Without these features, not only isa WLAN vulnerable, but the entire information
infrastructure of which it isapart isat risk. We aso recommend per-packet
authentication athough we would not go so far as to make it a requirement.
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1. Introduction

Wireless Local Area Networks (WLAN) are
increasing in popularity. They are being installed
by businesses of all types, educational institutions,
governments and the military. The reason is that
WLANs provide users the access to their
information in many locations, some of which are
more conducive to collaboration. Furthermore, the
concepts and technical challenges associated with
the department of defense’s (DoD) transition from
industrial-age to network-centric warfare are
highly dependent and revolve around the
successful implementation of a secure, wireless
network of systems. The freedom and mobility
that WLANS promise also present some serious
security challenges.

WLANS are not limited by network jacks nor are
they limited by geography. WLANSs provide
unprecedented flexibility in that an area not
originaly intended as a collaborative workspace
can accommodate a large number of wireless
clients. Auditoriums now accommodate hundreds
of networked computers just by plugging a few
Wireless Access Points (WAPS) into the network.
The radio waves used for WLAN propagate quite
well. The advertised ranges for wireless network
interface cards range up to 300 feet. In redity,
802.11b networks can be accessed over one-half
mile away in an urban environment. [Ell02]

By most estimates a significant portion of these
networks have no security mechanisms
whatsoever. [EII02] According to Ellison’s
informal study of four U.S. cities only 38% of the
wireless LANSs that they could find while merely
driving on public highways had the default
standard security mechanism called Wired
Equivalent Privacy (WEP) enabled. WEP provides
very little effective security, and this figure shows
that most administrators are not even attempting to
secure their WLAN let alone succeeding. Insecure
WLANS are not just a problem for WLAN users,
but through Address Resolution Protocol (ARP)
attacks, every system on the same side of the
router as the WLAN in an organization’s network
isvulnerable to attack.

The military and education domains are no
exception. Here at the United States Military
Academy (USMA), a high-bandwidth secure
wireless network is a key component of our vision
for educating and developing leaders. We believe
that the best environment for learning is an
information rich environment. Hence our vision is
to convert ever learning space at West Point into
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an information-rich environment through portable
computers and wireless networks. The use of the
network in the classroom facilitates active
learning. The professor can act more as a mentor
than a lecturer as the student thinks more deeply
about problems during active learning activities.

USMA has a rich and robust information
infrastructure that the cadets and faculty currently
use in computer laboratories, offices and the
barracks. With a WLAN, every classroom, study
hall and laboratory will in effect become an
information-rich, computer laboratory. This will
provide the Army with officers better able to lead
and meet the challenges of a changing
technological, social, political and economic
world.

At USMA we are dedicated to providing a secure
high-speed WLAN that does not pose a greater
risk to our information than the current,
completely wired network. To do so we have
conducted a study of the available WLAN security
technology. This white paper is a summary of that
work and should be useful to those planning a
secure WLAN implementation.

We have addressed known security threatsto |EEE
802.11 networks focusing specifically on 802.11a
because that is the standard we are implementing.
However, the difference between 802.11la and
other protocols in the 802.11 family is trivial with
respect to security. 802.11 WLANS all use the
same layer 2 packets, the difference is in the
physical layer. 80211a uses a higher frequency
than 802.11b or 802.11g. This higher frequency
means that the radio transmission will not travel as
far and will not propagate through solid objects as
well the low frequency standard. This tends to
help limit eavesdropping, but in no way eliminates
the threat. Also 802.11a has about 5 times the
bandwidth that 802.11b does.  This higher
bandwidth means that attacks that require data
collection can be executed faster on an 802.11a
WLAN than on an 802.11b WLAN.

To limit the scope of this paper we have decided to
choose representative techniques rather than try
and assemble and discuss a complete list of
WLAN attacks. Specific attacks are normally
focused on vulnerabilities that are design and
implementation specific.  However, there are
classes of attack techniques that apply across
different technologies. Through our choices we
hope to achieve a fair comparison of the different
WLAN security technologies. We will also not
discuss attacks that are either stopped or defeated
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by the technologies we discuss in this paper. Our
discussion of the threats can be found in Section 2.

We look at the threat from two points of view: the
insider and the outsider. The outsider has access
to the wireless network and the software and
hardware that can be purchased or otherwise
obtained publicly. The insider is a valid user of
the wireless network whose goal is to obtain
access to information which she would not
otherwise be entitted. The insider has valid
software/hardware/certificates for both the wired
network and WLAN.

We then discuss the generic security technologies.
What the technologies are, how they work, the
types of attacks they protect against, and those
attacks to which they are vulnerable. Generally,
each  security product employs  security
technologies to authenticate a network session, to
protect the confidentiality of the session, and to
insure information integrity. The products on the
market mix and match these techniques so we have
found it useful to examine them separately.

The goal of this paper is not to determine “the
best” wireless security architecture but to provide
information for the Information Assurance (I1A)
planner to use while designing a WLAN. A
planners must inventory their information assets
and determine the motivation, capabilities, and
resources of the adversaries that threaten their
information.  Planners can then begin a risk
assessment and develop their risk mitigation
strategies. This paper will help planners develop
courses of action wusing various security
architectures and write policies from those
strategies by providing information about the
theoretical effectiveness of the technologies. This
paper does not replace the extensive risk analysis
|A planners must perform.

2. Threats

In this section we describe eight attack techniques
that we use to compare the security technologies
available. We chose these attack techniques to be
generic enough so that they can be used to
evaluate representative security technologies. We
also strove to make them conplete, in that any
well-known attack can be decomposed and the
components can all be classified into one of these
attack techniques.

A complete information assurance risk assessment
requires afocus on the threats against the three key
components of assuring information. That is, the
information system should protect against
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confidentiality, integrity, and availability (CIA)
attacks. We chose not to discuss attacks on the
WLAN availability, otherwise known as denial of
service attacks. Denia of Service attacks against
layer 1 or layer 2 cannot be defeated by any of the
security technologies that we are analyzing.
However, this is a serious consideration in any
type of future tactical system’'s employment of a
wireless network.

We start by examining attacks against the
confidentiality of communication on the network.

We then move into those attacks that actually alter
the network traffic, hence destroying the integrity
of the information on the network. When looking
at confidentiality attacks we start with the least
intrusive and work towards more intrusive attacks.

Of the eight attack techniques in our taxonomy,
four violate just the confidentiality or privacy of
the session: traffic analysis, passive
eavesdropping, active eavesdropping with partial
known plaintext, and active eavesdropping with
known plaintext. One technique can be used to
violate confidentiality and/or integrity -- the man-
in-the-middle attack. Three attack techniques
violate the integrity of the network traffic:
unauthorized access, session high jacking, and the
replay attack.

The integrity attack techniques generally require
successful use of one or more of the confidentiality
attack techniques in order to meet the necessary
preconditions of these attacks.

2.1.Traffic Analysis

Traffic analysis is a simple technique whereby the
attacker can determine the load on the
communication medium by the number and size of
packets being transmitted. The attacker only needs
a wireless card operating in promiscuous (i.e
listening) mode and software to count the number
and size of the packets being transmitted. A
simple yagi or helical directional antenna provides
an increased range at which the attacker may
analyze traffic. A yagi antenna is a simple
directional antenna consisting of a horizontal
conductor with several insulated dipoles parallel to
and in the plane of the conductor. We have shown
that making a simple yagi antenna out of a
“Pringles’ can, a steel rod, and some washers, an
attacker may double the range at which they are
receiving transmissions. A helical, or spira
antenna, built for less than $100 out of PVC
plumbing pipe and copper wire, increases the
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range by more than double the original distance.
[Leo02]

Traffic analysis allows the attacker to obtain three
forms of information. The attack primarily
identifies that there is activity on the network.
Similar to standard radio communications, a
significant increase in the amount of network
activity serves as an indicator for the occurrence of
alarge event.

Theidentification and physical location of wireless
access points (APs) in the surrounding area is a
second form of information acquired from traffic
analysis. Unless explicitly turned off, access
points broadcast their Service Set Identifiers
(SSIDs) in order to identify themselves to wireless
nodes desiring access to the network (see also
section 3.1.2). The SSID is a parameter that must
be configured in the wireless card’s driver
software for any wireless station desiring access to
awireless LAN. By broadcasting this information,
access points allow anyone to identify in their area
to identify them with simple locator software.

If adirectional antennais used along with a Global
Positioning System (GPS), an attacker may know
not only that there is an AP(s) in the area, but may
also obtain the physical location of the access
point or the center of the wireless network. From
a military standpoint, this is the same technique
used in triangulating radio communications or
field artillery batteries for the purpose of
counterfire.

The third piece of information that an attacker may
learn of through traffic analysis is the type of
protocols being used in the transmissions. This
knowledge is obtained based on the size and the
number of packets in transmission over a period of
time. A simple example of this attack is the
analysis of a Transmission Control Protocol (TCP)
three-way handshake. TCP synchronizes the
communication between two end nodes by
transmitting a series of three packets. The sender
transmits a synchronize (SYN) packet to let the
receiver know it wants to communicate, to provide
it with the sender’s initial sequence number, and to
pass other parameters used in the protocol. The
receiver then replies with its initial sequence
number an acknowledgement of the origina
sender’s sequence number (SYNACK). Finally,
the original sender transmits an acknowledgement
of the receiver’s initial sequence number (ACK)
and then the transmission of application data
between the two nodes may commence. Each
packet used in the three way handshake is a fixed
size in terms of the number of bytes transmitted.
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Based on the relatively small, easily identifiable
size of a SYN/SYNACK/ACK packet sequence
followed by a sequence of several large packets
would serve as an indicator that the network
stations are communicating using TCPF/IP as their
underlying protocol. This information can then be
used further to assist in carrying out attacks that
exploit the knowledge of TCP/IIP header
information. Such attacks are described later.

2.2. Passive Eavesdropping

In this attack the attacker passively monitors the
wireless session (Figure 1). The only precondition
is that the attacker has access to the transmission.
As described previously, we have hypothesized
that a directional antenna can detect 802.11
transmissions under the right conditions miles
away. Thereforethisisan attack that cannot easily
be stopped by using physical security measures.

One would believe that wireless network users
would configure their wireless access points to
include some form of encryption; however, studies
have shown that less than half of the wireless
access points in use even have the vulnerable
802.11 wireless security standard, the wired
equivalent privacy (WEP) protocol, properly
configured and running. [Ell02]

Assuming that the session is not encrypted, the
attacker can gain two types of information from
passive eavesdropping. The attacker can read the
data transmitted in the session and can also gather
information indirectly by examining the packets in
the session, specifically their source, destination,
size, number, and time of transmission. The
impact of this type of attack is not just based on
the importance of the privacy of the information.
The information gleaned from this attack is an
important precondition for other, more damaging
attacks.

If the session is encrypted at layer 2 or higher
using a protocol such as WEP or the Advanced
Encryption Standard (AES), then in order to read
the data the attacker has to decrypt the packets.
[Fra01][Moi00][Bor01][1SS][EI02][Chi][Col 02a] [
Col02b] In our analysis of security mechanisms
described later in the paper, we look at the effect
of the encryption and not the particular mechanism
to help compare across different technologies.

There is alot of documentation and negative press
describing the vulnerabilities associated with the
WEP protocol [Arb01] [Bar02] [BorO1] [Bor02]
[Wal00]. Because of the finite number of
initialization vector (IV) sequences, WEP's reuse
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of the IV makes it susceptible to attack. We
believe that AES implementation is a much
stronger form of encryption at layer 2 and that
there is currently no practical method of cracking
it; therefore, we will focus our eavesdropping
category of attacks on the WEP protocol.
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Figure 1 Illustration of passive eavesdropping.
The attacker simply listens in on the radio
broadcasts of the target and wireless LAN.

WEP was designed to insure the confidentiality of
the data at the network layer (layer 3 of the OSl
model) and higher layers, but it is inadequate
because it uses an encryption agorithm ill-suited
for the wireless domain. WEP uses the RC-4
encryption algorithm that has a key size of 40 or
128 bhits (104 in actual vendor implementation).
The problem with WEP, however, is not the size
of the key; it is the fact that the initialization
vector’s (1V) address space istoo small. ThelV is
the “seed” that generates a unique key stream for
every packet generated. Together the IV and the
40 or 128 hit key are inputs to the RC4 algorithm.
The algorithm’s output is the key stream used to
encrypt the original data using a basic XOR
function (Figure 2). Mathematically this can be
represented as

C=PA RC4(IV,K)

where P is the plaintext, C is the resulting
ciphertext, k is the static WEP key, and 1V is the
publicinitialization vector.

Figure 3 shows what portion of a packet is
encrypted when WEP is applied prior to the
transmission. Since it is a layer 2 encryption
method, the IP headers, TCP headers, and
application data (in this case an email message) are
encrypted. Notice that the IV, along with other
information in the 802.11 header, such as the
source and destination MAC addressees are
transmitted in the clear. The reason why the IV is
transmitted in the clear is because the receiving
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node must know that piece of information in order
to decrypt the received packet. Mathematically,
the receiving end must determine plaintext, P)
where

P =C A RC4(IV k)

In this case the shared secret or private key is K--

the WEP encryption key.
Sender Receiver
wWEP WEP
KEY v KEY v

} ! ! |

Keystream Keystream
Generator

Figure 2 Illustration of the RC4 process used to
create an encrypted message at the sender node
and a decrypted message at the receiving node.
The plaintext isencrypted using the key stream,
K. The key stream is created from the static
WEP key and the initialization vector. The
encrypted message is decrypted using the same
key stream used to encrypt the message. The
receiver creates this key stream the same way
the sender did, by using the static WEP key and
IV. Theresult isthe original plaintext message.
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Figure 3 The construction of a wireless network
packet and the layer 2 tunnel used in WEP.

The payload and the checksum are encrypted
while the 802.11 header is not. 802.11a and
802.11b headers are identical. The 802.11
header containsthelV in plaintext.

The encryption is very difficult to break as long as
a different 1V is used per packet. The problem
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arises in that the IV is only 24 bits yielding 2* =
16,777,216 unique key streams. Table 1 showsthe
results of turning on a network monitoring tool,
and passively “sniffing” packets on a wireless
network. The table shows that within a 10 minute
period, an average of 11,362 packets is being
generated between one laptop and an 802.11b
wireless access point. This translates into an
average of 19 packets being transmitted per
second. Calculated in days, it would theoretically
take approximately 10 days to exhaust the address
space before IV reuse would occur. Practically,
however, the amount of time is drastically reduced
when one takes into account the generation of
more packets through the use of application
software (i.e. web browser or email client), the use
of the 802.11a protocol (which has five times
higher bandwidth), more than one user accessing
the wireless network, the birthday paradox, and the
fact that most vendors implementation of the IV
starts the number at either 0 or some fixed constant
rather than at arandom number. [Bar02] [Wal00]

The birthday paradox states that when there are a
group of 23 people in aroom, there is greater than
a 50% chance that two or more people have the
same birthday. The percentage increases to 97%
when there are 50 people in a room and increases
to almost 100% when there are 100 people in the
room. [Ros98]

Applying the birthday paradox to the wireless
realm, where the number of people in the room
equates to the number of packets transmitted,
indicates that there is a 50% chance of collision
among Vs after only 4823 frames (approximately
four minutes) and a 99% chance of duplicate IVs
with 12,430 frames (approximately 11 minutes). It
is safe to say that within 10 minutes an attacker
could capture enough packetsto seere-used IVs.

Layer 4 Protocol Type Number of Packets
Generated

TCP 7637

UDP 1459

OTHER 2266

TOTAL 11362

AVG PACKETS/Sec ~19

Table 1 Number of packets captured from a
wireless network interface card (NIC) within a
10 minute period.

A viable technique for an attacker to passively
eavesdrop against WEP is to gather severa
packets through sniffing software in order to
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capture duplicate IVs and then exploit the fact that
al TCP/IP packets have known information in
their headers at fixed locations. For example, the
IP header always has a source and destination 1P
address at a fixed length from the start of the
packet. TCP header information, such as the
source and destination ports, is similar.
Application level header information (i.e. Email
header information) is also located within the
packet at a fixed interval from the start.
Therefore, given known plaintext and the IV the
attacker can infer the key stream sequence for
specific portions of the packet.  They can then
build a database of (IV, key stream) pairs that
alow them to decipher portions and/or modify any
future packetsgivenan IV.

As a simple example, lets assume that the IP
address is a four-bit number (0000 — 1111).
Based on previous reconnaissance of the internal
network, lets assume that the attacker knows that
IP address 0001 is a heavily visited machine
(perhaps a domain controller, web server, or Email
server). The attacker eavesdrops on the wireless
connection and sniffs a packet with an encrypted
field of 1011 at the same location in the packet
where the IP address is stored. Given this
information, the attacker can infer that for the
given 1V, the key stream sequence for the IP
portion of the packet is PAC=Kor

0001A1011=1010. Now for any other
packet transmitted using this IV we can decipher
the IP address because we have the keystream
(1010) for that segment of the packet.
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Figure 4 Illustration of passive eavesdropping.
The attacker simply listens in on the radio
broadcasts of the target and wireless LAN.

In another attack using passive eavesdropping, the
attacker can simply exploit the 802.11
authentication protocol. The 802.11 authentication
protocol uses a standard challenge/response
sequence. First, a wireless client desiring access
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sends a message to the access point informing it
that it desires access to the wireless network. The
access point replies with a frame containing a
random 128 byte frame representing the challenge.
This challenge is not encrypted. The wireless
device then encrypts the challenge using WEP and
sends the encrypted challenge as its response to
the access point. The access point decrypts the
response and verifies that it matches the initial

challenge. If the response matches the challenge
then the process is reversed and the access point
authenticates itself to the wireless client in order to
provide mutual authentication. [Arb01]

In order to successfully attack this protocol, the
attacker first captures the unencrypted challenge
and the WEP encrypted response. Because the
attacker knows the unencrypted random challenge,
the WEP encrypted challenge, and the public 1V
used to encrypt the challenge, the attacker can
derive the key stream produced by WEP using the
associated IV. That is,

RC4(IV,k)=CA P

Using the key stream, RC4(1V, k) associated with
that particular 1V, the attacker now has all of the
information necessary to authenticate to the
wireless access point without having to know the
shared WEP key, k. [Arb01]

The final passive attack against the WEP protocol
requires simply eavesdropping and building a
database of (IV,C, A C,) pairs. Given any two

messages encrypted with same key stream, you
can determine the XOR of those two messages.
The attacker can then use techniques such as
frequency analysis and dragging cribs to recover
both original messages. [Sin0O0] The more
packets using the same key stream, the easier it is
to decrypt all the packets using that key stream.

2.3. Active Eavesdropping with

Partially Known Plaintext

In this attack the attacker monitors the wireless
session as described in passive eavesdropping
(Figure 1). Unlike passive eavesdropping,
however, during active eavesdropping, the attacker
not only listens to the wireless connection, but also
actively injects messages into the communication
medium in order to assist them in determining the
contents of messages. The preconditions for this
attack are that the attacker has access to the
transmission and has access to partially known
plaintext such as a destination | P address.
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Since WEP uses a cyclic redundancy check (CRC)
to verify the integrity of the data in the packet, an
attacker can modify messages (even in encrypted
form) so that changing data in the packet (i.e. the
destination IP address or destination TCP port)
cannot be detected. The attacker’s only
requirement is to determine the bit difference
between the data they want to inject and the
original data.

An example of active eavesdropping with partially
known plaintext is IP Spoofing. The attacker
changes the destination IP address of the packet to
the IP address of a host he or she controls. In the
case of a modified packet, the authentic receiving
node will request aresend of the packet and so the
attack will not be apparent. Another approach isto
resend the packet with the modified header. Since
the receiver judges whether a packet is valid, the
resend should not cause any response from the
access point or access controller which kindly
decrypts the packet before sending it to the attack
receiver, thus violating the confidentiality of the
communication (Figure 5).
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Figure 5 IP Spoofing. In this attack, Attacker 1
intercepts and modifies the packets in the
message. Attacker 1 changes the destination IP
address and nothing else. The packets then
continue through the access point and to the
gateway where they are decrypted. The
plaintext packets then continue to the Atk 2
machine where they are collected and read by
the attacker.

Expanding our example from the previous section,
let’s assume the attacker controls a machine at 1P
address 1111 (again, assuming four-bit [|P
addresses for simplicity). This machine could be
anywhere in the world, not necessarily within the
geographic vicinity of the wireless access point.

The attacker’s desired end state is to decrypt the
WEP encrypted message by sending it through the

8
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wireless access point (which kindly decrypts the
WEP encrypted nessage) to a pre-determined |P
address controlled by the attacker. The original
sender of the message never knows that their
messages are being recreated and sent to another
machine for analysis.

Through eavesdropping, the attacker captures a
packet containing a previously recorded (1V, key
stream) pair and WEP encrypted cipher text of
1011 located in the IP destination field. Using the
previously recorded key stream for this IV (1010),
the attacker can infer the packet’'s destination IP
address as being 011 XOR 1010 = 0001. The
attacker can then send the same message to her
target machine (IP address 1111) by simply
modifying the original message through XOR
math. Mathematically, the attacker XOR the
desired destination | P address with the key stream
for this1V to get the encrypted IP address (0101).

IP A keystream = encrypted

spoofed

1111A 1010= 0101

Because the CRC is a linear function of the
message, the cipher text sent by the attacker is just
the XOR of the original cipher text and the delta
between the original IP and the new IP plus the
new checksum. [Bor01]

This attack can successfully thwart an encrypted
tunnel if the tunnel ends at a gateway, like a VPN
concentrator. The packet is decrypted by the VPN
concentrator and sent to the destination (attacker)
in decrypted form. If the IP header is encrypted
then just modifying the | P address while keeping a
valid integrity check is an easier problem because
the attacker only has to guess the contents of the
header correctly and not the payload. [Bor(2]
[Col02b] [M0i01] [Bor01]

2.4. Active Eavesdropping with Known
Plaintext

Using the weaknesses in WEP described above,

the attacker can inject known traffic into the
network in order to decrypt future packets sent by
others. For example, if the attacker sends an email
message destined to their computer on the wireless
LAN from another computer, the IV associated
with that message now enables the attacker to
decrypt packets in the future using the same 1V.

Mathematically, when the same IV is used,

C,AC,=RAR
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spoofedl P

If you know R and can acquire G and G by
eavesdropping then it is trivial to compute P,, The
same type of attack can occur by sending web
traffic or knowing where the user is browsing.
One could quickly build a database of (IV, R) in
order to decrypt any layer 2 encryption using
WEP. The only defense against this attack is to
frequently change the WEP key so as to guarantee
that you will have unique (1V, key) pairs. The
successful implementation of frequently changing
WEP keys depends on the initial authentication
method, the exchange of the private key, and the
frequency at which the WEP key is updated. Such
implementations are complicated, only guarantee
to slow an attacker, and do not necessarily
preclude previously described WEP attacks.

2.5. Unauthorized Access

Unauthorized Access is different from any of the
previous attack types that we have discussed in
that it is not directed at any individual user or set
of users. It is directed against the network as a
whole. Once an attacker has access to the
network, she can then launch additional attacks or
just enjoy free network use. Although free
network use may not be a significant threat to
many networks, access is a key step in ARP
attacks (Section 2.6.1).

Due to the physical properties of WLANS,
attackers will always have access to the wireless
component of the network. In some wireless
security architectures this will also grant the
attacker access to the wired component of the
network. In other architectures, the attacker must
use some technique like MAC address spoofing to
gain access to the wired component of the
network.

2.6. Man-In-The-Middle Attack

If the packets being transmitted are encrypted only
at the network layer, or layer 3, then the attacker
can obtain the header information from the data
link layer (layer 2) and layer 3. A VPN or IPsec
security solution entails such a countermeasure.

Although these solutions protect the users from a
direct confidentiality attack against the application
data, it does not deny indirect confidentiality
attacks such as man-in-the-middle, session
hijacking (Section 2.7), or replay attacks (Section
2.8).

A man-in-the-middle attack can be used to read
private data from a session or to modify the
packets thus violating the integrity of a session.

9
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This is a real-time attack, meaning that the attack
occurs during a target machine's session. The data
may be read or the session modified as it occurs.
The attack will know the contents of the message
prior to the intended recipient receiving it, or the
message is changed en route.

There are multiple ways to implement this attack.
One example is when the target has an
authenticated session underway. Figure 6 below
illustrates this type of attack technique. In step
one, the attacker breaks the session and does not
alow the target to reassociate with the access
point. In step two, the target machine attempts to
reassociate with the wireless network through the
access point and is only able to associate with the
attacker’s machine which is mimicking the access
point. Alsoin step two, the attacker associates and
authenticates with the access point on behalf of the
target. If an encrypted tunnel is in place the
attacker establishes two encrypted tunnels between
it and the target and it and the access point.
[Lyn02] [M0i00] [Col02a] [Col02b]

Variations on this attack technique can are based
on the security environment. Without encryption
or authentication in use the attacker establishes a
rogue access point. The target unwittingly
associates to the rogue which acts as a proxy to the
actual wireless network.

This attack can be simple or quite complicated
depending on the security mechanisms in place.
The more security mechanisms in use the more
security mechanisms that the attacker will have to
subvert when reestablishing the connection with
both the target and the access point. If
authentication is in place the attacker must defeat
the authentication mechanism to establish new
connections between herself and the target and
herself and the access point. If encryption is in
use, the attacker must also subvert the encryption
to either read or modify the message contents.
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Figure 6 Man-In-The-Middle Attack. The
attacker first breaksthe connection between the
target and the access point. Then the attacker
presents herself as an access point and allows
thetarget to associate and authenticate with her
machine.  The target believes that he is
interacting with the legitimate access point
because the attacker has established a valid
session with the access point using her own
credentials. She passes all traffic between the
target and access point either only reading it or
modifying it depending on her objective.

2.6.1. ARP Attacks

ARP attacks are a particularly dangers subset of
man-in-the-middle attacks because these attacks
can be directed against targets on the wired
component of the network, not just wireless
clients. The attack can involve either
circumventing the authorization mechanism if it
exists, or providing false credentials. This differs
from the other attack techniques in that the false
credentials may in fact belong to avalid user. The
attacker is only gaining access to the network and
is not masquerading as the target. This may be an
ambiguous distinction but we find it useful when
discussing authorization technologies below.
[Lyn02] [ColO2b] [Sch02] [Bor01] [Mis02]
[Pot02]

Denying this attack technique is an absolutely vital
step in designing security architecture. Not having
access to the WLAN limits the attacker's
possibilities for further attack. Defending against
unauthorized access will make successful attack on
the integrity of the WLAN much more difficult.

We have separated ARP redirection attacks from
Man-In-The-Middle  attacks because ARP
redirection does not require that the attacker
establish sessions with the target and the network.
ARP attacks can be a way of performing traffic
analysis or passive eavesdropping.

The Address Resolution Protocol (ARP) maps the
Media Address Controller (MAC) address (Layer
2) of a network node to the Internet Protocol
address (Layer 3). Altering the mapping of the
MAC address to |P address allows an attacker to
reroute network traffic through her machine. With
the session passing through the attacker's
computer the attacker can read plaintext, collect
encrypted packets for later decryption, or modify
the packets in the session. ARP cache poison
attacks are contained by routers but a great deal of
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damage can be done with a successful ARP Cache
Poisoning attack. [Wha01] [Fle] [Car01]

To carry out a successful attack the attacker must
have access to the network but nothing else. The
attacker sends a forged ARP reply message that
changes the mapping of the IP address to the given
MAC address. The MAC address is not changed
just the mapping. Once the cache has been
modified the attacker can act as a Man-In-The-
Middle between any two hosts in the broadcast
domain. This is illustrated in Figure 7 below
where an attacker on a wireless client has access to
sessions between two wired hosts.
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Figure 7 APR Cache Poison Attack. The
attacker has placed herself “in between” two
computers (A & B) that are on the wired
network. The targets do not realize that they
are victims of a wireless attack because the do
not think that are part of a wireless network.

2.7. Session HighrJacking

Session High Jacking is an attack against the
integrity of a session. The attacker takes an

authorized and authenticated session away from its
proper owner. The target knows that it no longer
has access to the session but may not be aware that
the session has been taken over by an attacker.

The target may attribute the session loss to a
normal malfunction of the WLAN. Once the
attacker owns a valid session she may use the
session for whatever purposes she wants and
maintain the session for an extended time. This
attack occurs in real-time but can continue long
after the victim thinks the session is over.

To successfully execute Session High Jacking the
attacker must accomplish two tasks. First she
must masguerade as the target to the wireless
network. This includes crafting the higher-level
packets to maintain the session, using any
persistent authentication tokens and employing
any protective encryption. This requires successful
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eavesdropping on the target’s communication to
gather the necessary information as shown in step
one of Figure 8 below. The second task the
attacker must perform is to stop the target from
continuing the session. The attacker normally will
use a sequence of spoofed disassociate packets to
keep the target out of the session as depicted in
step two below. [Mis02] [Sch02] [Sko02]
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Figure 8 Session High-Jacking. The target first
establishes a valid session. The attacker collects
enough information from the session to conduct
the attack. In step 2, the attacker blocks access
from the target to the access point and
continues the authenticated session
masquer ading as the tar get to the access point.

2.8. Replay

Replay attacks are also aimed at the integrity of
the information on the network if not necessarily
the integrity of a specific session. Replay attacks
are used to gain access to the network with the
authorizations of the target, but the actual session
or sessions that are attacked are not altered or
interfered with in anyway. This dtack is not a
real-time attack; the successful attacker will have
access to the network sometime after the original
session(s).

In a replay attack (illustrated in Figure 9) the
attacker captures the authentication of asession or
sessions as shown in step one below. The attacker
then either replays the session at a later time or
uses multiple sessions to synthesize the
authentication part of a session for replay in step
two. Since the session was a valid, the attacker
establishes an authenticated session without being
privy to any shared secrets used in authentication.
Without further security mechanisms the attacker
may interact with the network using the target’s
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authorizations and credentials. If the WLAN
employs encryption that the attacker cannot defeat
the attacker may still be able to manipulate the
WLAN by selectively modifying parts of the
packet to achieve a desired outcome. [Kri02]
[Bor01] [Moi01] [Chi] [Kar02]
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Figure9 Replay Attack. This attack is similar
to session high-jacking except for timing. At
some time after a valid session between the
target and the access point the attacker replays
the authorization to create an authorized
session.

3. Security Mechanisms and

Technologies

In this section we discuss the different security
technologies generally available on the
marketplace. We describe how these technologies
work and the attack techniques they are intended
to stop or restrict. We aso comment on the
effectiveness of these technologies and the attack
techniques for defeating them.  This section
represents no new discoveries, but relies on
published attacks.

We break wireless security technology into three
broad categories. Based on our research most
vendors use a combination of technologies from
these categories to build a secure system. The first
category is authorization. This includes the
mechanisms for determining whether or not a
client is an authorized user of the WLAN and
which authorizations the user should have. It also
includes the mechanisms for stopping an
unauthorized user from using the WLAN. The
second category includes those mechanisms for
maintaining the privacy of the session once a user
is authenticated into the WLAN. Normally, the
privacy is maintained by some use of encryption.
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The final category contains those mechanisms that
verify the integrity of the information.

When we discuss these security mechanisms we
do so from two points of view. The first is from
that of an outsider. Thisis an attacker who has no
special knowledge of the WLAN other than what
she can gather from open-source reconnaissance
tools and a wireless device capable of physically
accessing the WLAN, like a laptop with 802.11a
card. The second is from that of an insider. This
attacker may be a member of the organization and
have a laptop with the software, hardware,
certificates, etc. that authorized users have. It may
be an attacker who steals a laptop from an
authorized user or an attacker who purchases the
hardware and software used by the target WLAN
to aide the attack. Both are threats and both must
be considered when designing a WLAN security
architecture.

When examining these security mechanisms we
will keep in mind what we call the “Blazing
Saddles Principle.” In the film Blazing Saddles, a
posse was pursuing the main characters across a
wide flat expanse of desert. The bad guys came
upon atoll booth and waited while a member went
back for dimes. Meanwhile, the posse caught up
with the guys who were waiting for a couple of
dimes. The good guys did not have a well
integrated defense in depth, but the humor was
their “toll booth” defense worked!

Unfortunately, we cannot expect attackers to act
like the characters in a film. When we build a
security system we must cover all possible attacks;
we cannot depend on our adversaries to attack our
strong points. Making an attack more difficult in
any way is a worthy feature of a security
mechanism even if it does not provide perfect
protection. Security mechanisms as a rule do not
provide perfect security. When properly integrated
into a defense in depth they can raise the cost
required to defeat them high enough to make the
attack impractical. As stated by Ferguson and
Schneier, “Partial countermeasures only make
sense if they make attacks harder to perform.
Protecting against difficult attacks makes no sense
if there is no protection against the easy forms of
attack.” [Fer99]

3.1. Authentication

These are the technologies used to authenticate an
individual client into the WLAN. Once
authenticated, the client wusualy owns an
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authenticated session that continues until the client
or WLAN terminate the session.

3.1.1. IEEE 80211 Standard or Wired
Equivalent Privacy (WEP)

The 802.11 standard provides a number of options
for authentication. Here we discuss the two that
provide the most protection from unauthorized
users.

31.2. Closed System Authentication
(Service Set | dentifier (SSID))

This is the most basic security authentication
mechanism for 802.11 networks. The SSID can be
used as a shared secret; however, as a security
mechanism it is virtually worthless. In its most
secure configuration the access point will not
respond to probe requests. This gives the illusion
of maintaining the SSID as a shared secret. In
reality, the SSID is transmitted unencrypted. An
attacker can use passive eavesdropping to discover
the SSID, or if she is impatient, she can use an
active attack. To actively attack a WLAN using
SSID as a shared secret the attacker sends a forged
disassociate message to the target and then
eavesdrops as the target automatically begins to
reassociate with an authentication transaction.
[Lyn02].

We mention this security mechanism only for
completeness. There is some indication that some
administrators have used this in an attempt to
restrict unauthorized users but it is only effective
against the most unskilled attacker.

3.1.3. Media Access Card (MAC) Access
List
Access Points can be programmed to allow access
to the WLAN by MAC address. This security
mechanism is designed to deny access to al clients
except those explicitly authorized to use the
WLAN. The effort required to implement and
maintain access lists is large. This mechanism
does not scale well and is only useful for small
WLANS.

Access Lists can easily be defeated by an attacker
with minimal tools. It provides no protection from
the insider, who is an authorized user of the
network. An outsider who obtains a wireless
network access card (WNIC) that is authorized
entry into the WLAN is effectively an insider. An
outsider can also sniff the traffic between the AP
and the client collecting a valid MAC address.
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She can then craft packets with a forged MAC
address for easy accessto the WLAN.

Although not a scalable security measure, this
mechanism will stop an attacker without any
specialized attack tools. It effectively raisesthe
bar, abeit only a small amount, and therefore
meets the Blazing Saddles Principle described
earlier.

3.1.4. Shared RC4 key Authentication

As described in section 2.2, WEP's
implementation of shared RC4 Authentication
does not offer a high degree of security. Defeating
WEP authentication has been published by both
Borisov et. a. [BorO1] and Arbaugh et al. [Arb]

An attacker that intercepts a single authentication
sequence can then authenticate into the WLAN at
will using this key. Many WLANs employ a
single key for all users. Regardless, WEP only
alows for four total keys, making this
vulnerability serious.

This security technology offers no protection from
a malicious insider. An insider or an attacker
masquerading as an insider can authenticate and
associate to the WLAN by virtue of their owning
the shared secret (key). With access to the
WLAN, the attacker has met a necessary
precondition for most attacks.

As described previously, an outsider attacker can
easily defeat WEP authentication. The attacker
will need special tools, but those tools are easily
available in the public domain. The skill required
to use these tools are minimal. The problems with
WEP security are well documented but we include
them for compl eteness.

3.1.5. 802.1x

IEEE 802.1x is a specification for port-based
authentication for wired networks. It has been
extended for use in wireless networks. It provides
user-based authentication, access control and key
transport. 802.1x is designed to be flexible and
extensible. It relies on Extensible Authentication
Protocol (EAP) for authentication, which was
originally designed for Point-to-Point Protocol
(PPP) but was reused in 802.1x. 802.1x uses three
types of entities: the client, the access controller
and the authentication server’. Typically, the

! Not 802.1x terminology. 802.1x calls the nodes
the supplicant, Authenticator and Authentication
Server. We chose keep our terminology consistent
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authentication server is a Remote Authentication
Dial-In User Service (RADIUS) server which is
coupled to the wired network authentication. The
access point may also serve as the Access
Appliance. EAP is extensible; hence it can use
any authentication mechanism. It operates at the
network layer (layer 3) rather than the data link
(layer 2) which contributes to the flexibility of the
protocol.

Figure 10 In 802.1X the Access Point has an
Access Controller function that may or may not
be incorporated into the access point.
Regardless, the access controller uses the
authentication server (normally RADIUS) to
determine whether or not to authenticate the
client.

802.1x has some serious shortcomings for a
wireless network. These come from the reuse of
good security mechanisms in an environment for
which they were not designed. Reused protocols
have been examined more closely than newly
developed protocols and therefore are normally
more secure. The problem in 802.1x is not the
quality of the reused protocols, but the imperfect
fit of the wired protocols to awireless network.

For 802.1x to work in a wireless setting, the access
point/access controller must alow traffic to the
authentication server prior to authentication. Both
802.11a WLAN protocol and 802.1x use state
machines to function correctly. The adaptation of
802.1x to 802.11a left the two state machines
loosely coupled. Due to the loose coupling
between the state machine in the two protocols
802.1x is subject to session high-jacking attack
from an outsider. [Mis02]

The problem of a rogue network connection is
much smaller in wired networks than in WLANS.
802.1x also is designed to provide authentication
of only the client and not the access point. Mutual
authentication is vital to protecting against man-in-
the-middle attacks. Client-only authentication
leaves an opening for an attacker to spoof the

throughout this paper.

UNCLASSI H ED

target into thinking that her machine is the access
point, thus establishing a rogue access point a
component of a man-in-the-middle attack. [Mis02]
[Pot02]

When RADIUS is used to actually perform the
authentication it relies on a shared secret with the
authenticator. Depending on the scale of the
WLAN, key distribution can be problematic. Poor
key distribution makes it easier for an outside
attacker to mimic an insider with all the associated
vulnerabilities.

The insider may not have much of an advantage
with 802.1x over the outside attacker. Since
802.1x is coupled to wired network authentication
(normally through RADIUS) the insider will only
have access to their normal resources. If the
802.1x is not coupled to a mechanism for blocking
network access like inline authentication then
802.1x only protects network resources from the
honest user. The attacker, whether an insider or
outsider, has a platform for launching attacks.
Implementing 802.1x security must be coupled
with a blocking mechanism so that unauthenticated
clients cannot access the network..

Using 802.1x to authenticate sessions stops the
casual unauthorized user from accessing the
WLAN. However, it does not prevent a
moderately skilled attacker with few resources
from successfully attacking the network.

3.1.6. Extensible Authentication Protocol
- Transport Layer Security (EAP-TLYS)

The EAP has a number of different modes of
operation, hence the moniker extensible. The most
promising is the use of TLS as the authentication
mechanism in the EAP. The TLS is the newest
version of Secure Socket Layer 3.0 or SSL.

EAP-TLS supports mutual authentication and
dynamic  keying. Key differences in
implementation are key management. EAPTLS
can use a shared secret which is only as secure as
the secret. It can aso use a Public Key
Infrastructure (PKI) to distribute keys. However,
this adds significant complexity and overhead to a
system along with a host of new potentia
vulnerabilities that must be addressed. Attacking
PKI systems is beyond the scope of this paper.
[Cis02]

Mutual authentication is comprised of two separate
authentications.  The client authenticates the
wireless access point and the wireless access point
authenticates the server. The TLS handshake is
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the basis for authentication. The server gives a
certificate to the client and the client validates the
certificate.  Once the client is confident of the
server's identity it sends its certificate to the
server.  One weakness is that the identification
occurs in the clear so an attacker can eavesdrop on
the exchange. [Gas02] Both parties in wireless
transactions are certain that the party with whom
they are exchanging information is who they think
they are. We discuss mutual authentication in the
generic sense here because it is a vital concept to
network security and is incorporated into most
proprietary security solutions and is also part of
some standard security systems.

Mutual authentication can be implemented using
numerous techniques. If the implementation is
vulnerable, then the system is vulnerable. Besides
assuring he identity of the two end points, the
authentication scheme must also assure the
confidentiality of the authentication transmissions
to protect against replay (Section 2.8) and session
high-jacking (Section 2.7) attacks.

Mutual authentication can use secret keys or a
public key infrastructure with a central certificate
authority. Each has their strengths and
weaknesses. The key aspect is that neither party
implicitly truststhe other.

Mutual authentication stops man-in-the-middle
attacks (Section 2.6). An attacker cannot fool the
client into thinking that he is authenticated into the
access point because the client authenticates the
access point. Mutual authentication may not stop
session high-jacking. If each individual packet is
authenticated, then it will increase security of the
transmission, but at an obvious performance cost.

We discuss per packet authentication separately.

Many replay attacks can be thwarted by mutual

authentication. If the authentication includes time
or sequence numbers replay attacks will be much
more difficult, if not impossible.

3.1.7. Tunneled Transport Layer Security
(TTLY

It is not clear whether or not EARTLS can be
implemented without a public key infrastructure
for certificate exchange. We believe that it is
possible to install the certificates on the client and
server without using a PKI but we are not
absolutely certain that thisis the case. But there is
no doubt that TTLS does not require a PKI.
TTLS differsfrom EAP-TLSinthat itisa

two stage protocol. In the first stage an
encrypted tunnel is established between the client
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and server. In doing so, the server presents its
certificate to the client and thus the client is
confident of the server’s identity. In the second
phase the client’s credentials are given to the
server for validation. These credentias are in the
form of attribute-value pairs and not digital
certificates. [Gas02] All EAP authentication
protocols meet this criterion. Because the
credentials are passed in an encrypted tunnel a
digital certificate is not necessary.

3.1.8. Protected Extensible
Authentication Protocol (PEAP)

PEAP is very similar to TTLS. Itisredly just a
different flavor of TTLS. It is also a two phase
protocol. The first phase is used to authenticate
the server and establish an encrypted tunnel
between the client and the server. Then instead of
using the older attribute-value pair to authenticate
the client, authentication is limited to any EAP
method. Since EAP includes a wide array of
authentication protocols this is not a severe
restriction, but it does alow less flexibility than
TTLS. [Gas02]

3.1.9. Wirdess Transport Layer Security
(WTLYS)

WTLS has three operating modes, only one is
secure. Class 1 authentication is anonymous
authentication and offers no security. It is
important that an implementation never allow class
1 authentication or an attacker may be able to
“negotiate down” to aclass 1 authentication. That
is, the attacker may create a session whereby the
authenticator grants anonymous access rights.
This situation is not warranted in most
organizations.

Class 2 is server authentication only, while class
three calls for authentication of both the client and
the server. The keys for both the client and server
may be either private or public. Public keys
require a secure key management infrastructure
while private keys require secure key distribution
and storage.

WTLS when implemented properly provides a
good level of security. A class 2 authentication is
vulnerable to man-in-the-middle attacks as well as
session high-jacking, while a class 3 authentication
is not. It is important that the implementers not
allow the system to be “negotiated down” to class
2—thus circumventing mutual authentication.
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3.1.10. Packet Authentication

Packet Authentication is different from the session
authentication that the previous paragraphs
address. Once an authenticated session is
established and the keys are exchanged most
schemes rely on the privacy of an encrypted tunnel
and integrity checking on the payload to imply the
identity of the sender. Thisis an effective scheme,
however, the addition of packet authentication
adds an additional mechanism that an attacker
must defeat. We do not believe replay, session
high-jacking and man-in-the-middle attacks are
possible when packet authentication is added to
strong session authentication.

The individual packets that are transmitted as part
of an authenticated session nrust all come from the
sender and arrive at the intended recipient. The
receiver must be sure that the individual packets of
a session did in fact come from the sender or else
the session is subject to man-in-the-middle, replay
or session high-jacking attacks. These attacks all
can succeed because the attacker fools the receiver
into believing the packets sent by the attacker are
from the target, hence destroying the session
integrity of the system. These all rely on breaking
an  authenticated  session. Per-packet
authentication adds another layer of defense that
an attacker must defeat. She cannot just take over
an authenticated session without the ability to
authenticate the packets that she generates or
modifies. By itself packet authentication does not

Table2 Summary of Authentication Effectiveness

offer much defense; however, when combined
with mutual session authentication it is very
effective. This is an example of how properly
integrated partial security mechanisms can form a
defense-in-depth.

3.1.11. Summary

The table below is a summary of session
authentication security mechanisms and the
effectiveness of those mechanisms against the four
attack techniques that require circumventing the
authentication scheme. We rate each mechanism
as poor, margina or good from the point of view
of an insider and an outsider. A poor rating means
that the mechanism is easy to defeat with widely
available tools. A poor security mechanism will
basically protect against inadvertent attacks or
errors but will not stop an attacker. Marginal
ratings indicate that defeating the mechanism
requires either resources (like time) or significant
skill. A margina security mechanism is
susceptible to an attacker with skill and experience
and the resources required to devote to such an
attack. Mechanisms that we rate good may stop a
skilled attacker or may slow an attacker enough
that she cannot achieve her objective. We expect
that good mechanisms are vulnerable only to the
most skilled professionals that are determined to
succeed because the reward for success is high
enough.

Man-in-the- Session High- | Replay Unauthorized
Middle Jacking Access
SSID Insider: Poor Insider: Poor Insider: Poor Insider: None
QOutsider: Poor QOutsider: Poor Outsider: Poor Outsider: Poor
WEP RC4 Insider: Poor Insider: Poor Insider: Poor Insider: None
Outsider: Poor Outsider: Poor Outsider: Poor Outsider: Poor
MAC Access | Insider: Poor Insider: Poor Insider: Poor Insider: None
List Outsider: Poor Outsider: Poor Outsider: Poor Qutsider: Poor
802.1X Insider: Poor Insider: Poor Insider: Poor Insider: None
Outsider: Poor Outsider: Poor Outsider: Poor Outsider: Marginal "
WTLS Class 3 Insider: Good Insider: Good Insider: Poor Insider: None
Outsider: Good Outsider: Good Outsider: Poor Outsider: Goodt
EAP-TLS Insider: Good Insider: Good Insider: Poor Insider: None
Outsider: Good Outsider: Good Outsider: Poor Outsider: Goodt
Packet Insider: Poor Insider: Poor Insider: Poor Insider: None
Authentication QOutsider: Poor Outsider: Poor Outsider: Poor Outsider: Goodt

T Only if combined with a mechanism to block access to unauthorized users
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3.2.Encrypted Tunne or
Private Network (VPN)

Packets are kept private by the use of encryption.
Encryption systems are designed to provide a
virtual tunnel that the data passes through as it
traverses the protected part of the network. If the
system is properly designed and correctly
implemented, the contents of the payload will be
unreadable to those without the proper decryption
key. The contents that the receiver decrypts must
not only be private, but exactly as the sender
intended. In other words correct tunnel will not
only keep the contents private, but also free from
modification. This requires the use of a
cryptographic integrity checker or checksum.

Virtual

3.2.1. OSl Network Layer and Endpoints
Two of the key design parameters of VPN are the
OSl network layer that is encrypted and the
endpoints of the tunnel. Generally, the lower the
layer that is encrypted the more secure. Also the
longer the tunnel, generally the more secure the
tunnel. The drawback isthat the more secure these
mechanisms the higher the reliance on vendor
specific components and the decrease in system
performance.  Integration with your existing
architecture is beyond the scope of this paper but
isuseful in understanding the array of options.

3.2.1.1. Endpoints

Encrypted tunnels can have three possible sets
of endpoints. The first illustration in Figure
11 shows a tunnel that runs from client to
access point. The second runs through the
access point but only to an access controller
appliance that separates the wired and
wireless components of the network. Finaly
end-to-end encrypted tunnels run from the
client to the server passing through the wired
and wiredless network segment in the
encrypted state. They are decrypted at the
destination. These may be used together to
form a defense-in-depth.
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Figure 11 Endpoint Optionsfor Encrypted
Tunnels.

3.2.1.2. Encryption Layer

Besides the length of the encrypted tunnel, the
other attribute that determines the security of the
encryption is the implementation layer. Encrypted
tunnels may be implemented at layer 4 (i.e. secure
sockets a SSL), the layer 3 (i.e. IPSec or VPN
solutions), and/or at the layer 2 (i.e. WEP or AES.
Figure 12 demonstrates what portion of a packet is
actually encrypted given a specific implementation
layer. Layer 3 tunnels encrypt layers 4 and higher
leaving the layer 3 header exposed. Likewise, a
layer 2 tunnel encrypts layer 3 data and higher
protecting information like the source and
destination I P address of the packet.

The security of an encrypted tunnel increases when
encryption is applied at a lower layer. Thus, a
layer 3 tunnel is not as secure as a layer 2 tunnel.
For example, spoofing an IP is easier to achieve
when a layer 3 tunnel rather than a layer 2 tunnel
is implemented because the IP address of the
recipient is transmitted in the clear. A layer 2
tunnel decreases the risk of an IP spoofing attack
but does nothing to prevent an ARP spoofing
attack as the MAC address is still transmitted in
plaintext.

The rule of thumb for encrypted tunnels is, “when
you own a level, you can break security
implemented on al the higher levels” This
provides a good guide but only when examined in
isolation. Combinations of other security
mechanisms with encrypted tunnels will increase
security.
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Figure 12 Encryption implementation at layer 2
and layer 3.

3.2.2. Encryption Algorithm and Key Size

Another major design feature is the type of
encryption to use. In theory, the algorithm and
key length combine to make the packets difficult
to read. The implementation however, is a key
aspect that cannot be ignored. Flaws in
implementation can drastically alter the effort
required to break the encrypted message negating
any theoretical advantage a scheme may have.
WEP encryption is a perfect example of how
implementation flaws negate the theoretical
advantages of the algorithm. While WEP
encryption provides minimal protection, triple-
DES (Data Encryption Standard) is the current
standard and if properly implemented provides
adequate security for most applications. The
Advanced Encryption Standard (AES) is the newly
approved standard which provides a higher level
of assurance while requiring less processor power.

3.2.2.1. |IEEE 802.11 Standard
or WEP (40 and 104 bit
keys)
WEP is alayer 2 encryption scheme based on the
RC4 stream cipher. It relies on asecret key that is
shared by the client and server. WEP uses a hon-
cryptographic checksum of the plaintext to insure
integrity. The plaintext and the checksum are
encrypted using an initialization vector, the secret
key and the RC4 algorithm. The initialization
vector and the encrypted payload are then sent to
the recipient.[Bor01]

As discussed in section 2, the WEP 40 bit key size
can be attacked by brute force. The 104 bit keys
are not currently vulnerable to brute force attacks
but regardless of key size WEP is vulnerable to
both passive and active eavesdropping. WEP
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encryption can be defeated passively when the key
stream is reused. Because the WEP initialization
Vector (IV) is only 24 bits, reuse can occur quite
frequently even in a well implemented version of
WEP. The use of 802.11a with a potential for a
fivefold increase in bandwidth decreases the time
needed to passively defeat WEP to minutes.
Active eavesdropping with partialy or fully
known plaintext are relatively simple attacks to
carry out on WEP WLANS. A determined attacker
could build a decryption dictionary in a relatively
short period of time and thus have real-time access
to al message traffic on the WLAN. WEP
WLANS that start the IV at 0 when reinitialized or
don’'t change the key stream after every packet
make this task simpler still.[Bor01]

Attackers can modify a WEP encrypted packet, or
create a new packet that meets the WEP
authentication standards violating the integrity of
WEP sessions. This allows man-in-the-middle and
session high-jacking attacks to be successful.

WEP security is flawed, but does provide some
security. WEP provides almost no protection from
insiders. With only four keys available, multiple
users using the same key are inevitable. Even
though WEP can be broken relatively easily by
outsiders, the attacker must use specia tools and
may have to invest days of effort to do so. Neither
of these requirements presents much of a hurdle,
but discourage the casual attacker looking for an
easy target.

3.2.2.2. Layer 2 Block Cipher
Encrypted Tunnel

Strongly Encrypted Tunnels include those tunnels
encrypted with triple-DES and AES block cipher
encryption.

Layer two tunnels hide the IP header data from the
passive eavesdropper. In a properly implemented
system this can eliminate an IP redirection attack
and make man-in-the-middle (Section 2.6) and
session high-jacking (Section 2.7) attacks much
more difficult. WEP is alayer 2 encrypted tunnels
with all the advantages of a layer 2 tunnel, but
because of the flaws in the algorithm and
implementation it provides little security. Layer 2
tunnels that are encrypted with better algorithms
provide security from passive eavesdropping.

Layer Two Tunnels protect against IP Spoofing
(Section 2.3) attacks from outsiders. Insiders, who
own the secret key, can eavesdrop on the session,
and armed with that information, they may
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conduct other attacks. Key nanagement is the
major vulnerability for layer two tunnels.

3.2.2.3. Layer 3 Virtual Private

network  (VPN)  or
Strongly Encrypted
Tunnel

Strongly Encrypted Layer 3 VPNs leave the IP
header data between the VPN client and the VPN
concentrator unencrypted while protecting the
payload and header information for layers 4 and
up. Layer 3 VPNs tend to be more vender
independent and can be configured to protect
sessions over the portions of the wired network as
well asthe WLAN.

Layer 3 Strongly encrypted Virtual Private
Networks (VPN) can provide strong protection
against outsider’s access to private sessions. Like
Layer 2 tunnels, key management is important.
The owner of the secret key can eavesdrop on
protected sessions. |f combined with a public key
infrastructure (PKI) this risk can be mitigated.
However, PKI increases the complexity of the
infrastructure and  can  introduce  other
vulnerabilities to the system. Even without the
key, Layer 3 VPNs are more vulnerable than layer
2 tunnels. In 802.11a WLANSs, management
packets are not authenticated and an attacker can
easily break the connection between the target and
the wireless access point. Without per packet
authentication the attacker can then launch a man-
in-the-middle or session high-jacking attack.

3.2.3. Summary

To summarize, to protect the privacy of the session
we can choose criteria for three major design
parameters: layer, topology, and encryption. Most
encryption for WLAN takes place at layer 2 or
layer 3. Most topologies just include the wireless
portion of the network. Normally, an appliance
located between the wireless portion of the
network and the remainder of the wired network is
the endpoint of the encrypted tunnel. There are
tunnels that extend from the wireless client to the
server, like the security architecture provided by
IBM, but they are vendor specific.

The final parameter is the choice of encryption
algorithm and key size. WEP and enhanced WEP
are common. Lengthened key size and dynamic
rekeying are common enhancements. Most
solutions that do not use WEP use 3DES which is
FIPS-140 compliant. Vendors have chosen 3DES
due to its long record of secure use and
compliance with government standards. This
allows them to sell to government clients. AES s
the new government standard, which although not
as well tested as 3DES, promises to remain secure
for a longer period of time into the foreseeable
future and gives the added bonus of being less
computationally intensive.

Table3 Summary of Encrypted Tunnel Analysis

Traffic Analysis Passive Active Active
Eavesdropping Eavesdropping Eavesdropping
with Partial | with Known
Known Plaintext Plaintext
Layer 3 Insider: Key | Encryption Insider and | Encryption
Distribution Algorithm Outsider: Algorithm
Dependent Dependent Marginal Dependentt
Outsider: Marginal
Layer 2 Insider: Good Encryption Insider and | Encryption
Outsider: Good Algorithm Outsider: Good Algorithm
Dependentt Dependentt
End-to-End Layer and Algorithm | Encryption Encryption Encryption

* With poor key distribution the insider can read the authentication messages because she
has the key. In the case where each client has a separate key the insider has no advantage
over the outsider.
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Dependent Algorithm Algorithm Algorithm
Dependentt Dependentt Dependentt
Wireless Only Layer and Algorithm | Encryption Encryption Encryption
Dependent Algorithm Algorithm Algorithm
Dependentt Dependentt Dependentt
WEP Insider: Marginal Insider: Poor Insider: Poor Insider: Poor
Outsider: Marginal Qutsider: Poor QOutsider: Poor QOutsider: Poor
Strong Layer and Algorithm | Insider: Good+ Insider: Goodt Insider: Goodt
Encryption Dependent Ouitsider: Good Outsider: Good Outsider: Good
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3.3. Integrity Checking

Another aspect that must be considered is integrity
checking.  Integrity is normally implemented
separately from the encryption and indicates
whether or not the packet has been altered from
when the sender created it. A cryptographic
checksum is a necessity. The question is whether
to protect the message itself or the meaning of the
message. The integrity check mechanism can
encrypt the message and authenticate the
encrypted message or it can authenticate the
plaintext message and encrypt the authentication
and the message. Ferguson and Schneier advocate
authenticating the actual meaning or message
before encryption while the people who developed
IPsec advocate authenticating the encrypted
message. Authenticating the encrypted message
leaves the session vulnerable to potential attack as
documented by Ferguson and Schneier. [Fer98]

3.3.1. WEP CRC-32 Checksum

The WEP Checksum is a linear function of the
message. Taking the plaintext as input the CRC-
32 checksum calculates a 32 bit number based on
the content of the message. Any modification of
the message should result in a different checksum
when the CRC-32 function is used. This would
indicate to the receiver that the message has been
modified. The function does not map just one
message to each of the 429 million possible
values. There are far more than 429 million
possible messages, so each value actualy has
many possible messages that can have the CRC-32
function applied to result in that value. A clever
attacker can modify the message and leave the
checksum unchanged. Because both the RC4
stream dpher and the CRC-32 checksum are linear
the attacker can actualy modify the message
without even knowing the entire contents of the
message, just the change she wantsto make.

3.3.2. Cryptographic = Checksum  or
M essage Integrity Codes (M1 C)
When encrypting the message a technique called
Cipher Block Chaining (CBC) can be part of the
encryption algorithm. In fact it is used in most
modern algorithms. CBC calculations result in a
residual value that does not have to be transmitted
to decrypt the message; however, the residue can
only be computed by using the secret key. Hence
it insures the message is intact. This technique
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does not work when the message is encrypted.
[Kau9s]

3.3.3. SecureHash Algorithm SHA-1

SHA-1 is an algorithm for computing a condensed
representation of a message. The SHA -1 algorithm
computes a 160-bit output called a message digest
from the origina message. It is virtualy
impossible to find a message to match a given
digest or two separate messages that produce the
same digest; therefore, a modified message will be
detectable as such by the receiver, thus
maintaining the integrity of the message. [NI1S95]

3.34. Othes

There are other cryptographic hash algorithms that
provide message integrity. MD4 and MD5 are
older algorithms that have demonstrated
vulnerabilities with published attacks. RIPEMD-
160 and HMAC are two less popular agorithms
that also do not appear vulnerable at this time.

[Sta99]

3.3.5. Summary

To summarize, multiple encryption as found in
3DES and AES provides cryptographic assurance
of amessage’sintegrity. MIC can do the same but
only at the expense of not using encryption to
protect the message privacy. The WEP CRC is
linear and does not provide much protection. The
advantage that insiders have over outsiders is key
distribution dependent. If the inside attacker does
not have the key used by the target then she does
not have an advantage over the outsider. If,
however, she has the key used by the target, then
she can create packets that have a matching
integrity check.

3.4. Summary

These design parameters combined with the
quality of the implementation determine the
security of the sessions on your WLAN. Most
attacks are automated, so while they are arcane and
require skill in cryptography, they are quickly
packaged for use by even the mathematically
inept.
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4. Conclusion

Security is not absolute. There is no “secure” or
“non-secure”’ technical solution. Security includes
the entire environment. The three mgjor
components of security are the technology, the
policies, and the people. They are al legs of a
three-legged stool. In the way that a three-legged
stool is not stable without al three legs; a system
will not be secure without the right technology,
policy, and people. Security technology is only
one component, albeit avery critical component.

Ancther attribute of security to keep in mind is
that security is not a state, but a process of risk
management. To develop, run, and maintain a
secure network, the administrators and responsible
leaders must know the value of the information
assets and the threats against them. They must
then consider the functionality their organizations
need for mission accomplishment and the
resources they have at their disposal. They then
use risk mitigation strategies (technologies,
policies, user training, etc.) to reduce the risks
appropriately.

This paper identifies current classes of threats to
WLANSs. Understanding these threats is a critical
task in the security process. We have not found as
comprehensive and detailed WLAN threat analysis
anywhere in the literature, and felt it was necessary
for our own analysis to fully understand the threat
before we could examine security technologies.
We have also described and investigated the
current security mechanisms commonly available
for WLAN aithentication, privacy, and integrity.
Once again, we have drawn from extensive
writings on these mechanisms and put them into
one document for the ease of the reader.

As a result we have derived the attributes of a
secure architecture for our environment. This
analysis may not apply to other environments but
by following our reasoning you should be able to
better understand your own situation.

We believe that a WLAN security architecture
must have the following attributes: mutual
authentication; a strongly encrypted layer 2 tunnel;
and strong cryptographic integrity verification.
Without these features, not only is a WLAN
vulnerable, but the entire information
infrastructure of which it is a part is at risk. We
aso recommend per-packet authentication
although we would not go so far as to make it a
requirement.

Mutual authentication requires that the client
authenticate itself to the network and that the
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network also authenticate itself to the wireless
client. Man-in-the-middle, session high-jacking,
and replay attacks are enabled by only requiring
the wireless client to authenticate itself to the
network. The authentication scheme used for each
authentication must be strong enough to resist the
current state of practical attacks. This is not
currently the case with WEP since there are many
published attacks against it. EAPTLS is the
strongest authentication scheme that we analyzed
and we highly recommend it. 802.1x is vulnerable
to anumber of published attacks and because of its
loose coupling with the 802.11 wireless state
machine appears to have a fatally flawed design
for wireless network implementations that will be
difficult to fix. WTLS should provide sufficient
security if properly implemented and configured.

Like IPSec it is complicated and complication is
the bane of security. I1PSec allows different

implementation and configuration choices. Either
the vendor must provide secure configurations or
the administrator must configure the system
properly to provide a secure configuration. kis
possible, but requires a lot of training and
education on the system administrator’ s part.

Client authentication should have two parts: the
client and the user. In this way, a lost or stolen
wireless client gives only partia access to the
network. This partial access may be enough for an
attacker if the link between client authentication
and user authentication is not strong. Blocking
access from an authenticated wireless client but

unauthenticated user to any part of the network
other then the authentication server is mandatory
to combat ARP cache attacks.

Another aspect of authentication is packet
authentication. Once an authenticated session is
established and the keys are exchanged, most
schemes reply on the privacy of an encrypted
tunnel and integrity checking on the payload to
imply the identity of the sender. This is an
effective scheme; however, the addition of packet
authentication adds an additional layer of security
that an attacker must defeat. We do not believe
replay, session high-jacking and man-in-the-
middle attacks are possible when packet
authentication is added to strong session
authentication.

In most organizations the privacy of the messageis
important. Even organizations that do not care
about the privacy of the message should strongly
consider encrypted tunnels for integrity protection.
Knowing the content of a message is very helpful
to an attacker in carrying out a number of attacks
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on the integrity of the message. The tunnel must
be encrypted using a modern block-cipher like
AES or 3DES. Stream ciphers such as RC4 that is
used in WEP are susceptible to many attacks in a
wireless environment. Although the WEP
implementation can be considerably strengthened
with some simple steps this breaks interoperability
with the gandard implementations of WEP. As
long as the product does not follow a standard, it
might as well be as strong as practical. In our
opinion AES is the best choice due to its
efficiency. Thetheoretical attacks against AES are
not yet practical in the foreseeable future and until
they are we believe AES provides sufficient
protection.

Combining strong mutual authentication with a
strongly encrypted layer 3 tunnel provides a good
level of protection and it might be adequate for
many organizations. If an organization must
protect information as it travels through the wired
network then a client to server layer 3 tunnel is a
good solution. For those organizations that are
more focused on the threats to the wireless
component of the infrastructure layer 2 tunnels
provide a better choice. By hiding the network
layer header, attacks that manipulate the | P address
are much more difficult. Traffic analysis is aso
severely hindered by this approach. Client-to-
server encryption can also be overlaid on a layer 2
encrypted tunnel to provide a very high level of
protection.

Finally, it is important to protect the integrity of
the message. WEP's CRC-32 has numerous
attacks against it both published and demonstrated.
We do not recommend its use. MD4 and MD5
aso have published vulnerabilities although
carrying out successful attacks still remains
difficult. We are not aware of any published
practical attacks against SHA-1, which isthe NIST
approved standard. Although other cryptographic
integrity checks may meet the specific needs of an
organization, we recommend using SHA -1.

Key management is the one significant area that
we have not addressed in detail. For those
organizations that choose-or are forced to use-
public key encryption, the proper choice of the
mechanisms, policies and people are vital and
beyond the scope of this paper. PKI is complex
and must be properly administered and configured.
PKI has its own threats which must be mitigated.
The aternative is using a shared secret. The more
entities that possess the shared secret, the less
secret it is. Distributing and managing secret keys
is once again beyond the scope of this paper. Our
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advice is to choose an approach carefully and
devote significant resources to the issue of key
management a else risk spending resources on
security that does not pass the “Blazing Saddles’
principle.

There is a very wide range of proprietary security
technologies on the market and we have examined
many of them. We require a WLAN that
addresses the threats against our information,
meets DoD and Army standards, and has a
reasonable total cost of ownership. We have only
found two products that meet our needs. The most
common shortcomings that we found are the use of
Layer 3 encrypted tunnels and weak session
authentication.
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