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What is this “JavaScript”?
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What is JavaScripte

= [For manipulafing the DOM

HIML  p—» DOM

JavaScript { RenderTree F—»| Llayout F—>» Paint

SS —>|  (550M




What is JavaScript

o (C-style synfax

<SCRIPT LANGUAGE = "Javascript's=
var pl = new Image();
var p2z = new Image();
var p3 = new Image();
var pd4 = new Image();
var p = new Image();

pl.src="pic_1l.jpg";
p2.src="pic_2.]pga";
p3.src="pic_3.]pg";
pd.src="pic_4.]pg";
p5.src="pic_5. jpg";
var imgarray = new array(pl, p2, p3, pd4, p3);

var counter=0;
var end = imgaArray.length - 1;

function scroll_backward() {

if {(counter == 0) {
alert("start of pictures");

else {

¥

document.picl.src = imgarray[counter].src;

counter--,

¥

function scroll_forward() {
if {(counter == end) {
alert("No more pictures");

else {

3

document.picl.src = imgarray[counter].src;

counter++;

h

</SCRIPT>




What is JavaScripte

» Absurd typing: (Almost) Nothing ever fails

failbowl:~(master!?) $ jsc

> 1]:# []

>[1+ {3
[object Object]

> {}+ L]
0
> L}t £}




What is JavaScript

« Prototype-based language

L Fo

<other properties>

| -
y 20 -

prototype ’
__proto__ . ' i
> Foo.prototype Function.prototype
_ constructor i ' <built-ins>
v 0 | X 10 __proto__ | .
_proto__ . i calculate | <function>
__proto__ ’

!

Object.prototype -+

<built-ins> -

_proto__ | null Object-level function overriding
Runtime prototype changing




What is JavaScript

 Dynamic

a = new A;
a.new property = 5
al[‘what a crazy language’] = a.new property




What is JavaScript

» Multiple levels of non-existence:
» (O, false, *”
» Nnull

» yndefined

= {}
hject {}
a.b
undefined
a.b =25

5

oo

=
Object {b: 5}
ag.c = undefined
undefined

=

Object {b: 5, c:

.l

undefined

undefined}



Type Analysis

I] < > < Main.html) | Scripts » i TextEditor.js {1 1
729

730 prettyPrint( pretty) @LEEEIE

731 {

732 function prettyPrintAndUpdateEditor() @EFNEL

733 {

734 var @UJEE® start = {line: @, ch: 0};

735 var @59 end = {line: this._codeMirror.lineCount() - 1};

736

737 var (5D oldSelectionAnchor = this._codeMirror.getCursor("anchor™);
738 var @5 oldSelectionHead = this._codeMirror.getCursor("head");

739 var @0 E9% newSelectionAnchor, €555 newSelectionHead;

740 var newExecutionLocation = null;

741

742 if (pretty) {

743 var indentString = "

744 var @EED orlglnalLlneEndlngs = [],

745 var @& formattedLineEndings = [1;

746 var 3259 mapping = {original: [@], formatted: [0]};

747 var @EEREECTIENCTEACES builder = new

WebInspector.FormatterContentBuilder(mapping, originallLineEndings, formattedLineEndings, 0,
@, indentString);

748 var @075 formatter = new WebInspector.Formatter(this._codeMirror,
builder);

749 formatter.format(start, end);

750

751 this._formatterSourceMap =

WebInspector.FormatterSourceMap.fromBuilder(builder);




Type Errors

» Calling a property that's null
» Accessing the field of a null/undefined

®» Reading an absent value




Analysis characteristics

» Handwritten, <1000 LOC
» Sound

» Automatic
» [ull language (including eval)




Abstract Infepretation

» Dataflow through the Monotone Framework

» | attice + Set of Monotone Functions (L -> L)

Control Dataflow Transfer

Flow Graph Lattice Functions




(1) JS Control Flow Graph

® Jdeclare-variable[ variable]

®» read-variable[ variable, temp]

®» ywrite-variable[ temp, variable]

® constant[ constant, variable]

® read-property| variable, field name, temp]

® write-property| variable, field name, temp]

® delete-property[ variable, field name, temp]

®» Jif[ variable]

® entry[ function, variable 1, ..., variable n]/exit/exit-exc

® call[ function, this, variable 1, ..., variable n], construct, after call
®» return|[ variable]

®» throw|[ variable] , catch[ wvariable]

® <Jop>[variable left, variable right], binary and ternary operators




(2) DataFlow Lattice (A)

“These definitions are the culmination of
tedious twiddling and experimentation”

Value = Undef x Null x Bool x MNum x String x P(L) —— Lis the set of obiect labels

/

bool
undeil null AR
Undef = | Null = | Bool = true lalse

1 1 W

L
Kum siring
Mum = ,I.'NE,L ,}h‘i\‘ ,,-fh’mliunia String = ..I-'—IFI'EET; mﬁhﬂw
-l ind_ Mo\ 0~ 4ZDA06TI5___d2 147 12 - "0r-"4204867265° oo - "har” EXQmpleS:
== | —
1 4

(L, null, L, 1, baz, @)

(undef. L, L, L. 1 {f4. fa7})




(2) Datatlow Lattice (B)

Obj = (P — Walue x Absent x Attributes x Modified) = P(ScopeChain)

\ Handles closures
All property labels
/ Modified since entry
See part A into function

absent maditied
Absent = | Modified = |
1 1

Attributes = ReadOnly = DontDelete x DontEnum

T T
PN PN A

ReadOnly = RO notR0  DontDelete = 00 notoD DontEnum = DE  notDE
R S Mo

1 1 1




(2) Dataflow Lattice (C)

Object Labels for handling
intra-procedural analysis
(definitely, maybe summarized)

State = (L =— Obj) = Stack = P(L) = P(L)

Object Label |/

/

Temporaries

Stack Frames | All property labels in stack

Stack = (T' — Value) x P{ExecutionContext) = P(L)
ExecutionContext = ScopeChain = L = L
ScopeChain = L*




ScopeChain

Execution Context

Scope Chain | ¢

—

var a = 1;

function x(c) {
var b =a * 2 + c;

\ 4

Activation Object

a

12

Scope Chain
0 (x) .
1 (y) .
2 (global) | ¢

function vy ()
var a = b
b = a-2;

{
*2,-

A 4

Activation Object

y [function]
b 6
C 4

A 4

Activation Object

document [object]
window [object]
a 1
X [function]




ScopeChain

Execution Context

Scope Chain | ¢

—

var a = 1;

function x(c) {
var b =a * 2 + c;

\ 4

Activation Object

a

12

Scope Chain
0 (x) .
1 (y) .
2 (global) | ¢

function vy ()
var a = b
b = a-2;

{
*2,-

A 4

Activation Object

y [function]
b 10
C 4

A 4

Activation Object

document [object]
window [object]
a 1
X [function]




(2) Datatlow Lattice (D)

AnalysisLattice = V' x N — 5tate

/
Version Labels
(context sensitivity

based on this)

Nodes




OBJECT_PROTO

F_0_PROTO

constructor: {F_0F

FUMCTION_PROTO
[[Pratotype]]: {OBJECT_PROTO)

[Vauel]- Nan [[Pratotype]): {OBJECT_PROTO)

F_0

length: 1 F_Parson

pratotype: (F_O_PROTO) length: 1

[[Prototype]]: (FUNCTION_PROTO) protatype: {F_Person_PROTO)

F_Person_PROTO
[[Ecopa]]: ((GLOBALY) [[Pretotypa]]: (FUNCTION_PROTO)

count: 3
[[Scope]]: {(GLOBAL))

constructor: {F_Persan]

setMame: {F_0)

GLOBAL

Profotype]]: {OBJECT_PROTO
Parson: [F_Parson} i vrell- | =! 1

[[Value]]: MakM

Student: {F_Studeni} LD
F_Studeant
1 100027 ’./'—’ studentid: “100028°
length: 2
x: |Ld} name: “Joe Average” -
praiotype: {F_Student_PROTO)
w: (L1} [[Frototype]]: (F_Student_PROTO)

[[Protatype]]: (FUNCTION_PRAGTO)
[[Prototype]]: {OBJECT_PROTO)

L1

[[Szopa]]: ({GLOBALY

F_Studeni_PROTO

studentid: 100027

mame: undefined

name: string *

[[Prototype]]: (F_Person_PROTO)

[[Prototype]]: (F_Student_PROT O}

Abstract State




(3) Transfer Functions

® read-property[ variable, field name, temp]

1. Force variable to be an object —if it is many objects, then they all have to
be handled.

2. Force field_name to be a string
3. Travel the prototype chain to find the relevant properties and join them

4. Strong update to tfemp




“Strong” updatese

®» Sometimes we are assigning to multiple possible abstract/concrete objects
(as distinguished by their allocation site)

®» write-property[ variable, field name, temp] suffersfrom thisin
particular




Recency Abstraction

» Fqach allocation site L gets two object labels
» | @ -singleton (most recent)
®» | *-summary (the rest)

» Good for handling an allocation site in a loop or a call (flow-sensitive only
for the latter)

®» Some extra complexity required to track this!




INnfra-procedural

call[ function, this, variable 1, ..., variable n], after call
1. Extract all function objects

Add call edges to the entry nodes
Add return edges to their exit nodes back in

S [N

Add exception edges




Boundedness

1. ScopeChain is bounded by the lexical depth

2. |abstract states| is based on context-sensitivity criteria

3. Object map is not a problem because of default index/default other.

» Result: The worst case may be bad, but who programs like that?




Testing

» 150 small programs (5-50 lines)

» Detects all errors, provides type information




Evaluation

» Google V8 Benchmark test suite

®» ‘we meaqsure precision by counting the number of operations where the
analysis does not produce a warning (for different categories), i.e. is
capable of proving that the error cannot occur at that point”

call / |variable|property |fixed-property

lines
construct]| read ACCEess read
richards. js 529 95% 100% | 93% 8T%
benchpress. js 463 | 100% | 100% | 89% 100%

: - ol T nni iy 1 o “ ST
delta-blue.js | 853 | 78% | 100% | s2% 61% Noft listed - “cryptobench.js
3d-cube. js 342 | 100% | 100% | 92% 100% |
3d-raytrace.js | 446 99% 100% 04% 04% CGUSGS OUTOfMemory
crypto-md5. js 291 | 100% | 100% | 100% 100%
access-nbody.js| 174 | 100% | 100% 93% 100%

Fig. 2. Analysis precision.

In most cases, the false positives appear to be
caused by the lack of path sensitivity.




Conclusion

» Sound, detailed tool for type analysis in JS
» Monotone framework with lattice and transfer functions

®» Recency Abstraction helps for some kinds of analyses




Future Work

» “We envision an IDE for JavaScript programming with features known from
strongly typed languages, such as highlighting of type-related errors and
support for precise content assists and safe refactorings”

» Modeling DOM




