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Abstract 
Cloud computing is changing the way we access, manage, and use data and services. While 
convenient for functionalities and economy of scale, cloud computing clearly raises data 
protection issues. In fact, data are stored and managed outside the direct control of their data 
owner by external parties that may not be fully trusted and may not be entitled to known the 
actual data themselves. The problem of ensuring confidentiality and integrity entails therefore 
new challenges in the cloud scenario. In this talk, I will provide a characterization of such 
challenges and related open problems, as well as of emerging directions for ensuring security and 
privacy to data and users in the cloud. 
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