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Introduction: Twitter Bot Detection

 Bot or Not?
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Bots capabilities

Why is it important to identify 
bot accounts?
Some helpful bots
Many malicious bots
Spreading misinformation 
Scams and exploitation



Introduction: Twitter Bot Profile Information

AlKulaib L. et al., Twitter Bot Identification: An Anomaly Detection Approach, IEEE BigData MMBD Workshop, 2022 3

Number of Tweets

Profile Background Image

Username
Twitter handle

Bio/Description

Date joined
Number of following and followers



Motivation

 The cost to train models with large attributed networks is very 
high.

Bot accounts’ behavior is ‘anomalous’ when compared to regular 
human behavior.

Challenges:
How to choose the most informative user nodes in training our 

model?
How to accurately detect bot accounts when their behavior 

evolves constantly to evade automatic detection?
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Existing Works: Bot Detection

 Existing Studies:
[WWW’16] Rely on manually annotated datasets.
[CIKM’21] Handcrafted features.
[ASONAM’21] Relational GCNs.

All these methods:
Require huge amounts of training samples.
Their performance drops drastically when using large graphs as an input.
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Overview: ANDET
Contributions:
Development of a novel attributed network topology-based active 

learning framework: 
ANDET: an active learning anomaly detection framework for attributed networks.
Objective: select the most informative nodes to be labeled such that the anomaly 

detection performance is improved with minimal labeling cost.
Design of an active learning algorithm for anomaly detection in 

attributed networks 
Extensive experimental evaluation and performance analysis 
Extension of three existing real-world attributed networks for the 

anomaly detection task using Twitter data 
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Proposed Model
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Proposed Model
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Proposed Model: Algorithm
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1. Partitions the graph into K-
partitions

2. For each partition, perform 
topology-based community 
detection on labeled nodes

3. Assign unlabeled nodes to 
communities based on their 
similarity

4. Select unlabeled nodes that are 
closest to each centroid as the most 
informative node to train the 
model



Topology-based Attributed Network Sampling 
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Topology-based attributed network partitioning method:
Modularity:

Purity:

Most Informative Nodes Selection:

Degree of connected 
node decoupling into 

a community

Purity for a given 
communityPurity of a 

partition



Experiments: Dataset
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Twitter Datasets Citation Datasets



Experiments: Baselines

Bot Detection Methods:

Botometer

Alhosseini

SATAR 

BotRGCN
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Graph—based Anomaly Detection Methods:

DOMINANT 

ANOMALOUS  

Radar 

Graph Transformer 



Experiments: Evaluation Metrics

Precision@N: 
The proportion of anomalies in the top-N nodes in the ranked list. 

Recall@N:
The proportion of true anomalies found in the total number of ground truth 
anomalies. 

AUC-ROC: 
A classification performance measure at multiple thresholds. 
The probability curve, ROC, and AUC represent the capability of ranking an 
abnormal node higher than a normal node. 
This means that as the AUC value gets closer to 1, the model is better at ranking 
anomalies. 
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Experiment Results
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Experiment Results
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Experiment Results
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Experiment Results



Conclusion

We proposed ADNET, which uses active learning for anomaly 
detection in Twitter-attributed networks.

Our topology-based active learning framework uses a deep 
autoencoder to train the model and is able to handle large graphs 
better than previous methods.

Our experimental results demonstrate that the proposed approach 
outperforms state-of-the-art methods in detecting anomalous bot 
accounts and reduces the annotation cost in Twitter-attributed 
networks.
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