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https://www.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://www.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf

i U.S. GAO report on weapon systems’ audit (2018)
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https://www.gao.gov/products/GAO-19-128
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https://www.washingtonpost.com/us-policy/2020/06/25/irs-stimulus-checks-dead-people-gao/
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https://comptroller.defense.gov/Portals/45/Documents/defbudget/fy2020/fy2020_Weapons.pdf






https://www.airforcetimes.com/news/your-air-force/2019/07/26/aircraft-mission-capable-rates-hit-new-low-in-air-force-despite-efforts-to-improve/

25 February 1991: US Patriot system failed to intercept an
- incoming Iragi Scud missile at an army base in Saudi Arabia
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"COBOL, a 60-vear-old o

?iicomputer language,isinthe

COVID-19 spotlight o

As state governments seek to fix overwhelmed unemployment benefit COBOL Program Developer
.- systems, they need programmers skilled in a language that was passe by 1| [ssI 47 %
- the early 1980s. -

New York, NY * Remote work available

$50 - $60 an hour

Requirements
COBOL Programming: 5 years

Easily apply

o Experienced hands-on mainframe developer that will contribute to all aspects
of application development.
o Activities will also include defining functional and...

1 day ago - Save job



https://www.fastcompany.com/90488862/what-is-cobol

June 19, 1995: Apple releases the Power Macintosh 9500, a high-end Mac that
boasts a second-generation PowerPC chip that's much faster than its predecessor.



https://www.militaryaerospace.com/computers/article/16710502/cmc-uses-cots-to-develop-family-of-optical-avionics-displays
https://www.militaryaerospace.com/computers/article/16710716/f22-avionics-designers-rely-on-obsolescent-electronics-but-plan-for-future-upgrades
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inside

Intel® Memory Protection
Extensions (Intel® MPX)



https://arxiv.org/pdf/1910.04957.pdf
https://asokan.org/asokan/research/talks.php




. Source Entry point

...~ code block l Entry
S l Injected l
I i ool Injected
B Injected Other l Soilb
s e entry

L | Entry code |
""" block .
- Dest. code A new exit
""" block

Regular
exit

<)

. void drone manage () {
- ‘ . . y ~n .
: _‘(, wp.size = receive size(); //get the number of coordinates

2 .’(. for (int i = 1; i <= wp.size; i++)

struct Coordinate {
double lat, lon,
}i
struct WaypointManager ({
unsigned int size; //fortotal number of coordinates
struct Coordinate *coordinates; //alistthat holds coordinates
}i
struct Drone {
void fly(struct WaypointManager *wp);

alt;

struct WaypointManager wp; //create an instance of WaypointManager
struct Drone dr; //create an instance of Drone

if (wp.size > 0) {
wp.coordinates = (struct Coordinate *)malloc (wp.size*sizeof (Coordinate));
-
wp.coordinates.add (receive coordinates from network());
dr.fly(wp);
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https://www.gao.gov/products/GAO-19-128






https://www.theverge.com/2016/5/6/11601248/nccic-tour-photos-cyber-attack-hq-dhs




SECRET SERVICE TSA
feaders: financal, Administration: Screens uggage.
ifrency anc campeter-seiated ( passengers and cargo, primarlly
arimes, including counterfelting at airports: stations air marshals
and klentity theft. \_/ on planes; maintaing watch list of
people suspected as threats.
-.-.N-ew- name:. -
US. Customs and Border MANAGEMENT POLICY The only milltary
.. .. Protection: Provides security at Directorate for Office of Policy: organization within DHS;
ART US. borders; faciitates legal trade Management: Handles Coordinates the defends maritime borders
0?, MG’D and travel across borders; enforces budget matters, human development of agency and rescues those in
/ 75 Immigration and drug laws. resources, accounting, IT policy danger in U.S, waters,
o o) and procurement.
3, )
% -
‘56‘ COQ' CYBERHNFRASTRUCTURE &%um mw \ gmﬂw
4ND S?' . Services: Handles applications for Agency: Supports state and Enforcement: Created from the
e ctizenship and visas for foreign local agencies that respond to US, Customs Service andthe
nationals: runs E-Verify program disasters; provides financial aid 1o Immigration and Naturakzation
that alows employers to check _/ residents who have lost property Service; enforces customs,
employees’ dtizenship status. ~ Inafederally declared disaster. Immigration and trade lavs.
. Old name- . Office of Health Office of Inteliigence Office of Operations Federal Law Domestic Nudear
oA AT R e Affairs: Advises & Analysis: Part of the Coordination: Enforcement Training Detection Office:
the department on national intedigence Oversees the National Center: Has trained Detects and reports
protect physical and Researches, develops public heaith matters; community — Operations Center, more than Tmilion threats related to
cyber infrastructure: and provides manages systems distributes nformation which collects and law enforcement nudlear or other
protects federal products and for early detection and ntefligence to distributes information officers since It radiological weapons
buldings: provides technology solutions of chemical and state,local and tribal from federal, state, opened in 1970 or devices
technology to collect, that help strengthen biological weapons; officials; works with the local private sector
store and analyze DHS security coordinates response Office of the Director of and other agencies to
biometric data, capabiities, to health threats. National Intelligence. thwart threats,

e 2A



SR More than 21.5 million sensitive background check files iR

Ll (including fingerprints of secret agents) were stolen i



https://www.csoonline.com/article/3405580/what-is-the-cisa-how-the-new-federal-agency-protects-critical-infrastructure-from-cyber-threats.html
https://www.nextgov.com/cybersecurity/2015/06/timeline-what-we-know-about-opm-breach/115603/

o Used KeyPoint credential

Coniiiiiiiii i KeyPaoint . Government 3 Interviews toty
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I e ntlals W e
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https://www.wired.com/2016/10/inside-cyberattack-shocked-us-government/

How HTTPS Interception Works

- ~workstations, servers and databases = Proxy

P P P PP D TLS --. TLS ‘3
e | :o::farzrm:al::rprzraceidu:r'e:s::fo:r::re:we:wrng:;l;og---::::::::::::::::::::::::::: pr— N G-. E =

-+ No formal process for auditing physical access | . (7) ramexnre ;

:-:-:-:-:pr:|V|:I:ege:s-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-: Middlebox inspects

--------------------------------------------------------------------------- inner HTTP content



https://fcw.com/articles/2016/02/18/opm-oig-keypoint.aspx
https://www.thesslstore.com/blog/ssl-inspection/
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(DatainUse) . .00t



http://yaogroup.cs.vt.edu/publication.html
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https://www.csiac.org/journal-article/practical-industrial-control-system-ics-cybersecurity-it-and-ot-have-converged-discover-and-defend-your-assets/
https://www.langner.com/ot-base/
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A major fine-grained ASLR deployment deficiency: S

No current randomization tool can randomize the libc library o

::::::::::::: """"""""""""""""""""""""""" 'Réd'u(':tio'n'(‘z.,)'ot:'fuﬁhg.—éo'nipieie.('i'(')).géd'g.et's i'n.7'T'C.o'pe'ra.xti'o'ns; (MIN-FP |E.X-FP) T '::::::::::::::::::
SSNSAN . . U (%) 1 (%) | . . . . Control Function System TE S
'''''''''''''' Randomization schemes Granularity Memory Assignment  Arithmetic  Logical L
RSN MIN-FP  EX-FP Flow Call Call Preserved? ...
:::::::::::::: Applications ::::::::::::::::::
... Inst. level rando. Inst. 79.7 82.5 97.4|82.7 58.8|81.7 959|649 858|854 49.4|80.1 67.4|839 8330 X SO
... Func.levelrando. FB 27.63 36.55 0.8 | 29.2 10.6 | 43.5 19.3 | 15.1 3510359 21.1/29.1 182|469 0|0 v DO
... Func.+Reg. level rando. FB & Reg. 17.62 42.37 -8.3(350  -5.1|35.2 26.1 449 21.3(38.1 340|602 118|649 8000 v R
Block level rand. BB 19.58 44.64 851409 6.1|47 26.1|33.7 204|374 412|631 233|563 0.0]0 v
:::::::::::::: Libraries ::::::::::::::::::
.-+ Inst. level rando. Inst. 81.3 92.2 93.7|96.1  60.7|93 91.8 | 84.9 84.5)90.4 598|935 51.8|929 6670 X RN
U0 Fune. level rando. FB 46.5 43.8 242|711 15.9|31 41.2 | 654 56.9 | 25 345|787 23758 3.5|14.5 v AN NNANN
U0 Func.+Reg. level rando. FB & Reg. 442 43.9 355|448 353|434 632|618 448|490 364|521 431(353 66.7|0 v L
.00 Block level rand. BB 20.98 37.0 73363 8.1]32.1 139559 248|316 222|521 181|446 50.0|0 / o
:::::::::::::: * For instruction-level randomization scheme [50], TC is not preserved for minimum footprint gadgets, but TC is preserved for extended footprint gadgets. ::::::::::::::::::
Methodologies for Quantifying.(Re-)randomization SeCUrity. - - - - -l e A
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- PCI Scanners  Price Spent Amount

0 Scannerd $2,995/Year  $0 (Trial)

Scanner2 $2,190/Year  $0 (Trial)

- Scanner3 $67/Month  $335

- Scannerd $495/Year $495

“oooo Scanner5 $250/Year $250

-0 Scanner6 $59/Quarter $118

Scanner7 Unknown N/A

o Scanner8 $350/Year N/A

LI Total - $1198

.. scanningstartswithall
L L L vulnerabilities enabled S
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L s O o Scanner4 Scanner6 Scanner3 Website
L Vul. W = % Scanner2 Scanner5
.~. Rq. Test Cases . S 3 = / Scannerl | (not aprvd.) | (not aprvd.) Scanners
Location 2 o =
AEAEE B2 Bl B B B 2
2|0 3 €3 €3 €38 £ |8 | £ P
k= g ! 8 o & ! g ! g 5] =
o] O M &) aa) & = D, /M & 32
21. Sql inject in admin login Webapp Y 98 |Y X X X X X X X X X X | X X
22.Sql inject in customer login Webapp Y |98 |Y X X X X X X X X X X | X v
23. Disable password retry limit Webapp Y |53 |Y X X X X | X X X | X X X | X X
:::::6 s 24 Allow passwords with len <8 Webapp Y 53 |Y X X X X X X X X X X | X X
e 25. Javascript source integrity check Webapp Y |98 |Y X X X X X X X X - || = 5
26. Don’t hide program crashes Webapp Y |65 |Y X X X X X X X X X X | X X
27. Implant XSS Webapp Y 6.1 |Y X X X X x X X X X X | X X
28. Implant CSRF Webapp Y |88 |Y X X X X X X X X - = = 2
S g 9y G g 99 € g 39T
om0 y O y @ --means severity levels low, medium-and high, respectively. . ..ooiloinn L












DR eSO IDDDOENS while (..) { el
T T T eventRead (); OO
L L L R L LR S e (Pu sh Even € () RIS
s push-syringe();
B ORI # else if (Pull Event()) i
g Should a control command be issued? S pull-syringe(); ST
e R
S Atackson Control Branch
S Depends on the physical environment . ° push-syringe () { RO
o 100K steps=.. //sensor data dependent
s 11 for (1=0; i<steps; itbt)
T T T T 12 PRI
T T T T 1 write (i2c,..); RIS
T g . IDEESSRN
T T g ) BRSO
16 S
[ACSAC 2017, [EEE TDSC2019] oottt ti i Attacks on Control Intensity



http://yaogroup.cs.vt.edu/publication.html

Program Anomaly Detection in CPS

Training Phase Program Behavior Modelling,
‘ e.g., FSA, HMM, n gram ...
‘ Event
|dentification .< \ ‘ Event
# ¢ \ Augmentation
"\ 2t
* ./ \. \
Control Event Dependence g \&
Program ‘ Analysis ~_#"

Event-aware
Behavior Model

o0

./*/

e
(----

Anomaly | _> Abnormal
Detector

— ‘ Event Verification?
Event Verifier oo

= Normal

Monitoring Phase

43






ELIMINATE HUNDREDS OF STEPS AN
PROVIDE FLEXIBLE LATE CHANGES,



https://www.plantengineering.com/articles/control-system-lifespan-how-long-is-long-enough-2/

L
J |
]
L

Hie il RSN AN Lo L8 CANA |
i LLELLLL LLLLLLLLY LLLLLLLLY LLLLLLLLE I
'lllllllllllIIIIIIIIIIITIIIIIIIITII'_

|



https://www.honeywellprocess.com/library/marketing/case-studies/HPS-Chevron-Oronite-Case-Study.pdf
https://www.youtube.com/watch?v=iF99iKlDpxA



https://arxiv.org/pdf/2003.13213.pdf
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https://documents.trendmicro.com/assets/wp/wp-hacker-machine-interface.pdf

o 2017-03-07ancexploit released

B TR 146 days:  Time to patch at Equifax PRI

Update patch Crooks start Breach detected

issued for a looting Equifax 10 weeks after
widespread Web data, exploiting

hacking begins
application issue that should

vulnerability have been fixed



https://www.gracefulsecurity.com/equifax-breach-timeline/
https://blog.blackducksoftware.com/equifax-apache-struts-cve-2017-5638-vulnerability

coocceescsseeecs For error-handling during file upload o
R It I L e DD PP PPN PDDDDO
- 1.if (multiwrapper.hasErrors()) { B s S s
2. for (LocalizedMessage error : multiWrapper.getErrors()) {
3. if (validation != null) { ER ‘St'“ts B RN
::f 4, validation.addActionError(LocalizedTextUtil.findText(error.getClazz(), ApacheStrutsanopen—source
- error.getTextKey(), ActionContext.getContext().getLocale(), - framework for Java web: applications: -
-| error.getDefaultMessage(), error.getArgs())); B T TR
} PSPPI

) Vulnerability: Struts’ error message render engine [
shows untrusted properties back to the user S eI S IR RSP SEIRS PRSP RSP

root@sh: # python exploit.py http://127.0.0.1:8080/2.3.15.1-showcase/showcase.action "ls -1"
[*] CVE: 2017-5638 - Apache Struts2 $2-045
[*] cnd: 1s -1

total 12
Trwxrwxrwx 1 root root 12 Nov 15 09:37 conf -> /etc/tomcat8
drwxr-xr-x 2 tomcat8 tomcat8 4096 Nov 15 09:37 lib
i < 1 root root 17 Nov 15 09:37 logs -> ../../log/tomcat8
( 2 root root 4096 Mar 7 00:55 policy
r-x 3 tomcat8 tomcat8 4096 Mar 7 01:34 webapps



https://github.com/rapid7/metasploit-framework/issues/8064

BRSNS T T im & alerts.equifax.com X L@

This is an XSS vulnerability.

|

Cancel OK



https://www.netsparker.com/blog/web-security/how-equifax-data-breach-hack-happened/

B 6 Tony Webster & < ) el D D L L L L L L L L L L
........................................... Follow N
........................................... @Webster

L OMG, Equifax security freeze PINs are ..

B N NN NN worse than | thought. If you froze your L

PO PPN credit today 2:15pm ET for example, B SRR S

R RPN PR A RPN PRI yOU'd get PIN 0908171415. B O PO

PP 7:38 PM - 8 Sep 2017 Rt AP
L P PP RIS 3,797 Retweets 5036Likes (NEP @ T DH 2 4 M B e P PSP P S
S O 212 1 ek O 5K O S
B ST ‘ Tweet your reply B TSI
R Tony Webster @ @webster - 8 Sep 2017 VL
BRSPS RSP OPIRIO Verified PIN format w/ several people who froze today. And | got my PIN in 2007 -0

........................................... —same exact format. Equifax has been doing this for A DECADE.
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vremniateck = “gdmin/admin” login for Equifax Argentina employee portal

id Apellido Nombre Usuario documento Email Estado Perfil
1859471 Marcela my INACTIVO USUARIO Eliminar Editar
1859475 Yeimy yi yel INACTIVO USUARIO Eliminar Editar
1271524 Maria Belen mj ar INACTIVO USUARIO Eliminar Editar
274804 Martin INACTIVO USUARIO Eliminar Editar
527 Marita ::] INACTIVO ADMINISTRADOR Eliminar Editar
1358701 Eugenia e Ey INACTIVO USUARIO Eliminar Editar
1859467 Alejandra : INACTIVO USUARIO Eliminar Editar
1572254 Mariela ACTIVO  USUARIO Eliminar Editar
2025633 Carlos INACTIVO USUARIO Eliminar Editar
2025667 Carlos INACTIVO USUARIO Eliminar Editar
2025660 Jose Pablo  j INACTIVO USUARIO Eliminar Editar
709 Marcelo ACTIVO  USUARIO Eliminar Editar
1572338 H Gaston g ar INACTIVO USUARIO Eliminar Editar
1789253 H Priscila i INACTIVO USUARIO Eliminar Editar
1536812 H Martin m| my INACTIVO USUARIO Eliminar Editar
711 g Oscar off oh ACTIVO  USUARIO Eliminar Editar
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