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Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis Response Plan

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive










o Cross-Site Request Forgeries: Exploitation and Prevention R

DRI William Zeller* and Edward W. Felten*' DT
DR “Department of Computer Science SRR

R PP *Center for Information Technology Policy T

.............................. "Woodrow Wilson School of Public and International Affairs

BRI Princeton University o

B S {wzeller, felten}@cs.princeton.edu RN II NN
SO Revision 10/15/2008: Noted that the New York Times 1 Introduction Sl
coocccsoseescsd has fixed the vulnerability described below. Also clarified el

.............................. that our server-side CSRF protection recommendations do ~ Cross-Site Request Forgery! (CSRF) attacks occur whena |-+

S PP Robust Defenses for Cross-Site Request Forgery - Stanford Security Lab

DO https://seclab.stanford.edu/websec/csrf/csrf.pdf ¥ ORI

SRS by A Barth - 2008 - Cited by 456 - Related articles QBRSNS

.......... Collin Jackson. Stanford ... Cross-Site Request Forgery (CSRF) is a widely exploited web site ... the

---------- header can be used today as a reliable CSRF defense.






éﬂstackoverflow Questions  Developer Jobs Tags Users Search... NI
coooiioiii o Turn off CSRF token in rails 3 S
IR \ S
O PSRN More jObS Lg\Jstackoverﬂow R
i | s R
o means more choice | S — s
A, ihave arails app that serves some apis to an iphone application. | want to be able to simply post
on a resource without minding on get the correct csrf token. | tried some method that | see here in =
SRR E NP EPE N 80  stackoverflow but it seems they no longer work on rails 3. Thank you for helping me. PPN

Ll W oEsSSAEN 0



o Addingesrf().disable() solved the issuelll | have |

Lol no idea Why it was enabled by default” T T T T T T T T T

| . _ cocvssrrsr 1 ]l Create a trust manager that does not validate certificate chains -
1 “adding -Dtrust_all_cert=true | 00000005 TrustManager[] trustAllCerts = new TrustManager[]{
:::: ), :::::::::::::::::::::::::::::::::::: 3 new X509TrustManager() { I
: tO VM arguments - 4 public java.security.cert.X509Certificate []
e public gfoid checkClientTrusted (...)

B Y public \Qid checkServerTrusted (...)

DR “I want my client to f:f:f:f:f:f:f:f:f:f:f:f:f; /t/rl;“{auth“u'“'“ ; :

ool aecept any certificate GLMMMMMIINNDg SSLContext sc = SSLContext. getInstance (*SSL”)
::::::::::::::::::::::::::: ! ::::::::::::::::::::::::10 sc.init(null, trustAllCerts , new java.security.
::::::::::::::::::::::::::: (because I m Only ever ::::::::::::::::::::::::: SecureRandom());
B 2 g ” R IRARPES § | HttpsURLConnection. setDefaultSSLSocketFactory(sc .-
Jinoin| pointing t0 one server)” i getSocketFactory ())
o012 ) cateh (Exception e)  {}



- Influencers -- how much influence does StackOverflow have?
| Insecure Posts Total Views = No.of | MinViews MaxViews Average
Posts
Disabling CSRF 39,863 5 261 28,183 7,258

Protection*
Trust All Certs 491,567 9 95 391,464 58,594
Obsolete Hash 91,492 3 1,897 86,070 30,497
Total Views 622,922 17 - - -
D D L DA of August 2017
Insecure StackOverflow posts seem to have a large influence on developers ®
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s Java security plagued by crappy docs, oo
. complex APIs, bad advice L EEEEEEE R
~ Boffins bash stale Stack Overflow fixesandlazy
oo developers R AR AR
By Thomas Claburn in San Francisco 29 Sep 2017 at 21:14 51() SHARE Y
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Insecure

fi;String defaultkey = “Inscrypt”;
Ef]byte[] keyBytes = defaultKey.getBytes();

:i]keyBytes = Arrays.copyOf(keyBytes,16);

ﬁfSecretKeySpec keySpec = new SecretKeySpecdkeyBytes

SecureRandom

Secure

random = new SecureRandom();

String defaultKey = String.valueOf(random.ints());
byte[] keyBytes = defaultKey.getBytes();

keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes| "AES");




1 public class MultipleClass]1 { 1 public-class SecDevTM implements X509TrustManager {

-2 public void method1 (String passedAlgo) { 2 privete Ib0oLmetianager defaulild;

3 MultipleClass2 mc = new MultipleClass2 (); s Override

| 4 mc.method?2 (passedAlgo); 5 public void checkServerTrusted (X509Certificate[] chain, St
2 \ b 6 throws CertificateException {

; . ' 7 try{

: ; public 1t(;ie.lss MgltlpliCéazSS(é {. Aluo) ¢ 8 defaultTM.checkServerTrusted(chain, authType);
| public void metho tring cryptoAlgo . }

9 Cipher cipher = Cipher.getInstance (cryptoAlgo); 10 catch(CertificateException e){

- 10 1 1 Log.w("checkServerTrusted",e.toString());

11 } 12 }
o s ) !

Ll b ) Need to throw an exception




srgetProperty i i
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Predictable pwds for PBE

Predictable pwds for keystores

Dummy hostname verifier

Dummy cert. verifier

Use of HTTP

Weak PRNG

Static IV

Broken hash




- CryptoCode in Java Can Be Complex to Analyze

SRS 22class Crypto ({ Param Influence:—# Orthogonal invocations: C———3 - .. .". .
................ lclass PasswordEncryptor { 23 Ficld Influence: —# Orthogonal Influence: —»
.............................. G e sy LT
S 2 24 String ALGO = "AES"; : % pass . key IR
......... . | gt
o 3 Crypto crypto; 25 String ALGO_SPEC = "AES/CBC/NoPadding"; 3! getKey(..) l b
L 4 26 String defaultKey; 5| "defaultkey” | b
Lt § public PasswordEncryptor () 27 Cipher cipher: e, o
--------- : P PReL; g Context.getProperty(..) | |+ -0
................ 6 String passKey = PasswordEncryptor 28 g ! .
................ ! L
::::::::::::::::: -getKey ("pass.key"); 29 public Crypto(String defKey) { %: ' ::::::::::::
S | crypto = new Crypto (passKey); @ 30 cipher = Cipher.getInstance (ALGO_SPEC); B ] RITIRIREN
................. B « 1) asatanins Sttt @ :
SRR 8 } 31 defaultKey = defKey; // assigning field ‘g:: passKey b
................ 9 32 } |
.. 10 byte[] encPass(String []1 arg) 33 el
::::::::::::::::j 11 return crypto.encrypt(arg[0], arg[l]); @ 34 byte[] encrypt (String txt,String key) { ::::::::::::
12 ) 35 if (key == null) { SCREIEIEIEY
3 36 key = defaultkey; () SEIEIEEI
L 14 static String getKey (String srce) | 37 } L
::::::::::::::::: 15 String key = Context.getProperty(src); 38 byte[] keyBytes = key.getBytes ("UTIF-8"); | ::::::::::::
Dl 16 Af (key == null) { 39 byte[] txtBytes = txt.getBytes(); ! e
i 17 key = "defaultkey"; 40 SecretKeySpec keySpc = : s
Lo 180 ) : I
.o 19 return key; new SecretKeySpec (keyBytes, ALGO); : EUEDEE
T a0y 41 cipher.init (Cipher.ENCRYPT_MODE, keySpc); <! getBytea(..) EERNNNN
................. c" s ot
................ 21) E\, | b
''''''''''''''''' 42 return cipher.doFinal (txtBytes); }) =: l [
I ® keyBytes IR
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oS Systemearraycopy(saltGen, 0, salt, O, SALT SSTZE); i
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L Passwiord=based encryption  (PBE)



~ 98.6%Precision
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https://github.com/CryptoGuardOSS/cryptoapi-bench

- What does industrial strength code scanner look like?
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arXiv.org > c¢s > arXiv:2007.06122

Computer Science > Software Engineering ~ Llllh

[Submitted on 12 Jul 2020]

Industrial Experience of Finding Cryptographic SRR

Vulnerabilities in Large-scale Codebases SRR

Ya Xiao, Yang Zhao, Nicholas Allen, Nathan Keynes, Danfeng (Daphne)Yao, Cristina - -

Cifuentes IR

Enterprise environments need to screen large-scale (millions of lines of code) codebases for -

vulnerability detection, resulting in high requirements for precision and scalability of a static .- -

analysis tool. At Oracle, Parfait is one such bug checker, providing precision and scalability of ...

results, including interprocedural analyses. CryptoGuard is a precise static analyzer for detecting ...

cryptographic vulnerabilities in JavaTM1 code built on Soot. In this paper, we describe how to

integrate CryptoGuard into Parfait, with changing intermediate representation and relyingona ...




o Scanned 11 projects; reported 42 vulnerabilities with 0 false positive (100% precision)
~ o Average runtime 338.8s for 11 projects with average 395.4k LoC Sl

RSN 10° B Size ' L L L L L L L L L L L L L L L
........................ 5 m Runtime é

........................ : B Alerts :




ceeeecccsnnnnnee Q8 A9% Recall L

o 86.6% Precision -- 100% precision if excluding path sensitive cases

S s How: many reported alerts are real vulnerabilities? Higher the better ©
Type Total Cases | Insecure Cases | Secure Cases | Reported Cases | False Positives | False Negatives | Precision Recall
Basic Cases 27 24 3 24 0 0 100% 100%
Multiple methods 37 56 1 54 0 2 100% 96.43%
Multiple Classes 23 18 5 18 0 0 100% 100%

2 Field Sensitivity 19 18 1 18 0 0 100% 100%

- || Path Sensitivity 19 0 19 19 19 0 0 % 0 % |

: Heuristics 13 9 4 9 0 0 100% 100%
Total 158 125 33 142 19 2 86.62 % 98.40 %







-1 public byte[] encryptGCM(byte[] plaintext, byte[] keyBytes, - ::: --
SRS -~ bytel] iv){ |npredICtlngthE|aStAP|
RO SecretKey key = new SecretKeySpec(keyBtes, "AES"); g T
:::::::::: 3 IvParameterSpec ivSpec = new IvParameterSpec(iv); ::::::::::::::::::::::::::::::::::::l:n:::a::s:e: ; uenc : ::::::::::::::::::::::
LA Cipher cipher = createCipher("AES/GCM/NoPadding", "BC",  [llll-llllllll il sl
s — Cipher .ENCRYPT_MODE, key,ivSpec); T
RERENE ByteArrayQutputStream byteArrayQutputStream = new BT
RIS < ByteArrayOutputStream() ; L L L L
DSBS S NN NI I NI IIEI IS
6 CipherOutputStream cipherQutputStream = new

— CipherOutputStream(byteArrayOutputStream, cipher); | i

6 byteArrayOutputStream.write (.) [l

6 Cipher.doFinal (.. - High-frequency or obvious choices may .
i not belcorreet @

6 Cipher.updateAAD(..) B TS
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Real World
Crypto
Symposium

"- Real World Crypto Symposium aims to bring together cryptography researchers with developers implementing
. cryptography in real-world systems. The conference goal is to strengthen the dialogue between these two
.*. communities. Topics covered focus on uses of cryptography in real-world environments such as the Internet,

"+ the cloud, and embedded devices.

0 pen ACSAC 2020 @ [

LT ' December 7-11, 2020 + Online

| : : : : m CallFor ~  People ~  Attendee Schedule  Program ~ Code of Conduct

SRS . 1 R

- Hard Topic Theme: Deployable and Impactful IEEE Selii® Development Confbahc

DRI 1 September 28 - 30, 2020

RO Securlty Virtual Conference

SRS Sponsored by the IEEE Computer Society Techn
""" Committee on Security and Privacy




(In)secure crypto coding &R . .

examples S Video: https://youtube/ZORWBLURPOC

Secure TLS coding o

strategies sk



http://yaogroup.cs.vt.edu/videos.html
https://youtu.be/Z0RwBLURp9c
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ACM NEWS

A Tool for Hardening Java Crypto

By R. Colin Johnson
July 23, 2020
Comments

VEWAS: B [J|SHARE = & @ (€

Identifying cryptographic vulnerabilities in today's million-line
programs has become a critical endeavor. Because of the
increasing sophistication of cybercriminals, programmers can no
longer afford to test for vulnerabilities using only traditional
debugging techniques, followed by releasing software, collecting
bug reports and patching.

The new frontier being pursued by government, industry, and
academia are automated tools that are capable of culling
vulnerabilities before releasing source code into the wild. When
run on existing software, such as the open-source Apache
programs managing the world's servers, these tools also are
finding a surprising number of vulnerabilities in software that is
decades old.

Researchers at the Virginia Polytechnic

Institute and State University (Virginia Tech) Most open-source automated vulnerability checkers are still

say the vulnerability checking software they finding their way, but a team of researchers at the Virginia
deviopad (s mature; and nasring deployment. Polytechnic Institute and State University (Virginia Tech) claim
Credit: Wikimedia Commons to have vulnerability-checking software that is mature, and

approaching deployment. Called CryptoGuard, the software
automatically identifies cryptographic vulnerabilities in Java (and soon Python) source code. Funded by the
U.S. Navy's Office of Naval Research (ONR) and the National Science Foundation (NSF), CryptoGuard is

Comm. Of ACM article on CryptoGuard: https://cacm.acm.org/news/246385-a-tool-for-hardening-java-crypto/fulltext
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