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Make secure coding
more effective

Address

Fallthrough Map:

3725¢c -> 1324a
1324b -> 23e35
23e36 -> 82d27
82d28 -> 49ea3
49ea4 -> 598aa

1324a

1c9bc

23e35

3725b

49ea3

598a
a

7¢cb20
82d27

Memory Space

mov rsi, r14

jne 3725b

call [r12+rbx*8]

mov rdx, r13

cmp rbp, rbx

ret

add rsp, Ox8

a&i.rbx, 0x1

Address space layout randomization
under JIT-ROP attacks
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SIGSAC is planning a women’s networking dinner event at ACM CCS ‘19




Women in Cybersecurity (CyberW) Workshop, Dallas, TX

https://sites.google.com/a/vt.edu/cyberw2017/home
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Software is everywhere

Ford GT has over 10 million lines of code
F-22 Raptor has 2 million lines of code

Boeing 787 Dreamliner has 7 million lines of code

Ford pickup truck F-150 has 150 million lines of code

https://www.eitdigital.eu/news-events/blog/article/guess-what-requires-150-million-lines-of-code/



Security of Critical Infrastructure & Cyber-physical systems (CPS)

2%
3% 24% Remote Code Execution
4% l Information Disclosure
5% — § Buffer Overflow
6% I Protection Bypass
) l Denial of Service
8% :0:0:: Cross-Site Request Forgery *
9% g Cross-Site Scripting *
SQL Injection
\\ Path Traversal
l Privilege Escalation
e & Other

10% 12%
Industrial control systems (ICS)

Types of vulnerabilities in ICS components

https://www.ptsecurity.com/upload/corporate/ww-en/analytics/ICS-Security-2017-eng.pdf
https://www.infosecurity-magazine.com/news/critical-infrastructure-more/



Code gets closer and closer to your body

Four Categories of Networked Medical Devices

Internally embedded
B mmunmlm: D
Pacemakers and
other medical
devices are
implanted
inthe patiem but communicate
wirelessly, either with proprietary
wireless protocols or Bluetooth.

Wearable, external
medical devices:




Data Breach at the Retail Giant Target

Az NEWS

Target Settles 2013 Hacked
Customer Data Breach For $18.5
Million

10



Target Data Breach (Duration from Nov. 27 to Dec. 15, 2013)

D control path
—> data flow

PoS termlnals

1. Phishing attack
against Fazio
Mechanical Service

2. Accessing the
@ Target network
° & o

\ 3. Gaining access to
vulnerable machines

Compromised Hosts

4. Installing malware
b on PoS terminals

Drop sites 5. Collecting card

information from PoS

. 6. Moving data out of
____________________________________ the Target network
“ Attacker .
Fazio Mechanical 7. Aggregating stolen

card and person data

11
Breaking the Target. Yao et al. https://arxiv.org/pdf/1701.04940.pdf



https://arxiv.org/pdf/1701.04940.pdf

BlackPOS (Memory Scrapper Malware)

* Runs as a Windows service “POSWDS”
e Scans a list of processes that interact with the card reader
* Uploads credit cards to a compromised server (internal network repository)

BlackPOS

: program . 1 data exfiltration |
| maintenance Lo functionalities :
1 —
' | register service | ' 1 | scan process list | |

| I
: 4 J \ J :
: p 4 N E E p Y . :
: start service Lo select process {
I . J | I . J |
I_ _______________ | I |
I A |

________________ l
| repository S [ scan process J :
1 1 |
. aggregation | ! :
> . " .
' check time b (scan mem chunks] |
: Z : .
: A : I v :
g N ] |
| upload log ! [extract track info} :

AN J o
I 'Y

https://blog.trendmicro.com/trendlabs-security-intelligence/new-blackpos-malware-emerges-in-the-wild-targets-retail-accounts/



https://blog.trendmicro.com/trendlabs-security-intelligence/new-blackpos-malware-emerges-in-the-wild-targets-retail-accounts/

How can a HVAC vendor’s credential access Target’s
internal networks?



A Theory About How Hackers Reached Target from Fazio

1. Php scripts uploaded as

2. Web server attempted to invoices to Target’s billing portals

open it; code got executed

Target admin

Vendor

]
0 1 EAZI®
| WY
[ MECHANICAL SERVICES |

SAP Billing Portal

TARGET

https://www.owasp.org/index.php/Unrestricted File Upload

https://aroundcyber.files.wordpress.com/2014/09/aorato-target-report.pdf



https://www.owasp.org/index.php/Unrestricted_File_Upload
https://aroundcyber.files.wordpress.com/2014/09/aorato-target-report.pdf

é@ FireEye FireEye’s Intrusion Detection System (IDS)

FireEye alerts

More FireEye alerts

Target breach starts Breach ends

Nov. 27 Nov. 30 Dec. 2 Dec. 15, 2013

Target’s security team in Bangalore received FireEye alerts; sent alerts to Target headquarters

FireEye’s auto-malware-delete function was turned off

15



"Target was certified as meeting the standard for the payment card industry

(PCI) in Sept. 2013."
-- Gregg Steinhafel (Target then CEO, stepped down in 2014)

PCT GRS

https://www.pcisecuritystandards.org/ 16



https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Quick%20Reference%20Guide.pdf

Payment Card Industry Security Standard Council Manages All
Systems That Touch Payment Cards

T JAMERICAN
DISCOVER gss
Uniquely Yours
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Name of Qualified Security Assesscr (f applicable ) Proceed to Section 4
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Good News: Multi-factor Authentication -- A Lesson Learned from the
Target Breach

8.3 Secure all individual non-console administrative access ano the
Note: Multi-factor authentication requires that a minimum of two of the three authentication
methods (see Requirement 8.2 for descriptions of authentication methods) be used for
authentication. Using one factor twice (for example, using two separate passwords) is not
considered multi-factor authentication.

8.3.1 Incorporate multi-factor authentication for all non-console access into the CDE
for personnel with administrative access.
Note: This requirement is a best practice until January 31, 2018, after which it

becomes a requirement.

8.3.2 Incorporate multi-factor authentication for all remote network access (both
user and administrator, and including third party access for support or maintenance)
originating from outside the entity’s network.

B Security ©
https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCl DSS-v3 2.pdf Standards Council



https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCI_DSS-v3_2.pdf

Bad News: Current Enforcement of Data Security Standards is Weak

COMPANY

AccessiT Group, Inc
**In Remediation**

Alert Logic, Inc.

AppSec Consulting

AT&T Consulting Solutions

PLACE
OF
BUSINESS

United
States

United
States

United
States

United

PRODUCT
NAME

Access!T

Group ASV

Aperia Pro
Scan

AppSec
Certified

ATET

EMAIL CONTACT

jnix@aperiasolutions,

com

info@appsecconsulti
ng.com

pci@®att.com

LOCATIONSCERTIFICA
NUMBER

SERVED

Petemis %\)e
a Ve
e
e O

ertlogic.com  North
America
Europe,
Japan
Global

North
America

Global

5086-
01-01

4222-
0112

5051-
01.07

3834-
0112

5024-
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PCl merchant levels

teveL1 | eveL2 | LeveLs | LeveLa

6M +

Process more
than 6 million Visa
transactions per year,
regardless of channel.

Be identified as Level1
by any card association.

1-6M

Process 1to 6 million
credit card transactions
annually across all
channels.

20K-TM

Process 20,000 to
1 million e-commerce
credit card transactions
annually.

<20K

Process fewer than
20,000 e-commerce
transactions annually,
or process fewer than
1 million credit card
transactions annually
across all channels.

SECURITY REQUIREMENTS

Complete a ROC
annually by a
Qualified Security
Assessor (QSA) *. This
means an on-site audit
needs to occur every
year.

Quarterly scans by an
Approved Scanning
Vendor (ASV) *.

An AOC thatverifies

everything meets PCl
standards.

Conductan annual
Self-Assessment

Quarterly scans by an
Approved Scanning
Vendor (ASV).

An AOC that verifies
everything meets PCl
standards.

Conduct an annual
Self-Assessment

Quarterly scans by an
Approved Scanning
Vendor (ASV).

An AOC that verifies
everything meets PCI
standards.

Conduct an annual
Self-Assessment
Questionnaire (SAQ) *.

Quarterly scans by an
Approved Scanning

Vendor (ASV).

everything meets PCI
standards.

https://www.plumvoice.com/resources/blog/achieve-pci-compliant-tech/



https://www.plumvoice.com/resources/blog/achieve-pci-compliant-tech/

Can We Measure the Strength of PCl Enforcement?

Our BuggyCart Testbed embeds 35 vulnerabilities (will open source very soon)

Network security (14 test cases)

System security (7 test cases)

Web Application security (8 test cases)

Secure storage (6 test cases) — cannot be detected by external scans



Our BuggyCart Testbed and Commercial PCl Scanners Selected

PCI Scanners Price Spent Amount
Scanner 1 $2,995/Year  $0 (Trial)
Scanner 2 $2,190/Year  $0 (Trial)
Scanner 3 $67/Month  $335

Scanner 4 $495/Year $495

Scanner 5 $250/Year $250

Scanner 6 $59/Quarter $118

Scanner 7 Unknown N/A

Scanner 8 $350/Year N/A

Total - $1198

- - -BuggyCart Testbed ---

_____________________

Baseline Version

-

Scanning

X|X|Xx|Xx

X| X

* Fixing @ minimal
.

' set of vulnerabilities
i to get PCI DSS certified ,

XX

vVIiviviv

‘o

Certified Version

PCl Scanner

Scanning Reports



Worrisome PCl scanners security — Summary of Testbed Results

- - ﬂ

Baseline: #Vul. 17 16 7
Detected (29 Total*)
Certified: #Vul. 7 15 18 20 25
Remaining
#Vul. detected, but 0 3 7 7 4

no need to fix

*All 29 vulnerabilities violate the PCl’s data security specifications and are required by the
specifications to be removed.



Web Security Cases Are Particularly Weak

Req. Test Cases L/ou:ation g E_ Scanner 1 Scanner 2 | Scanner 3 _Scan_nerl_l Scanner 5
=2l 2|2 T/ & 2|2 zz/2]:¢
=213 £|3% % 3§ E|3 % | 3|¢%

=2 &) = &) = O - &) B O

26. Sql Inject in Admin Login Webapp | Yes X X X X X X X X X X

27. Sql Inject in Customer Login Webapp | Yes X X X X X X X X X X

28. Disable password retry restriction Webapp | Yes X X X X X X X X X X

65 2 Allow passwords with len <8 Webapp | Yes X X X X X X X X X X
30. Javascript source integrity check Webapp | Yes ® v X X X X X X X X

31. Don'’t hide program crashes Webapp | Yes X X X X X X X X X X

32. Implant XSS Webapp | Yes X X X X X X X X X X

33. Implant CSRF Webapp | Yes © v X X X X X X X X




Assess e-commerce sites with our PCICheckerlLite tool

E-commerce Websites #Vul. Websites

At least 1 At least 2

Business (122) 113 81
Shopping (163) 143 99
Arts (78) 76 54 e e e
Adults (65) 65 43
Recreation (84) 75 58
Category (810
gory (810) Computer (57) %6 a4 Using HTTP to transmit Signup form
Games (42) 42 31
Health (60) 55 41
Home (102) 93 65
Kids & Teens (37) 36 21
. TOp (288) 277 203 Certificate Viewer: “manusueto.map
Ranking (393) 5 4 om (105) 104 87 General Detalls
This certificate has been verified for the following uses:
Total (1,203) 1,135 (94%) 827 (69%)

SSL Client Certificate

SSL Server Certificate

Self-signed certificate

www.prodapt.com uses an invalid security certificate.

Issued Yo

Common Name (CN) mansueto.map. fastly.ret

The certificate is not trusted because it is selfsigned. C REAYIVIYY}
The certificate is only valid for

The certificate expired on February 13, 2018, S 4833 AM GMT-5. The current time is Macch 21, 2015, s WAL VRS VW)
%12 PM We use cookies to understar Serial Number 1COSBA 0BT 1AL T2 IAFSECAS
]

Error code: MOZILLA_PYIX_ERROR SELF SICNED_CERT Wrong hostname

Organization (Q) Fastly, Inc




Summary of Measurement Findings on the Payment Card Industry

5 out of 6 PCl scanners are not compliant with ASV scanning guidelines
— certifying merchants that still have major vulnerabilities

Is the concept of for-profit security certification an oxymoron?

94% payment-card-taking websites (out of 1,203) evaluated, that’re
supposed to be PCl compliant, are not

Specifications are comprehensive, enforcement is tough

Our ongoing work -- in touch with the payment card industry security standards council @

Security @
Standards Council




How Could Researchers Help?
To Bring in Transparency and Science

Very few high-quality open source web scanning tools available

PEN-
COPYRIGHT = Tw RETECHNULUGY

0 EN SUURC =i N
I EE = ST
a2 =T
czw
mend 1=
""‘> E

—a

=

0pen source "‘”FRE.E,S,!S!RUK!}WQE&S&@“ =

lm
!
(—

0OST 55

PUBLIC <

SYSTEM -l"l
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Who Wouldn’t Want to Write Secure Code?

Budget
Time

Resources

- 4
. —

29



Why Care About Deployment and Secure Coding Practices? [ICSE ‘18]

“Addingcsrf().disable() solved the issue!ll | have no
idea why it was enabled by default”

1 // Create a trust manager that does not validate certificate chains
“adding -Dtrust_all _cert=true | TrustManager[] trustAllCerts = new TrustManager []{

to VM arguments” new XSF)9T.rustManagc1.'() { -
- public java.security.cert.X509Certificate []

getAccepted l;}
5 public voig

A public void
“I want my client to accept // Install the all-trusting trus
any certificate (because I'm try {

.. SSLContext sc = SSLContext. getInstance ("SSL");
only ever pointing to one sc.init(null, trustAllCerts , new java.security.
server)” SecureRandom () ) ;

11 HttpsURLConnection. setDefaultSSLSocketFactory (sc

.getSocketFactory () );
12 } catch (Exception e) {}

Our work examined 497 Java and security related StackOverflow Posts

30
[Meng, Yao, et al. ICSE 2018]



How Much Influence Does StackOverflow Have?

Insecure Posts

Disabling CSRF
Protection*®

Trust All Certs
Obsolete Hash
Total Views

[Meng, Yao, et al. ICSE 2018]

Total No. of Min Max @ Average

Views Posts Views Views

39,863 5 261 28,183 7,258
491,567 9 95 391,464 58,594

91,492 3 1,897 86,070 30,497
622,922 17 - - -

* In Java Spring Security for web applications

StackOverflow posts that make insecure suggestions

have a large influence on developers.



Cyberbullying on Stackoverflow

User: MarsAtomic
[6,287]

User: skanga

[0]

“Do NOT EVER trust all certificates. That is very

dangerous.” o _ _
“once you have sufficient reputation you will be

able to comment”

“the "accepted answer" is wrong and INDEED it is
DANGEROUS. Others who blindly copy that code

should know this. “If you don't have enough rep to comment, ...

then participate ... until you have enough rep.”

https://stackoverflow.com/questions/10594000/when-i-try-to- 37
[Meng, Yao, et al. ICSE 2018] convert-a-string-with-certificate-exception-is-raised



How well are crypto implementations written?

Can one measure it?



Crypto Code in Java Can Be Complex to Analyze

22clasa Czypto |

1class PasswordEncryprtor |

R T

-— = e
voﬁo-:s e m

14
s
16
17

Z¥S s

Crypto crypho;

public PasawvordEncryptoz() |

)

String passkey = PasswordEncryptor

(getKey (“pass. . key®);

Crypto = naw Cryptolpasskey); (E)

bytel] enclasa(Stzing [] azg) |

)

return crypto.encrypt (argl0]l, arglll); (E)

static Ssring gesKey(String sro) |

String key = Context.getProperty(sro))
Lf (key == null) |
Rey = “"defaultkey®;
)
return key;
)

[Sazzadur et al. 2019]

LR R AR BB SR8 R AR

4

42

(a)

String ALGO = "AES“;

String ALGO_SPEC = “AES/CBC/%oPaddim™)
String defaulitkey;

Cipher cipher;

public Crypto(String defKey) |

cipher = Clpher.getinstance (CALOO_SPEC))
defavitKey = defKey; field
}

assigning

bytel] enczypt(Stzing txt,String key) |

AL (key == null)
koy = defaultkey; (:)

)

bytel] keyBytes = key.getBytes (“UTF-8%);
bytel] tatBytes = Lut.QetBytes())
SecrecKeyipec keylSpc =

sew SecretKeylpec(keyBytea, ALGO);

cipher.inis (Cipher .ENCRYPT _MODE, keySpo)

return clpher.dofinal (txtBytes);))

perkey(.)

J

paranl

Crypto:

‘—/'urr b
toy

faultKey

MD

E



Reduction of False Alerts by Our Refinements -- Off-the-shelf
Program Slicing Would Fail

1051 EE8 w/o RI (Apache) i Z=3 Apache
E=3 w/ Rl (Apache) £ =3 Android
@ w/o RI (Android) 60 - Q
Z3 w/ RI (Android) # a
2 104 % 7 g 507 s []
g 2 % < w0 A
: 2 7) 2 § 213 -
% 10°4 % ﬁ 7 g 30- . ; | 5
‘E ? 77 ? ? g : g 218 # #
3 2 7 7 % = 5 Z21% 5 2
ﬁ / ’ 4 i & 7 -:. ; '.: 2 = g
102 - % 4 7 % 10{ ~ @ Z1% 5 O
11111 n di O el
A /) l /) 0 - - T T T - T
(1.2] [3)Hardcoded (10) (12] [13)<1000 R R RI 0 RIV RIV
Preglec;:ble Kezj;gre Preglac'::ble Predlliltsable PBE Iterations
Reduction of false positives with refinement insights in 46 Breakdown of the reduction of false positives due to five
Apache projects (94 root-subprojects) and 6,181 Android of our refinement insights.

apps.
[Sazzadur et al. 2019] https://arxiv.org/pdf/1806.06881.pdf



https://arxiv.org/pdf/1806.06881.pdf

Deployment-quality — CryptoGuard handles complex code

DAPACHE

’ a
OFBiIz Apache Ranger

A light JAX-RS+CDI+)SON server!

Maximum, minimum and average LoC: 2,571K (Hadoop),
1.1K (Commons Crypto), and 402K, respectively



CryptoGuard Has the Deployment-grade Accuracy

Rules Total Alerts | # True Positives | Precision

(1,2) Predictable Keys 264 248 94.14 %
(3) Hardcoded Store Pass 148 148 100 %
(4) Dummy Hostname Verifier 12 12 100 %
(5) Dummy Cert. Validation 30 30 100 %
(6) Used Improper Socket 4 4 100 %
(7) Used HTTP 222 222 100 %
(8) Predictable Seeds 0 0 0%
(9) Untrusted PRNG 142 142 100 %
(10) Static Salts 112 112 100 %
(11) ECB mode for Symm. Crypto 41 41 100 %
(12) Static IV 41 40 97.56 %
(13) <1000 PBE iterations 43 42 97.67 %
(14) Broken Symm. Crypto Algorithm 86 86 100 %
(15) Insecure Asymm. Crypto 12 12 100 %
(16) Broken Hash 138 138 100 %

Total 1,295 1,277 98.61 %

[Sazzadur et al. 2019] https://arxiv.org/pdf/1806.06881.pdf



https://arxiv.org/pdf/1806.06881.pdf

Android App Libraries Have Issues

Package name

Violated rules

com.google.api 3,4,5,7
com.umeng.analytics | 7,9, 12, 16
com.facebook.ads 5,9, 16
org.apache.commons | 35,9, 16
com.tencent.open 2,7,9

96% of detected issues come from libraries

[Sazzadur et al. 2019] https://arxiv.org/pdf/1806.06881.pdf

2
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Rules
Predictable pwds for PBE

Predictable pwds for keystores

Dummy hostname verifier
Dummy cert. verifier

Use of HTTP

Weak PRNG

Static IV

Broken hash


https://arxiv.org/pdf/1806.06881.pdf

CryptoAPIBenchmark and Comparison with State-of-the-arts

Troe | True
Advanced Test Cases Paositive Negative SpotBugs CRYPTOGUARD CrYSL Coverity
Coumt Coumt
: TF | FP | FN "  FP  FN " | FP | FN TP | FP | FN '
Two-lnterprocedural T 13| 0 o Joln3Tn2tol 1T w37 3173107110
_Three-Interprocecural 15 ‘ O [ O Jo 3120 1 Jw 33 30|
Ficld Sensitive 135 | 0 (0 13 13 0 0 10 2 5 | 0 12
" Combined Case s | 0 o 21131270 1 [0 2713 3 O | 10 |
" Path Sensitive o | 13 Fo Tl olT o T 3T oT oT3ToT9oT 270
" False Positive Cases | § | J FoO T 0 1Yy Ty 7 07T 07T o0 Tse Ty 77070713y
“Multiple Class methods | 13 | 0 o [0 [13 [ 13,00 [0 3 3 30 10|
Results | FPR (%) | T8 ' 4453 | 6667 ' 42.56
CFNR (%) [ 100 [ 441 | 4118 | 80.88
" Recall (%) | 0 | 93559 | 5882 | 19.12
| Precision (%) | 0.00 j 8113 | 5556 | 5200

Results as of April 8, ‘19

Benchmarks help motivate researchers to improve their tools;
CrySL (from Bodden’s group) has shown improved performance



Ongoing Work on Transitioning CryptoGuard to Practice

[Science of Security] Putting together a benchmark for evaluating detection

dCCUuracy
o® O

°®

[Transition to Practice] Deployment in DHS Software Assurance

Marketplace ..
(D rackspace.

MITRE ...

[Engaging Industry/Government] Training, feedback and improvement

40
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How well are fine-grained address space layout randomization
(ASLR) solutions, under JIT-ROP attacks?

Can one measure it?

Our work on fine-grained ASLR is under review



Measurement of Deep Learning for Software Security

Jump on the bandwagon

[PX] BA., HRFR, BRBRK,. H8



Harness the Deep Learning Revolution for Security;
Ask Measurement Questions

[General purpose embeddings vs. task-specific embeddings]
[Security-relevant datasets]

[Security-relevant tasks, benchmarks]

[Evaluation methodology -- recipes]

[Security-specific interpretation of ML findings]



The Paparazzi

The AR Register’

TER SOFTWARE SECURITY TRANSFORMATION DEVOPS BUSINESS PERSONAL TECH

Security

Java security plagued by crappy docs,
complex APIs, bad advice

Boffins bash stale Stack Overflow fixes and lazy
developers

By Thomas Claburn in San Francisco 29 Sep 2017 at21:14 51() SHARE VY
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Researchers Have a Unique Position --
Bringing in Transparency and Science

. W%IIN%FURMATIUN
open source CE s

+~UPEN
ol UQTWAREIECHNULUGY
UPEN%SU RCE::

CULTURE

BAT
. CREATV

US CI.TI] L

>

E

DEVELUPMENT;

Testbeds, Benchmarks, Measurement,

Open Source Tools, Deployment

SEMEDIAS
INTERNETz

E DIGITAl
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Deployable and Impactful Security Focus at ACSAC ‘19

=40

Hard Topic Theme: Deployable and Impactful Security
» Needs to identify key deployment challenges, explain the deficiencies in state-of-the-art solutions, and
experimentally demonstrate the effectiveness of the proposed approaches and (potential) impact to the real

world.

* May involve prototyping, defining metrics, benchmark evaluation, and experimental comparison with state-of-

the-art approaches in testbeds or real-world pilots, possibly with operational data.



Latl 14

12th USENIX Workshop on Cyber Security

Experimentation and Test

AUGUST 12, 2019
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Questions and
comments?



