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Recap: Kernel vs. User Programming

• No libc or standard headers

– Instead, the kernel implements lots of libc-like functions

• Examples:

– #include <string.h> → #include <linux/string.h>

– printf(“hello!\n”) → printk(KERN_INFO “hello”)

– malloc(64) → kmalloc(64, GFP_KERNEL)

• Linux kernel code uses many GCC extensions

• Inline functions: “static inline void func()”

• Inline assembly: <2%

– asm volatile(“rdtsc” : “=a” (l), “=d” (h));

• Branch annotation: hint for better optimization

– if (unlikely(error)) { ... }

– if (likely(success)) { ... }
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• No (easy) use of floating point

• Small, fixed-size stack: 8KB (2 pages) in x86

• No memory protection

– “SIGSEGV” → kernel panic (oops)

• Example of kernel panic: here

https://superuser.com/questions/973385/random-kernel-panic-after-re-installing-arch-linux
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• Synchronization and concurrency

– preemptive multitasking → synchronization among tasks

» A task can be scheduled an re-scheduled at any time

– Multi-core processor → synchronization among tasks

» A kernel code can execute on two more processors

– Interrupt → synchronization with interrupt handlers

» can occur in the midst of execution (e.g., accessing resources)

» need to synchronize with interrupt handler 
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Linux Kenrel Coding Style

• Indentation: 1 tab → 8-character width (not 8 spaces)

• No CamelCase, use underscores: SpinLock → spin_lock

• Use C-style comments: /* use this style*/ not // 

• Line length: 80 column

• Write code in a similar style with other kenrel code

– Reference: Documentation/process/coding-style.rst

https://github.com/torvalds/linux/blob/master/Documentation/process/coding-style.rst
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/*
 * a multi-lines comment
 * (no C++ '//' !)
 */

struct foo {
        int member1;
        double member2;
}; /* no typedef ! */

#ifdef CONFIG_COOL_OPTION
int cool_function(void) {
 return 42;
}
#else
int cool_function(void) { }
#endif /* CONFIG_COOL_OPTION */

void my_function(int the_param, char 
*string, int a_long_parameter,
 int another_long_parameter)
{
 int x = the_param % 42;

 if (!the_param)
  do_stuff();

 switch (x % 3) {
 case 0:
  do_some_stuff();
  cool_function();
  break;
 case 1:
  /* Fall through */
 default:
  do_other_stuff();
  cool_function();
 }
}
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Summary of Tools

• Version control: git, tig

• Configure the kernel: make oldconfig / menuconfig

• Build the kernel: make –j8; make modules –j8

• Install the kernel: make install; make modules_install

• Explore the code: make cscope tags –j8; cscope, ctags

• Editor: vim, emacs

• Screen: tmux

• The missing cs education: https://missing.csail.mit.edu/

– watch the videos

https://missing.csail.mit.edu/
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Useful Online Resources

• The Linux Kernel Documentation: the extensive documents extracted from kernel 
source

• Linux Weekly News (LWN): easy explanation of recently added kernel features

• Linux Inside: textbook-style description on kernel subsystems

• Kernel newbies: useful information for new kernel developers

• Linux Kernel API Manual

• Kernel Recipes

• Kernel Planet

https://www.kernel.org/doc/html/latest/
https://lwn.net/
https://0xax.gitbooks.io/linux-insides/content/
https://kernelnewbies.org/
https://www.kernel.org/doc/htmldocs/kernel-api/
https://kernel-recipes.org/
http://planet.kernel.org/
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• Ring 0 protects everything relevant to isolation

– writes to `%cs` (to defend CPL)

– every memory read/write

– I/O port accesses

– control register accesses (`eflags`, `%fs`, `%gs`, ...)

• Controlled transfer: system call

– `int`, `sysenter` or `syscall` - 

– Q: How to systematically manage such interfaces?
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• One and the only way for user-space application to enter the kernel to request OS 
services and privileged operations such as accessing the hardware

– A layer between the hardware and user-space processes

– An abstract hardware interface for user-space

– Ensure system security and stability
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An Illustration with “int 0x80”
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System Call Examples

• Process management/scheduling: 

– `fork`, `exit`, `execve`, `nice`, `{get|set}priority`, `{get|set}pid`

• Memory management: 

– `brk`, `mmap`

• File system: 

– `open`, `read`, `write`, `lseek`, `stat`

• Inter-Process Communication: 

– `pipe`, `shmget`

• Time management: 

– `{get|set}timeofday`

• Others: 

– `{get|set}uid`, `connect`

• Q: Where are system call implementations in Linux kernel?
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Syscall Table and Identifier

• The syscall table for x86_64 architecture

– `linux/arch/x86/entry/syscalls/syscall_64.tbl`

• Syscall ID: unique integer  sequentially assigned
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“sys_call_table”

• `syscall_64.tbl` is translated to an array of function pointers, `sys_call_table`, upon 
kernel build

– `linux/scripts/syscalltbl.sh`
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Syscall Implementation
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Invoking a Syscall

• Syscalls are rarely invoked directly

– Most of them are wrapped by the C library (libc, POSIX API)
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Invoking a Syscall

• A syscall can be directly called through `syscall`

– See “man syscall” → C library uses “syscall”
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System Call Instructions

• x86 instruction for system call

– “inte $0x80” raise a software interrupt 128 (old)

– ”sysenter”: fast system call (x86_32)

– “syscall”: fast system call (x86_64)

• Passing a syscall ID and parameters

– syscall ID: “%rax”

– parameters (x86_64) 

» passed via registers: rdi, rsi, rdx, r10, r8, r9

» Use struct pointer to pass in more/larger arguments (e.g., struct sigaction)

» Need to validate memory! Why?

– If a function has more than six arguments, other parameters will be placed on the stack
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Invoking a Syscall

• x86_64 architecture has a “syscall” instruction
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Handling the Syscall Interrupt

• The kernel syscall interrupt handler, system call handler

– “entry_SYSCALL_64 at linux/arch/x86/entry/entry_64.S

• “entry_SYSCALL_64” is registered at CPU initialization time

– A handler of “syscall” is specificed at a “IA32_LSTAR MSR” register

– The address of “IA32_LSTAR MSR” is set to “entry_SYSCALL_64 at boot time: 
syscall_init() at linux/arch/x86/kernel/cpu/common.c
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• “entry_SYSCALL_64” invokes the entry function for the syscall ID

– call do_syscall_64

– regs->ax = sys_call_table[nr](regs);
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Returning from the Syscall

• x86 instruction for system call

– ”iret”: interrupt return (x86-32 bit, old)

– ”sysexit”: fast return from fast system call (x86-32 bit)

– “sysret”: return from fast system call (x86-64 bit)
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Syscall Example: gettimeofday()

• man gettimeofday
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Example C Code
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Kernel Implementation
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User-space vs. kernel-space Memory

• User space cannot access kernel memory

• Kernel code must never blindly follow a pointer into user-space

– Accessing incorrect user address can make kernel crash!

• Q: How to prevent a user-space access kernel-space memory?

• Q: How to safely access user-space memory?
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copy_from_user() + copy_to_user()

• Is the provided user-space memory legitimate?

– If not, raise an illegal access error

• Does the user-space memory exist?

– If swapped out, kernel accesses the user-space memory after swap-in so the process can 
sleep
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Implementing a New System Call

• Write your syscall function

– Add to the existing file or create a new file

– Add your new file into the kernel Makefile

• Add it to the syscall table and assign an ID

– linux/arch/x86/entry/syscalls/syscall_64.tbl

• Add its prototype in linux/include/linux/syscalls.h

• Compile, reboot, and run

– Touching the syscall table will trigger the entire kernel compilation
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• Example: syscall implemented in linux sources in linux/my_syscall/my_func.c

• Create a linux/my_syscall/Makefile

– obj-y += my_func.o

• Add “my_syscall” in linux/Makefile

– core-y += kernel/ certs/ mm/ fs/ .... my_syscall/
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Why Not to Add a New Syscall

• Pros

– Easy to implement and use, fast

• Cons

– Need an official syscall number

– Interface cannot change after implementation, need to maintain it forever

– Must support every architecture

– Probably too much work for small exchanges of information, easily an overkill!

• Alternative

– Create a device node and “read()” / “write()”

– Use “ioctl()”
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Improving Syscall Performance

• System call performance is critical in many applications

– Web server: select(), poll()

– Game engine: gettimeofday()

• Hardware: add a new fast system call instruction

– int 0x80 → syscall

• Software: vDSO (virtual dynamically linked shared object)

– A kernel mechanism for exporting a kernel space routines to user space applications

– No context switching overhead

– e.g., “gettimeofday()”

» the kernel allows the page containing the current time to be mapped read-only into user space

• Software: FlexSC: Exception-less system call, OSDI 2010

– Optimizing system call performance for large multi-core systems

– “FlexSC improves performance of Apache by up to 116%, MySQL by up to 40%, and 
BIND by up to 105% while requing no modifications to the applications
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Readings

• LWN: Anatomy of a system call: part 1 and part 2

• LWN: On vsyscalls and the vDSO

• Linux Inside: system calls

• Linux Performance Analysis: New Tools and Old Secrets

https://lwn.net/Articles/604287/
https://lwn.net/Articles/604515/
https://lwn.net/Articles/446528/
https://0xax.gitbooks.io/linux-insides/content/SysCall/
https://www.usenix.org/conference/lisa14/conference-program/presentation/gregg
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