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Abstract

Despite ongoing efforts to integrate security concepts into computer
science curricula, many graduates still lack practical software secu-
rity skills. Active learning strategies—such as drill-and-practice—
offer a promising approach to bridging this educational gap. To
implement these strategies effectively, educators must design and
deliver hands-on exercises focusing specifically on secure program-
ming. However, creating effective secure programming exercises
is difficult, requiring substantial time and in-depth expertise. This
paper examines the potential of generative Al to aid in creating
drill-and-practice exercises for introductory secure programming
settings. Specifically, we prompt several large language models
(LLMs) to assist in generating exercises targeting three common
software vulnerability classes, with tasks aligned to the advanced
beginner stage of the Dreyfus skills acquisition model. We sys-
tematically evaluate the generated exercises for correctness and
instructional viability. Our results show that, for some vulnerabili-
ties, LLMs can produce technically sound and useful exercises for
advanced beginners. While many generated exercises were near
classroom-ready, minor fine-tuning is often necessary to ensure
quality and pedagogical alignment. These findings suggest that ef-
fective exercise generation in secure programming is best achieved
through a symbiosis between generative Al and human educators.
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1 Introduction

Security is now a fundamental component of most computing cur-
ricula, and few graduates complete their studies without some expo-
sure to security concepts. Nevertheless, software security remains
a moving target, with new vulnerabilities discovered daily [24].
Despite widespread integration of security topics into curricula,
students continue to produce bug-prone code [33], which often car-
ries over into professional practice [19]. This persistent gap raises a
key question: can innovative pedagogical strategies better translate
theoretical security knowledge into practical skills? Active learning,
which emphasizes engagement through hands-on activities, has
long been proposed as a key approach to bridging this gap.

One promising avenue lies in drill-and-practice platforms, which
have long been used in computer science education to help stu-
dents repeatedly apply newly learned programming concepts with
immediate feedback. Popular examples include Leetcode [20], Hack-
erRank [15], and CodeWars [6]. Recently, researchers have begun
exploring how the benefits of drill-and-practice can be adapted
specifically for secure programming education. A notable initiative
is the SECURECODER platform [34], which, although currently a
proof-of-concept, demonstrates the key design concepts and shows
promise as a communal resource for security educators and a spring-
board for future research.

The success of any drill-and-practice platform depends heavily
on the quality and size of its exercise bank. Secure programming,
in particular, demands a complex and nuanced set of skills, making
exercise creation especially challenging. The SECURECODER authors
rightly emphasize the need for contributions from software secu-
rity experts. However, achieving this goal faces two main obstacles.
First, creating educationally meaningful and effective exercises
requires both pedagogical sophistication and deep security exper-
tise. Second, such experts are scarce and have limited resources.
Motivated by the recent success of generative Al in producing tra-
ditional programming exercises [8, 12, 22, 23, 35], we investigate
its potential as an instructor’s aid in creating secure programming
assignments. Specifically, we target exercises aligned with the ad-
vanced beginner stage of the Dreyfus skill acquisition model [10]—a
level that corresponds to undergraduate learners who have some
programming experience but are still developing conceptual depth.
This focus reflects a growing consensus that security education
should be integrated early in the curriculum [36, 37].

To that end, we extended the SECURECODER platform with func-
tionality that leverages large language models (LLMs) to aid exer-
cise creation. Recognizing that instructors may wish to generate
exercise banks targeting specific skills and difficulty levels, our
approach prompts the model to generate exercises similar to exist-
ing ones. This process produces draft exercises pre-populated with
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reasonable content, which educators can then review, tweak, and
validate according to their instructional needs.

We therefore ask whether current LLMs can reliably generate
secure programming exercises that are both technically correct and
educationally viable. Rather than aiming to replace the instructor,
we evaluate whether LLMs can alleviate the cognitive and temporal
burden of creating initial exercises. Specifically, we systematically
evaluated our approach by assessing how well various LLMs gener-
ate exercises tailored to the advanced beginner level. Our findings
suggest that LLMs can produce viable, secure programming exer-
cises, although instructor refinement remains essential.

Building on these insights, we make the following contributions:

e We present an LLM-based approach for generating secure
programming exercises at scale for SECURECODER.

e We evaluate our approach’s ability to produce technically
correct and pedagogically viable exercises.

e We propose a symbiotic division of responsibility between
LLMs and educators for crafting secure coding exercises.

2 Background and Related Work

In this section, we discuss the technical background required to
understand this work and the closely related state of the art.

2.1 Drill-and-Practice and SECURECODER

Active learning—where students engage directly with educational
activities—has proven effective for teaching computing concepts at
the university level [2, 3, 32]. A popular active learning technique is
drill-and-practice, a teaching method that reinforces skills through
repeated exercises and examples [21]. Widely used in programming
training, popular platforms such as HackerRank [15], LeetCode [20],
and CodeWars [6] offer large collections of coding challenges that
focus on core topics, including algorithms and data structures. In
academic settings, researchers have studied the effectiveness of drill
and practice for improving programming proficiency [11, 17, 30].

A recent publication introduces a design for SECURECODER, a
drill-and-practice platform aimed explicitly at training secure pro-
gramming skills [34]. This work describes the unique architecture
required to support secure programming exercises. The SECURE-
CobER architecture supports a purple training approach: combining
offensive (red) and defensive (blue) exercises [7]. Offensive exer-
cises involve exploiting a software vulnerability, whereas defensive
exercises involve patching it to mitigate the vulnerability. To ensure
that intentionally malicious inputs cannot harm the host system,
exercises are executed in an isolated sandbox [9].

There are two critical components to a SECURECODER exercise:
(1) a vulnerable function and (2) a driver function. The vulnera-
ble function contains an instance of a software vulnerability. The
driver function is responsible for executing the exercise and veri-
fying whether the vulnerability has been successfully exploited or
patched. The driver function must contain logic tailored to the spe-
cific vulnerability. Driver functions are implemented as the main
function, and the process’s exit code indicates exercise success
(zero) or failure (non-zero).

Successfully implementing a SECURECODER driver function re-
quires deep software security expertise to be able to tailor the
implementation to the specific vulnerability—for example, a NULL
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pointer dereference exercise should be verified by handling SIGSEGV
signals. As a result, while building a sufficiently large and varied
exercise repository for programming exercises, in general, is cogni-
tively taxing and resource-intensive, accomplishing this goal for
SECURECODER is further complicated by the intricacies of writing
driver functions.

2.2 Dreyfus Model

The Dreyfus model of skill acquisition outlines a progression from
novice to expert through five distinct stages of development [10].
The early stages—novice, advanced beginner, and competent—align
closely with the learning progression of undergraduate students.
Drill-and-practice tasks, particularly well-scaffolded ones, are well-
suited for learners in these initial stages, as they help develop pat-
tern recognition and establish building blocks for more meaningful
learning [21]. We focus on the advanced beginner stage, as it repre-
sents learners with some hands-on experience who are beginning
to apply concepts in realistic contexts. This level is particularly rel-
evant for introductory security instruction, where students benefit
from both context-free and situational scenarios.

2.3 LLM-generated Programming Exercises

Recent advances in large language models have opened new av-
enues for automated code generation [5, 18]. Several studies have
explored using LLMs to generate educational programming tasks [8,
12, 22, 35], typically emphasizing functional correctness. However,
there is a notable research gap regarding intentionally generating
insecure code. While some studies have synthetically generated vul-
nerable code for benchmarking [4], and others observe that LLMs
may inadvertently introduce security flaws [28, 29], the deliberate
use of LLMs to produce insecure code as a learning tool remains
largely unexplored.

Our work fills this gap by evaluating whether LLMs can generate
exercises that intentionally include common vulnerabilities. Unlike
prior work that prioritizes functional correctness, we investigate the
practical and pedagogical utility of LLM-generated exercises that
are specifically tailored to secure programming. While LLMs have
demonstrated their promise for generating programming exercises,
it remains essential that a human-in-the-loop approach be applied to
allow experts to ensure exercises are contextually and pedagogically
appropriate [23]. In this study, we adopt this framing, positioning
LLMs as a tool to aid instructors in creating new and viable secure
programming exercises.

3 Generating Secure Programming Exercises

Our approach assumes that the underlying drill-and-practice plat-
form provides a standardized interface for incorporating new exer-
cises. As SECURECODER was initially released as a proof-of-concept,
we extended its backend to support persistent exercise storage. We
redesigned the frontend and API to support the creation and editing
of exercises. These modifications not only enabled our study but
also laid the essential groundwork for scaling SECURECODER and
similar platforms.
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3.1 Exercise Generator Microservice

At the core of our approach is a microservice that interfaces with
LLMs to generate new exercises. This microservice exposes a REST-
ful endpoint, /:id/generate, which triggers the generation of a
new exercise based on the existing one with ID id. When called,
the service retrieves the original exercise’s metadata—including
its prompt, vulnerable function, driver function, solution, and ex-
planatory text—from the database. It then uses this information
to construct a prompt that instructs the LLM to generate a similar
exercise. The generated exercise can optionally be forwarded to the
platform’s execution sandbox to verify compilation and correctness.
The microservice is configurable to interface with several commer-
cial LLMs. For our evaluation, we selected three cost-effective mod-
els from distinct organizations: Gemini 2.0 [13, 14], GPT-4o0 [26, 27],
and Claude 3.5 Haiku [1].

3.2 Prompt Engineering

Prompt engineering is a critical component of our workflow. Build-
ing on established techniques [39], we designed a prompting strat-
egy to generate exercises aligned with the goals of SECURECODER.
First, we establish a persona for the LLM: a knowledgeable instruc-
tor’s assistant with expertise in secure programming. This framing
encourages the model to prioritize pedagogical clarity and technical
correctness. This design emulates an academic workflow in which a
teaching assistant drafts exercises for subsequent instructor review,
consistent with a human-in-the-loop model [23].

Second, we provide detailed contextual information. The prompt
specifies the targeted common weakness enumeration (CWE) [25],
the Dreyfus skill level (advanced beginner), and the components
of a SECURECODER exercise. Each prompt includes: (1) an exercise
description, (2) a vulnerable C function, (3) a driver function that
validates the vulnerability, (4) an exercise solution, and (5) an ex-
planation highlighting the vulnerability, its implications, and the
solution. We also provide additional constraints (e.g., must com-
pile using GCC, only use standard library functions, accept input
via stdin). The additional context varies slightly between vulnera-
bility classes and exercise types (e.g., avoid using network-based
commands for CWE-78).

Third, we provide a working example of an exercise targeting the
desired CWE and exercise type. We follow a one-shot prompting
strategy, priming the model with a single example of an existing SE-
cuRECODER exercise that targets the same CWE and exercise type.
Although prior work shows mixed results for few-shot prompting
in programming contexts [8, 31], we expect that the models are
unlikely to provide adequate driver functions without a working
example. Further, our approach augments SECURECODER by pro-
viding functionality to generate an exercise similar to an existing
one, a usage model most closely aligned with a one-shot parame-
terization. As the SECURECODER exercise set continues to grow, we
plan to explore the potential of few-shot prompting. A few-shot ap-
proach may improve the quality of outputs due to the diverse ways
that each CWE may manifest. However, significant within-group
differences may lead to excessive variability. The impact of other
prompting strategies remains for future work.

Finally, each prompt includes instructions for the strict output
format for the model to follow. This enhances the likelihood that the
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model will produce an output suitable for programmatic analysis
and storage. Due to the rapidly changing landscape of generative Al,
we anticipate that prompt components will need periodic revision
to adapt to new models and capabilities.

4 Methodology
Our evaluation aims to answer the following research questions:

e RQ1: How effective are LLMs at generating functional and
correct secure programming exercises?

e RQ2: How viable is an LLM-based approach for generating
quality, advanced beginner secure programming exercises?

To answer these questions, we systematically evaluated the abil-
ity of LLMs to generate correct and viable secure programming
exercises. Our evaluation focuses on two criteria: (1) correctness:
whether the generated exercise is syntactically and semantically
correct (i.e., compiles) and exhibits the expected behavior accord-
ing to the exercise type and (2) viability: the degree to which the
generated exercises are classroom-ready.

We evaluate exercises targeting three pedagogically relevant
vulnerabilities drawn from the SECURECODER pilot study: CWE-476:
NULL Pointer Dereference, CWE-121: Stack-Based Buffer Overflow,
and CWE-78: OS Command Injection [34]. These vulnerabilities
demonstrate diverse behaviors and are often listed in the MITRE
common weakness enumeration (CWE) top 25 lists [25].

4.1 Correctness

The notion of correctness differs between offensive and defensive
exercises. An offensive exercise is considered correct if the model-
provided solution successfully triggers the vulnerability. For veri-
fying defensive exercises, we employ a two-step procedure. First,
supplying the vulnerable function as the “solution” must indicate
that a vulnerability is present. Second, the proposed solution must
demonstrate that the vulnerability has been successfully removed.
A limitation of this notion of correctness is that it does not account
for issues with the logic of the driver function. However, the quality
of the driver function is addressed by the viability evaluation.

In addition to passing or failing (as indicated by the exit code), the
exercise may be syntactically or semantically incorrect. Exercises
that fail to compile are inherently unusable. Trivial compilation
issues (e.g., missing #include statements or incorrectly escaped
newline and quotation characters) were automatically corrected
where possible. Exercises that failed to compile after such correc-
tions were deemed incorrect.

We generated a total of 450 exercises using three models (Gemini
2.0, GPT-40, and Claude 3.5 Haiku), across the three targeted CWEs
and two exercise types. We produced 25 exercises per configuration,
with a total of 18 configurations (3 models X 3 CWEs X 2 types).
Each exercise was compiled and executed in a sandbox environment,
noting the number of correct, incorrect, and compilation issue cases.
Correct exercises were considered successful, whereas incorrect or
compilation-error cases were considered failures.

4.2 Viability

A drill-and-practice platform, like SECURECODER, is only as effective
as the size and quality of its exercise bank. A significant obstacle to
filling this bank is the shortage of security expertise and instructor
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Figure 1: Exercise correctness rates (%) by model, CWE, and
exercise type

resources. This work explores the viability of an alternative ap-
proach that employs LLMs to create new exercises, and as such, the
viability of the generated exercises themselves must be evaluated.

Although viability is fundamentally subjective, in the context
of automatically generated assignments, instructors often reason
in terms of the amount of additional work they need to perform.
Specifically, a generated exercise may be suitable to assign as is,
or it may require varying amounts of correction or refinement
from the instructor. In light of that observation, we utilize a 4-level
viability scale: 3 (ready): can be used as is; 2 (minor changes): re-
quires only small superficial edits (e.g., formatting, grammar); 1
(major changes): requires structural revisions but retains core in-
structional value; 0 (unusable): fundamentally flawed. Typically, a
minor change affects fewer than half a dozen lines of code, while a
major one encompasses multiple lines or functions. Personal over-
head measures the mental effort and motivation required to learn,
adopt, or adapt a particular educational technology [38]. Our viabil-
ity scores mirror personal overhead by defining the levels of effort
an instructor must expend to integrate a generated assignment into
their course.

As viability assumes correctness, we need sufficient, correct test
cases (i.e., five exercises) for each configuration. Hence, we gen-
erated 90 additional exercises, whose correctness was ensured as
defined above. For each generated exercise, we evaluate the fol-
lowing exercise components using the 0-3 viability scale discussed
above: (1) the exercise prompt, (2) the vulnerable function, (3) the
driver function, and (4) the exercise explanation. Additionally, we
use the same 0-3 scale to evaluate how well the exercise aligns
with the advanced beginner stage of the Dreyfus model.

To automate the scoring process, we employ LLM-as-judge [16].
The components of each exercise were scored by GPT-40 using the
4-level viability scale. We selected GPT-4o0 as the judge due to its
greater score variance and seemingly more realistic evaluations.
In contrast, Gemini and Claude awarded near-perfect scores to all
exercises, limiting their utility for reliable assessment. For reliability,
we manually reviewed a subset of 36 exercises—two from each
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Table 1: Significant logistic regression results (baseline:
Claude 3.5, CWE-121, Defensive)

Variable Coef. p-value 95% CI
Intercept 2.44 0.001 [0.997, 3.887]
CWE-78 -4.43  <0.001 [-6.317,-2.553]
Offensive -2.52 0.003 [-4.167,-0.878]

CWE-78 X Offensive  3.36 0.003 [1.126, 5.598]

configuration. A human reviewer scored exercise components using
the same scale. These scores are compared to LLM-assigned scores
to assess trustworthiness and judgment quality.

4.3 Statistical Analysis

To analyze success rates in the correctness evaluation, we treated
success as a binary outcome (i.e., correct or incorrect) and applied
three statistical procedures. First, we calculated the success rates
for each configuration. Second, we conducted a chi-squared test to
evaluate whether the distribution of success rates was associated
with model, CWE, or exercise type. This test assesses the indepen-
dence of categorical variables and identifies whether any grouping
factor significantly influences correctness. Third, we applied binary
logistic regression to estimate the effect of individual predictors on
the probability of success, using Claude 3.5 Haiku, CWE-121, and
defensive exercises as the baseline condition.

To analyze the viability scores and assess differences across
configurations, we conducted a multivariate analysis of variance
(MANOVA) using the five component scores (prompt, vulnerable
function, driver, explanation, and Dreyfus alignment) as dependent
variables. For post hoc comparisons, we performed Tukey’s HSD
test to identify pairwise group differences where main effects were
significant. All significance thresholds were set at p < 0.05. To
assess the validity of the LLM-as-judge evaluation process, we
compared LLM-assigned scores to manual scores by computing the
proportion of exact and near-matches.

5 Results and Discussion

In this section, we present the results of our evaluation and discuss
their implications according to our research questions.

5.1 RQ1: Correctness

Summary: Despite divergence across CWEs and exercise
types, our evaluation shows promising correctness rates.

Figure 1 presents success rates by model, CWE, and exercise
type. Success rates ranged from 4% to 92%, indicating substantial
variability across configurations. Exercises involving CWE-121 and
CWE-476 generally exhibited higher correctness rates. In contrast,
exercises targeting CWE-78 underperformed across the board, with
defensive variants exhibiting success rates as low as 4%.

We conducted a chi-squared test to evaluate whether success
rates were associated with model, CWE, or exercise type. The results
showed that only the CWE had a statistically significant effect on
success rates (y? = 67.599, p < 0.0001). This result suggests that
correctness is more sensitive to the class of vulnerability than the
type of exercise or the model that generated it.
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Table 2: Mean component scores (0-3) by parameter as deter-
mined by GPT-40

Group Dreyfus Driver Prompt Expl Vuln Total
Mean 2.24 2.03 2.00 231 281 11.27
SD 0.43 0.46 0.00 0.47 0.39 098
Claude 3.5 2.33 1.93 2.00 240 270 11.17
GPT-40 2.17 2.00 2.00 2.10 290 11.07

Gemini 2.0 2.23 2.17 2.00 243 283 11.57

CWE-121 2.23 1.90 2.00 230 290 11.23
CWE-476 2.20 1.87 2.00 243 273 11.07
CWE-78 2.30 2.33 2.00 2.20  2.80 11.50

Defensive 2.33 2.04 2.00 238 2.89 1142
Offensive 2.16 2.02 2.00 224 273 1111

Logistic regression further clarified these relationships (Table 1).
CWE-78 had a significant negative effect on the success rate (coef
=-4.43, p < 0.001), suggesting that exercises involving command
injection were less likely to be correct. This likely stems from the
/O nature of CWE-78 vulnerabilities, which often require verifying
outputs, files, or shell behavior—all of which are harder to validate
in an automated, sandboxed execution environment. Surprisingly,
offensive exercises also exhibited significantly lower correctness
rates (coef = -2.52, p = 0.003). This finding contradicts our expec-
tation that generating an exploit would be easier than crafting a
correct patch.

Interestingly, the interaction between CWE-78 and offensive
exercises was positive and statistically significant (coef = 3.36, p =
0.003), suggesting that while each factor alone hinders correctness,
their combined effect improves it. One possible explanation is that
command injection vulnerabilities are easier to illustrate through
attack inputs (e.g., injecting “; touch pwned”), which models can
generate more reliably than defensive mitigations, which often
require sophisticated input sanitization.

Notably, model choice did not have a significant effect on cor-
rectness after trivial compilation issues were addressed. However,
before these corrections, GPT-40 showed a higher rate of incor-
rect exercises (coef = -2.04, p = 0.016). Most failures resulted from
compilation issues, including malformed strings, missing headers,
or the use of hallucinated functions. Many of these issues were
automatically addressed, at scale, by correctly escaping characters
or inserting include statements for common standard library header
files. After applying these fixes, the overall compilation error rate
decreased from 30% to 5%. The majority of compilation issues were
produced by GPT-4o, dropping from 30% to 10%. Further, after
applying these fixes, the model choice was no longer significant.
These findings indicate that for some models, reliably generating
syntactically and semantically correct secure programming exer-
cises remains a problem, informing future work on re-engineering
prompts or fine-tuning models to minimize compilation issues.

Overall, our findings suggest that LLMs are capable of generat-
ing correct secure programming exercises, but their effectiveness
varies significantly by vulnerability class and exercise structure.
Exercises targeting low-level memory vulnerabilities (e.g., CWE-
121 and CWE-476) were significantly more likely to compile and
behave correctly, especially in a defensive context. In contrast, ex-
ercises targeting CWE-78—particularly defensive variants—were

SIGCSE TS 2026, February 18-21, 2026, St. Louis, MO, USA

Table 3: MANOVA: effects on component scores

Factor Wilks’ A F Value p-value
Model 0.6612 3.68 0.0002
CWE 0.6886 3.28 0.0007

Exercise Type  0.9017 1.74 0.1340

significantly less likely to execute correctly, possibly due to the
complexity of validating shell behavior in a constrained environ-
ment. Offensive exercises also exhibited lower correctness overall,
suggesting that generating effective exploit inputs is more challeng-
ing than expected. However, the interaction between CWE-78 and
offensive tasks yielded improved correctness, indicating that attack-
oriented command injection scenarios may follow recognizable
patterns that models can replicate effectively. While non-trivial,
most compilation issues were superficial and could be corrected
through postprocessing. As we focus on scaling SECURECODER,
future efforts should prioritize vulnerability classes amenable to re-
liable generation (e.g., CWE-121 or CWE-476) and explore improved
prompt designs and exercise postprocessing.

5.2 RQ2: Viability

Summary: Al-generated exercises are generally viable, with
80-90% requiring at most minor fine-tuning.

Table 2 presents average scores across all models, CWEs, and
exercise types for each evaluated component. The overall mean
viability score was 11.27 out of 15, and 81% and 91% of exercises
received scores > 2 for all components as determined by a human
evaluator and LLM-as-judge, respectively, indicating that most ex-
ercises require only minor revisions before being classroom-ready.
Among individual components, the vulnerable function received the
highest average score (2.81), suggesting that LLMs show promise
for generating realistic, technically sound vulnerability implemen-
tations. In contrast, the weakest components were the prompt (2.00)
and the driver function (2.03). The lack of variance in the prompt
scores suggests a consistent need for minor editing across all exer-
cises. Meanwhile, the relatively low driver function score indicates
greater variability and a higher likelihood of requiring substantial
revision. The Dreyfus alignment score (2.24) further supports the
notion that most exercises were suitable for advanced beginner
learners, thereby reinforcing their pedagogical viability.

To assess whether viability differed significantly across model,
CWE, or exercise type, we conducted a MANOVA (Table 3). The
results revealed statistically significant effects for both model (p =
0.0002) and CWE (p = 0.0007), but not for exercise type (p = 0.1340).
These findings indicate that exercise viability depends more on the
targeted vulnerability and the generating model than on whether
the task is offensive or defensive.

To identify specific group differences, we conducted post hoc
pairwise comparisons using Tukey’s HSD test (Table 4). At the
model level, the only significant difference was in explanation qual-
ity: both Gemini 2.0 and Claude 3.5 Haiku outperformed GPT-4o,
with p-values of 0.013 and 0.029, respectively. At the CWE level,
exercises targeting CWE-78 received significantly higher driver
function scores than those targeting CWE-121 (p = 0.0003) and
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Table 4: Significant Tukey HSD comparisons

Component Group 1 Group2 Mean Diff p-value

Explanation GPT-40 Gemini 2.0 0.33 0.013
Claude GPT-4o0 0.30 0.029
Driver CWE-78 CWE-121 0.43 0.0003
CWE-78 CWE-476 0.47 0.0001

CWE-476 (p = 0.0001). While initially counterintuitive, given that
command injection vulnerabilities were generally more challenging
to generate correctly, these findings suggest that when the model
succeeds at generating a correct driver function for CWE-78, it is
more likely to be classroom-ready.

Table 5 compares scores assigned by GPT-4o to those of a human
reviewer for a subset of 36 exercises. Overall, GPT-40 showed strong
agreement with human judgment, with 89-100% of scores within
+1 point, and exact matches ranging from 14% (driver function) to
64% (vulnerable function). Notably, when discrepancies occurred,
GPT-40 more often underrated components relative to the human
evaluator. This conservative bias suggests that the model tends
to err on the side of caution, requiring more modification. Given
the level of agreement, we argue that GPT-40 appears to be an
acceptable proxy for human review in viability scoring.

Collectively, these findings indicate that current LLMs can reli-
ably generate viable secure programming exercises that align well
with the expectations for advanced beginner learners. Vulnerable
function implementations and explanations were the strongest com-
ponents, while prompts and driver functions required revision more
frequently. The significant effects of the model and CWE suggest
that viability can be improved by tuning prompts or model choice
based on the specific characteristics of the target CWE. While hu-
man oversight remains essential—particularly to ensure alignment
with learning objectives—LLMs show strong potential for reducing
instructor workload in developing secure programming exercises.

Taken together, our findings from RQ1 and RQ2 suggest that
while correctness and viability are generally aligned, they reflect dif-
ferent aspects. Exercises involving CWE-121 and CWE-476 not only
exhibited high correctness but also strong viability, making them
ideal candidates for automated generation with minimal editing.
In contrast, CWE-78 exercises were less likely to execute correctly
but often included viable driver functions once corrected. These
results highlight the importance of both correctness and viability
in evaluating the promise of LLM-generated exercises. Ultimately,
although LLMs can not yet generate secure programming exercises
autonomously, they offer a promising approach for producing exer-
cises that are both correct and viable—provided the model is given
targeted constraints and supported by instructor oversight.

5.3 Practical Implications

As LLMs continue to evolve through ongoing research and industry
advances, their impact on computing education remains dynamic.
Nonetheless, our findings identify trends and implications that are
likely to persist. Specifically, we have demonstrated the viability of
generative Al as a tool for generating secure coding exercises for
use in drill-and-practice platforms. However, despite encouraging
correctness and viability results, we argue that a fully automated
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Table 5: Comparison of GPT-40 and manual exercise scoring;
Exact match, +1, over, and under reported as percentages (%)

Component Mﬁg;; l Exact +1 Over Under
Vulnerable Function 2.56 64 94 28 8
Driver Function 2.58 14 89 19 67
Explanation 2.58 53 100 14 33
Exercise Prompt 2.64 36 100 0 64
Dreyfus Alignment 2.53 47 97 8 45

workflow remains neither feasible nor desirable. Secure program-
ming education demands substantial subject-matter expertise and
instructional alignment. In that light, successful exercise generation
must remain a symbiotic process between instructors and Al tools,
with each playing a distinct and complementary role.

To assess practical utility, we performed a brief sanity-check
study with three industry vulnerability researchers. As subject mat-
ter experts, vulnerability researchers are best equipped to assess the
real-world validity of the generated exercises. Each participant was
asked to create several SECURECODER exercises, both manually and
with an Al-generated starting point. A post-study survey showed
that all participants found the Al-generated solutions highly practi-
cal and notably more efficient—consistent with our goal of scaling
a secure programming drill-and-practice platform. Prior research
has argued that a human-in-the-loop approach is necessary for
generating traditional programming exercises [23]. We extend this
argument to the secure programming domain. Even an exercise
that is technically correct and pedagogically viable may not be suit-
able for a given course or skill level. These observations reinforce
a broader implication: while LLMs are valuable aids in exercise
generation, final judgment must rest with instructors, who are best
equipped to ensure that exercises align with learning objectives
and instructional context.

6 Future Work and Conclusion

Future work should improve generation reliability and further in-
vestigate CWEs, such as CWE-78, that challenge the efficacy of
our approach. Furthermore, to address a key limitation in our eval-
uation, we plan to conduct a user study involving educators to
understand the practical value of our approach fully.

This paper systematically evaluated Al-generated SECURECODER
exercises designed for advanced beginners. Our findings demon-
strate that LLMs can generate secure programming exercises that
are both technically correct and pedagogically viable—particularly
for specific vulnerability classes, such as CWE-121 and CWE-476.
These results highlight the potential of LLMs as a tool for creating
correct and viable drill-and-practice secure programming exercises
at scale. However, with respect to fully automated generation, we
argue that we are not there yet—and perhaps should remain so.
Secure programming is a nuanced domain with context-specific
goals. As with traditional computing exercises, instructors must
remain central to the process, reviewing and refining Al-generated
exercises to ensure they meet quality and educational requirements.
More broadly, our findings contribute to the growing body of knowl-
edge on human-Al symbiosis in computing education, offering a
model for integrating LLMs into secure programming pedagogy.
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