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Abstract 
 
Digital forensics is, by scientific standards, still a new and emerging discipline. The practical 
bookends of digital forensics are relatively mature, in that we have established processes and 
procedures for the acquisition and presentation of digital evidence. However, the analysis that 
occurs between those bookends remains a rapidly changing and growing sub-domain with ample 
research questions and opportunities. In this talk, I will present the current state of several of our 
active research projects within the area of digital forensic artifact extraction, analysis, and 
manipulation. Projects discussed will include the recovery of data from damaged optical media, 
inferring prior actions based on recovered data fragments, the manipulation of live network data, 
file and device artifact injection and detection, memory fragment classification, and cloud data 
remanence. 
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