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Abstract

Substantial research has been devoted to new technologies to help cybersecurity practitioners
defend networks and systems from attacks. Since algorithms and tools that arise from this type of
research are intended to help the tasks performed by humans, it should be a pre-requisite for
researchers to first understand how practitioners do their jobs, and identify the key obstacles and
bottlenecks for performance. Indeed many cybersecurity jobs such as incident response and
intrusion/forensics analysis have become so sophisticated that it is aimost impossible to
understand the processes and needs without doing the job by one's self. It follows that
cybersecurity researchers who want to produce useful algorithms and tools to help practitioners
must first become practitioners themselves.

In thistalk | will describe my journey to realizing how anthropological methods are so precisely
relevant to cybersecurity research, and discuss my past ten years research in computer network
defense cast through this lens. Anthropology is a socia science well known for its rigorous
"fieldwork™ in which researchers spend substantial amounts of time living/working together with
the subjects of study, as "participant observers' who participate in the daily lives and challenges
of those they study, giving them a more empathic perspective understanding of their views,
practices, and challenges. | will use some examples in my past research to explain why this
fieldwork is crucial and could be a very effective method to extract the "tacit knowledge'
embodied in the practices of cybersecurity practitioners. Joining the "community of practice"
will enable researchers to access the tacit knowledge, make it explicit, subject it to systematic
analysis and modeling, and yield algorithms that execute the knowledge in an automated fashion.
| will also talk about our very preliminary anthropological fieldwork at Kansas State University
campus network's I T security team, and the observations we have obtained so far.
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