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Abstract

Oblivious RAM (ORAM), originally proposed by Goldreich and Ostrovsky, is a powerful
cryptographic primitive for provably obfuscating a program’s execution behavior. Since the
initial proposal of Oblivious RAM, two biggest questions in this area are 1) whether ORAM can
be made practical; and 2) whether the well-known logarithmic ORAM lower bound is tight.

In this talk, I will describe a new, tree-based paradigm for constructing ORAMS. This new
paradigm yields constructions that are conceptually simple, amenable to implementation, and
orders of magnitude faster. Tree-based ORAMs have allowed us to prototype the first ORAM-
capable secure processor, and have also allowed us to demonstrate that certain stronger
interpretations of the ORAM lower bound are indeed tight. | will further describe programming
language techniques for memory-trace oblivious program execution. Finally, | will describe our
vision of building a unifying programming framework for oblivious computation.
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