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Abstract 
 
The popularity of social networking sites has led to the creation of massive online databases 
containing potentially sensitive personal information, portions of which are publicly accessible. 
Even though most sites allow users to customize the degree to which their information is 
publicly exposed, users may not be aware that their private data can be potentially revealed using 
straightforward record linkage and re-identification. This work will begin by presenting case 
studies focused on sensitive data re-identification. We show that while targeted re-identification 
is fairly straightforward, large-scale re-identification is less likely. I will then present a 
methodology for inferring sensitive attribute-values from online social media sites using a 
random site-based population. For our tested population, I will show that certain attributes are 
more accurately predicted than others when using different inference algorithms. Finally, I will 
conclude by describing a framework for information exposure detection that can be used to help 
users quantify their levels of exposure. 
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