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Abstract

The security of every vehicle on the road is necessary to ensure the safety of every person on or
near roadways, whether a motorist, bicyclist, or pedestrian. Features such as infotainment,
telematics, and driver assistance greatly increase the complexity of vehicles: top-of-the-line cars
contain over 200 computers and 100 million lines of software code. With rising complexity
comes rising costs to ensure safety and security. This talk discusses methods to improve
vehicular security by detecting remotely launched cyber attacks against a moving automobile,
and identifies challenges inherent in responding to those attacks in a manner that ensures the
safety of humans in close proximity to the vehicle. The primary method of protection discussed
is a distributed in-vehicle network intrusion detection system (IDS).
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