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Abstract 
 

Graphics Processing Units (GPUs) are becoming a de facto solution for accelerating a wide 
range of applications but remain susceptible to transient hardware faults (soft errors) that can 
easily compromise application output. Reliable operation of systems is crucial, especially for 
safety-critical applications. Reliability research encompasses two primary aspects: 1) resilience 
analysis, which aims to understand the impact of faults on the system, and 2) fortification, which 
focuses on enhancing system reliability. In this talk, I will discuss the challenges and 
opportunities in resilience analysis and fortification. First, I will present an in-depth 
characterization study of well-established vulnerability assessment methods for modern GPU 
architectures, from the microarchitecture all the way to the software layers, and discuss their 
strengths and drawbacks. Then, I will present a fortification methodology that aims to map 
threads with the same resilience characteristics to the same warp and perform protection 
accordingly. Finally, I will discuss some ongoing and future works. 
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