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Abstract
Online advertising is a multi-billion dollar industry with many outstanding issues, including
those related to fraud, privacy, and delivery. This talk will focus on the first two issues. First, in
the context of ad fraud, I will describe the results from in situ experimentation with the largest
online fraud infrastructure recently taken down by the FBI under "Operation Ghost Click". At
the heart of this ad fraud scheme was a DNS changer malware, which helped the attackers hijack
clicks and ad impressions on victim machines. The fraud affected 4 million users and made its
perpetrators 14 million USD over a period of of four years. Next, in the context of privacy issues
arising out of targeted advertising, I will present the design and analysis of a system that blocks
ads based on the behavioral features of the JavaScript related to ads. In contrast, the state-of-theart is based on URL-based regular expression matching, which requires tedious manual upkeep.
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