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Abstract

An insider attack is a notoriously difficult problem in security, since the adversaries possess
valid keying materials and thus can easily pass the crypto-based security checks. Classification
of device finger prints is to supplement the traditional crypto-based solutions with unique,
unforgeable, and robust credentials extracted from the inherent properties of network nodes;
hence effectively countering the insider attack. The classification technique based on Bayesian
inference is an important and popular topic of machine learning. Classical classification methods
normally assume the number of classes is known, leading to difficulties in model selecting. The
methods can be easly under fitting or over fitting. Bayesian nonparametric
learning/classification, on the other hand, does not assume any prior knowledge on the number of
classes or hidden processes. Instead, the number of classes is assumed to be infinite and only a
limited number of classes are observed. As more data are observed, the number of classes can
vary. This advanced property, based on the Infinite Gaussian Mixture Model, overcomes the
difficulties in the model selection task in classical approaches, and approaches severa
performance bounds. Three possible security applications will also be described: Masquerade
attack, Sybil attack, and Primary User Emulation attack in cognitive radio networks. The
algorithm is aso implemented in a GNU Radio USRP2 prototype. Findly, this Bayesian
nonparametric learning can be employed to other scenarios such as social networks and smart
grid networks. The theoretical extension is also elaborated.
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