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Abstract

Dynamic taint tracking is a form of information flow analysis that identifies relationships
between data during program execution. Inputs to the program are labeled with a marker
(“tainted”), and these markers are propagated through data flow. While dynamic taint tracking is
traditionally used for information flow control, or detection of code-injection attacks, it also has
many software engineering applications. However, prior to my work, Phosphor (OOOPSLA
’14), there was no practical dynamic taint tracking system for Java. In this talk, | will describe
the applications and implementation of Phosphor. I will also discuss one particular application of
taint tracking that I’ve explored, which allows end-users to monitor the usage of their data at a
unique level abstraction in unmodified mobile apps (Pebbles - OSDI ’14).
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