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What Brown CS taught me —
ask deeper questions even though

they might be unpopular
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Evolving landscape of attacks

[1980’s - early 1990’s] [Late 2000 — present]

Curiosity fueled hacking: Targeted attacks: stealing
capability demonstration oroprietary information,

of hackers information warfare
[late 1990’s — present] [2012 — present]
Financial driven attacks: Ransomware, CPS attacks

spam, stealing credit
hishing, | -
gg;ﬁ;’b%thseggg' Arse Challenges caused by:

Scale, complexity, anonymity

“Internet was a friendly place. Security problem then
was a day at the beach.”
-- Barbara Fraser




My fair share of data breach experiences
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How 3 Local Governments
Mitigated Ransomware Attacks

— Planning and education help local governments blunt the effects
¥ of ransomware attacks.

https://statetechmagazine.com/article/2017/01/how—3—|ocaI—governments—mitigated—ransomware—at7tacks



https://statetechmagazine.com/article/2017/01/how-3-local-governments-mitigated-ransomware-attacks

To pay or not to pay? That’s the question

Survey of nearly 1,200 IT security practitioners
and decision makers across 17 countries

No, we didn’t pay the
ransom and we lost our data
. Yes, we paid the ransom
and recovered our data

Yes, we paid the ransom, buf

lost our data
No, we didn’t pay the ransom,

but we recovered our data

https://www.bleepingcomputer.com/news/security/only-half-of-those-who-paid-a-
ransomware-were-able-to-recover-their-data/



https://www.bleepingcomputer.com/news/security/only-half-of-those-who-paid-a-ransomware-were-able-to-recover-their-data/

Security is relative. Can you prove it?

You (a hacker) write malware.

You know most people run Symantec anti-virus (AV) scans.

What would you do before you launch the malware
(malicious software)?



Target data breach

Az NEWS

Target Settles 2013 Hacked
Customer Data Breach For $18.5
Million

by Reuters / May.24.2017 / 10:49 AM ET / Source : Reuters
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Target data breach (Nov. 27 to Dec. 15, 2013)

PoS terminals

Compromised Hosts

Target network

Drop sites

Attacker

Fazio Mechanical

Breaking the Target. Yao et al. https://arxiv.org/pdf/1701.04940.pdf

D S control path
—> data flow

1. Phishing attack
against Fazio
Mechanical Service

2. Accessing the
Target network

3. Gaining access to
vulnerable machines

4. Installing malware
on PoS terminals

5. Collecting card
information from PoS

6. Moving data out of
the Target network

7. Aggregating stolen
card and person data

11


https://arxiv.org/pdf/1701.04940.pdf

ree4 @exploit.im: http://plasmon.rghost.ru/4469904 1/image.png
hidden: how does it keep the data (intercepted credit cards)?

reed4 @exploit.im: from left side it is files, time.txt, then you click on it
and you will find dumps 1n browser in plaintext

hidden: are there any differences in terms of infected Point-of-Sale
systems?

ree4@exploit.im: no, but there are some nuances, for examples it
doesn't work on Verifone

hidden: really? I have Verifones ...

reed4 @exploit.im: it grabs dumps from memory, Verifone can be
connected to PC, but it will be "secured"”, you need standalone Point-of-
Sale terminals with monitor and Wmdows

hidden: how much? e T T —

am BMOA - KAPTa - TPeK WK KaK? yuTabensHo?

ree4 @ eXploit .im: 2000 US D bémmrere:u@:;up:ﬂ |r'n ‘501 cOOKy rae aiinel, 1.6.: BPEMAIXI, NO HeMY HAXMMARWS W OTKPLIBAETCA TeKCTOBMK B

=~ NOHAN

36:21 rm@explot m nouep-ocranmoe
6:31 J: 8CTh KaKne-TO HIOanChl NO MOABNAM NOCOB? HOPMANLHO CTABATCH/ aaMuHa Tpebyer?
MarCh 23, 2013 ' " ree-t@expiotlm HBEHCOB HET HUKAKMX, 8 K NOCM CTb TPEGOBAHMA
12:37:04 reeA@explon im: Hanpumep Ha sepudoHax ¥ UM NOAOLHLIe - He BGyaeT paboTaTe
Pet ; novemy?

> 3. Y MEHA Kax pas3 cepuA sepudoHos

.24 ree-t@e:plot |-n nyxnu CaMOMCTORTENLHBLIE NOCHI C MOHUTOPOM M BMHAOH

i 57 reed @exploit.im: Hy TPORH rpabuT AaMnel M3 NAMATYH, @ BePUMdOHS! NCAKNCHAIOTCA K KOMNY ¥ AaMn yxe uaér

KOCOA

2:39:35 . J: NOMAN

. . . 37 ST NPT G e CKONBKO CTOUT?

https://securityaffairs.co/wordpress/213 i mi  omapume npogaes ww copuax?
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https://securityaffairs.co/wordpress/21337/cyber-crime/blackpos-malware.html

BlackPOS (memory scrapper malware)

* Runs as a Windows service “POSWDS”
* Scans a list of processes that interact with the card reader
e Uploads credit cards to a compromised server (internal network repository)

BlackPOS

—_—— e e e — — —_—— e e e - — o

program data exfiltration
maintenance functionalities

p
[ register service scan process list
\

\

[ start service J

Y

—

-

Y

———————————————— I (
repository

aggregation

scan process

[ select process ]

\.

Y

[scan mem chunks

Y

[extract track info]

[ check time J 5
|

https://blog.trendmicro.com/trendlabs-
security-intelligence/new-blackpos-malware-
emerges-in-the-wild-targets-retail-accounts/



https://blog.trendmicro.com/trendlabs-security-intelligence/new-blackpos-malware-emerges-in-the-wild-targets-retail-accounts/

How can a HVAC vendor’s credential
access Target’s internal networks?

CAZID

MECHANICAL SERVICES

’ :
-
L‘ g \

Ross E. Fazio Ross A. Fazio Jeff Rupert

President Executive Vice President Vice President of

14



“Fazio Mechanical does not perform remote
monitoring of or control of heating, cooling and
refrigeration systems for Target,” Fazio said (Feb.
2014).



Fazio’s credential also had access to
other portals in Target

O,

Sign In

POL SAP Ariba /\\

Partners Online

| Solutions

Email Address

SAP Ariba Proc

Software Solutie
Remember Me Provide your users with a fast, guided J
leading procure-to-pay software solutic 4

Forgot your password? Pantant | e ‘ . l

Interested in becoming a Business Partner? | Learn More SAP Arl ba BI | | I ng SySte m

. 16
https://aroundcyber.files.wordpress.com/2014/09/aorato-target-report.pdf



https://aroundcyber.files.wordpress.com/2014/09/aorato-target-report.pdf

But how can a billing system credential
access Target’s internal networks?




A Theory

1. Php scripts uploaded as
invoices to Target’s billing portals

2. Web server attempted to

open it; code got executed m

a

SAP Ariba Collaborative

Target admi —eey S
O SAP Ariba Network Cl Vendor
| ]
@ CAZi®
TARGET

https://www.owasp.org/index.php/Unrestricted File Upload
https://aroundcyber.files.wordpress.com/2014/09/aorato-target-report.pdf



https://www.owasp.org/index.php/Unrestricted_File_Upload
https://aroundcyber.files.wordpress.com/2014/09/aorato-target-report.pdf

URLs in some phishing emails may lead to exploiting
software vulnerabilities (an IE 8 demo)




Missed opportunities

Lack of transparency makes it difficult to
learn from past failures

20



. , )
FirekEye’s IDS é‘b FireEye

FireEye alerts

More FireEye alerts

Target breach starts Breach ends

Nov. 27 Nov.30 Dec.?2 Dec. 15

Target’s security team in Bangalore received FireEye alerts; sent
alerts to Target headquarters

FireEye’s auto-malware-delete function was turned off

21



?
FireEye makes alerts worthwhile again ) FireEye

It takes 157 minutes for an expensive expert analyst to correctly identify a true positive alert. That's a lo

engine identifies true positive alerts without volumes of alerts or false positives. Since se
on leaves them free for more important tasks. It even finds signs of threats for previously ui

tual intelligence accompanies validated alerts to help your analysts quickly prioritize alerts
attacker profile, threat severity and attack scale and scope.

157 minutes
to confirm a
true positive

rehensive visibility across the entire lifecycle to reduce alerts by up to 76 percent. By seein
erts that would be generated from subsequent stages of the attack (e.g. callbacks) and alerts 1




Research opportunities: better warning design so admins &
analysts pay attention

“FireEye ... is cutting edge. But it takes love and care and feeding.

You have to watch it and monitor it.”
-- John Strand, Black Hills InfoSec (regarding Target data breach)

Hacker psychology: Understanding the

1. Fear 4 emotions of social engineering
2. Obedience _ | L
g And some key considerations for better positioning your employees
3. Gree against falling prey to these types of attacks
4,

Helpfulness 0000000

By Austin Whipple, Senior Security Engineer, BetterCloud
Network World

23
Breaking the Target. Yao et al. https://arxiv.org/pdf/1701.04940.pdf



https://arxiv.org/pdf/1701.04940.pdf

PCI Compliance is just a baseline @?fﬁéﬁkscounc?

"Target was certified as meeting the standard for the

payment card industry (PCl) in Sept. 2013."
-- Gregg Steinhafel (Target then CEO, stepped down in 2014)

24
https://www.pcisecuritystandards.org/



https://www.pcisecuritystandards.org/documents/PCI%20SSC%20Quick%20Reference%20Guide.pdf

Payment Card Industry (PCI) Security Standard
Council Manages All Systems That Touch
Payment Cards

=TT JAMIERICAN
DISCOVER gss
Uniquely Yours

PCI data security standard is a standard for securing electronic payments




Payment card ecosystem
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»DSS

Certified

DISCOVE '‘ATTESTATION OF COMPLIANCE STATUS WITH
DISCOVER NETWORK'’S SECURITY REQUIREMENTS

NETWORK

Discover Network requires all Merchants, Acquirers, Third Party Processors and Payment Service Providers ("Company”) to comply
with the Payment Card Industry Data Security Standard ("PC| DS5") located at www.discovernetwark.com and/or
www.pcisecuritystandards.org as well as any additional security requirements and all related compliance requirements promulgatad by
Discover Network from time to time. This document will serve as your attestation of compliance with Discover Network's Security
Reguirements. The information below must be completed in its entirety. signed by an authorized officer of Company and submitted to
Discover Network according to the instructions in Section 5.

Section 1 - Company Contact Information

Date

Company Legal Name

Compliance Contact Name

Compliance Contact Phone Number {2 - XX

Compliance Contact E-mail Address

Section 2 - Company's PCl Compliance Status

(Name/Title of Officer) certifies the following compliance status (select one):

L] COMPLIANT {(Company) has achieved full compliance with the PCI D55 as of (date of complianca).
Name of Qualified Security Assessor (if applicable): Proceed to Section 4.

L] NON-COMPLIANT (Company) has not achieved full compliance with the PCI DSS as of (date). Company
plans to achieve full compliance on: (date). Company is required to complete Section 3.

action 3 - Summary of Company s Compliance with PGl DSS Requirements

Please select the appropriate “Compliance Status' for each requireament. If you answer "NO” to any of the requirements, you are
required to provide the date Company will be compliant with the requirement and a brief description of the actions being taken to mesat
the reguirement.

Compli Statu
PCI on;:)e:::::m, o2 Remediation Date and Actions (if “Neon-
R Description of Requirement Compliant” was selected In the “Compliance
eq. 2 Non- =
Compliant Status” column)
Compliant
1 Install and maintain a firewall configuration to protect 0 O
cardholder data
Do not use vendor-supplied defaults for system
2 s N OO S0 Ol & i UDalrallsis y D D

4 Encrypt transmission of cardholder data across open,
public networks

5 Use and regularly update anti-virus software

6 Devalop and maintain secure systems and
applications

B Restrict access to card
fo-know

a Assign a unique 1D to each person with computer
access




Multi-factor authentication -- A lesson learned by PCI
from the Target breach

8.3 Secure all individual non-console administrative access ano the
Note: Multi-factor authentication requires that a minimum of two of the three authentication
methods (see Requirement 8.2 for descriptions of authentication methods) be used for
authentication. Using one factor twice (for example, using two separate passwords) is not
considered multi-factor authentication.

8.3.1 Incorporate multi-factor authentication for all non-console access into the CDE
for personnel with administrative access.
Note: This requirement is a best practice until January 31, 2018, after which it

becomes a requirement.

8.3.2 Incorporate multi-factor authentication for all remote network access (both
user and administrator, and including third party access for support or maintenance)
originating from outside the entity’s network.

»DSS

Certified

https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-
PClI DSS-v3 2.pdf



https://www.pcisecuritystandards.org/documents/Prioritized-Approach-for-PCI_DSS-v3_2.pdf

PCl merchant levels

LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4

eM + 1-6M 20K-1M <20K

Process more Process 1to 6 million Process 20,000 to Process fewer than
than 6 million Visa credit card transactions 1 million e-commerce 20,000 e-commerce
transactions per year, annually across all credit card transactions transactions annually,
regardless of channel. channels. annually. or process fewer than
1 million credit card
Be identified as Level1 transactions annually
by any card association. across all channels.
Completea ROC Conductan annual Conduct an annual Conduct an annual
annually by a Self-Assessment Self-Assessment Self-Assessment
Qualified Security Questionnaire (SAQ) *. Questionnaire (SAQ)*. Questionnaire (SAQ) *.
Assessor (QSA) *. This

means an on-site audit Quarterly scans by an Quarterly scans by an Quarterly scans by an
needs to occur every Approved Scanning Approved Scanning Approved Scanning
year. Vendor (ASV). Vendor (ASV). Vendor (ASV).

Quarterly scans by an An AOC that verifies An AOC that verifies An AOC thatverifies

Approved Scanning everything meets PC| everything meets PC| everything meets PCl
Vendor (ASV) *. standards. standards. standards.

An AOC thatverifies

everything meets PCl

standards.

https://www.plumvoice.com/resources/blog/achieve-pci-compliant-tech/



https://www.plumvoice.com/resources/blog/achieve-pci-compliant-tech/

PCl approved scanning vendors

Security ®
Standards Council

Results: 49 »

COMPANY PLACE PRODUCT EMAIL CONTACT LOCATIONSCERTIFICA
OF NAME SERVED  NUMBER
BUSINESS
AccessIT Group, Inc United AccessIT e 5086-
**In Remediation** States Group ASV Petemg qa%\) 01-01
Alert Logic, Inc. Uniteg S a( @lertlogic.com  North 4222-
‘ee America, 01-12
(a(\ Europe,
q %\)a Japan
Aper ‘ Sec United Aperia Pro Global 5051-
%\) States Scan jnix@aperiasolutions. 01-07
com
AppSec Consulting United AppSec North 3834-
States Certified info@appsecconsulti  America  01-12
ng.com

https://www.pcisecuritystandards.org/assessors and solutions/become asv



https://www.pcisecuritystandards.org/assessors_and_solutions/become_asv

Some scanning capabilities look rather basic

Test Scope

The vulnerability scanning service covers all machines in the given internet address range
from which responses were detected. For each machine detected, the services an
characteristics of the machine are analysed.

ICMP responses and other TCP/IP characteristics of the machine are
examined. These are used to report the detecteq operating system (pften
including the version) and system uptime where available.

A table of available TCP servicesBnd relevant further information is
. produced. Netcraft's tests identify the network service on each port — in
TCP services _ ) )
particular, standard network services running orf non-standard portsjare

identified and fully tested.

A table of UDP ports gvhich are believed to be open, and any information
obtained from them. Note that due to the design of the UDP protocol,

false positives are common in identifying active UDP ports, especially if
UDP services firewalls are filtering content from these ports. If filtering is in place, our

TCP/IP
characteristics

31
[Source anonymized]



Key Takeaways from Our Study

5 out of 6 PCI 94% websites
scanners (out of 1,203)
certify Not PCI
vulnerable compliant

merchant sites

[Rahaman, Wang, Yao. ACM CCS 2019]



PCI DSS Specifications are

comprehensive,
enforcement is tough

Disclosed to the payment card industry security standards council

» Security @
Standards Council




Target’s improvements (April 29, 2014) @

TARGET

Improved monitoring and logging of system activity

Installed application whitelisting POS systems and

Implemented POS management tools

Improved firewall rules and policies

/ Limited or disabled vendor access to their network

Disabled, reset, or reduced privileges on over 445,000 Target personnel

and contractor accounts

/ Expanded the use of two-factor authentication and password vaults

Trained individuals on password rotation

34



Target also joined cybersecurity threat-sharing
Initiatives

iy FINANCIAL, | Information
Q@ SERVICES | analysis cente: R CI Scs:c

Financial Services Retail Cyber Intelligence

Information Sharing and Sharing Center
Analysis Center
https://www.morganclaypool.com/doi/10.2200/SO0800ED1V01Y201709SPT022 35

https://www.zdnet.com/article/the-target-breach-two-years-later/



https://www.zdnet.com/article/the-target-breach-two-years-later/
https://www.morganclaypool.com/doi/10.2200/S00800ED1V01Y201709SPT022

National Cybersecurity and Communications Integration Center (DHS)

hotos-cyber-attack-h


https://www.theverge.com/2016/5/6/11601248/nccic-tour-photos-cyber-attack-hq-dhs

DHS NCCIC welcomes you to visit




Equifax data breach --147 million consumers affected

Apache Struts Vulnerability (CVE-2017-5638)

2017-03-06: vulnerability announced on along with a patch
2017-03-07: an exploit released

2017-07-30: Equifax patched
146 days: Time to patch at Equifax

Update patch Crooks start Breach detected
issued for a looting Equifax 10 weeks after
widespread Web data, exploiting hacking begins

application issue that should
vulnerability have been fixed

https://www.gracefulsecurity.com/equifax-breach-timeline/
https://blog.blackducksoftware.com/equifax-apache-struts-cve-2017-5638-vulnerability



https://www.gracefulsecurity.com/equifax-breach-timeline/
https://blog.blackducksoftware.com/equifax-apache-struts-cve-2017-5638-vulnerability

Vulnerability allows remote attackers
to execute commands

: # python exploit.py http://127.0.0.1:8080/2.3.15.1-showcase/showcase.action "ls -1"
[*] CVE: 2017-5638 - Apache Struts2 S52-045
[¥] cmd: 1s -1

total 12

¢ 1 root root 12 Nov 15 Of
X 2 tomcat8 tomcat8 4096 Nov 15 09 1ib
root root 17 Nov 15 09:37 logs -> ../../log/tomcat8
X 2 root root 4096 Mar 7 00:55 policy
x 3 tomcat8 tomcat8 4096 Mar 7 01:34 webapps
root root 19 Nov 15 09:37 work -> ../../cache/tomcat8

09:37 conf -> /etc/tomcat8

L b U L W

Apache Struts: an open-
Struts source framework for Java
web applications

https://github.com/rapid7/metasploit-framework/issues/8064



https://github.com/rapid7/metasploit-framework/issues/8064

XSS Negligence at Equifax

®e0e < > M @ alerts.equifax.com X

t

This is an XSS vulnerability.

|

Cancel OK

In addition, no Intrusion Detection Systems

https://www.netsparker.com/blog/web-security/how-equifax-data-breach-hack-happened/ e



https://www.netsparker.com/blog/web-security/how-equifax-data-breach-hack-happened/

Equifax’s freeze PIN is the timestamp -- predictable

6 Tony Webster & C >
Follow v
@webster

OMG, Equifax security freeze PINs are
worse than | thought. If you froze your
credit today 2:15pm ET for example,
you'd get PIN 0908171415.

7:38 PM - 8 Sep 2017

3,797 Retweets 5036Likes (HEAPEY @ T H e M

Q 212 11 3.8K ) 5.0K &

. Tweet your reply

Tony Webster & @webster - 8 Sep 2017 v

Verified PIN format w/ several people who froze today. And | got my PIN in 2007
—same exact format. Equifax has been doing this for A DECADE.

41




“admin/admin” login for Equifax Argentina employee portal

Id Apellido Nombre Usuario documento Email Estado Perfil
1859471 A Marcela m INACTIVO USUARIO Eliminar Editar
1859475 A Yeimy VL INACTIVO USUARIO Eliminar Editar
1271524 A Maria Belen bg m.ar INACTIVO USUARIO Eliminar Editar
274804 A Martin m INACTIVO USUARIO Eliminar Editar
527 A Marita m INACTIVO ADMINISTRADOR Eliminar Editar
1358701 A Eugenia e INACTIVO USUARIO Eliminar Editar
1859467 A Alejandra a] INACTIVO USUARIO Eliminar Editar
1572254 A Mariela m ACTIVO USUARIO Eliminar Editar
2025633 A Carlos CE INACTIVO USUARIO Eliminar Editar
2025667 A Carlos CE INACTIVO USUARIO Eliminar Editar
2025660 A Jose Pablo  jp INACTIVO USUARIO Eliminar Editar
709 B Marcelo m ACTIVO USUARIO Eliminar Editar
1572338 B Gaston g .ar  INACTIVO USUARIO Eliminar Editar
1789253 BH Priscila pj INACTIVO USUARIO Eliminar Editar
1536812 H Martin m INACTIVO USUARIO Eliminar Editar
711 B Oscar ol ACTIVO USUARIO Eliminar Editar
334837 ( Alejandra ar m.ar INACTIVO USUARIO Eliminar Editar
123392 ¢ Guillermo fals .ar INACTIVO USUARIO Eliminar Editar
1433356 [ Laura INACTIVO USUARIO Eliminar Editar
1702095 O Eliana ———r INACTIVO USUARIO Eliminar Editar




So what? Security is relative anyway.



Would PCI compliance have saved Equifax?

PCI DSS Requirement 6

6.2 Protect all system components a
vendor-supplied security patche:

PCI DSS Requirement 11

11.4

Research opportunities: Can these and other PCI DSS
requirements be automatically checked?

44
https://www.pcisecuritystandards.org/documents/PCIDSS QRGv3 2.pdf



https://www.pcisecuritystandards.org/documents/PCIDSS_QRGv3_2.pdf

Formatting Excel files and accidental data leak

[Feb. 2017] An employee emailed a company spreadsheet to his
spouse, who didn’t work at Boeing

36,000 Boeing employees’ data is leaked
- names

- social security numbers

- dates of birth

- places of birth

- employee ID numbers

- accounting department codes

VMWW

ﬁiﬂﬂw
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Russia

Globally etc

China

N
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E.

America| Europe [Market

APAC

Base 4 438

518

208

400

1,576

611

822

50%

34%

19%

38%

42%

27%

33%

26%

22%

32%

26%

29%

37%

25%

24%

37%

34%

29%

23%

25%

25%

26%

23%

28%

22%

32%

12%

18%

21%

30%

18%

14%

18%

30%

16%

18%

22%

27%

13%

11%

10%

25%

14%

15%

17%

23%

11%

10%

17%

18%

11%

14%

18%

21%

15%

11%

Vulnerabilities / flaws in existing software 36%
Accidental leaks/sharing of data by staff 29%
Loss/theft of mobile devices by staff 26%
Intentional leaks/sharing of data by staff 21%

Information leaked/inappropriately shared ona
: y 20%

mobile device

Securityfailure bythird party supplier 16%
Fraud by employees 16%
17%

14%

9%

26%

19%

14%

11%

30%

27%

Kaspersky Lab (Oct 2014)
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Data Leak Detection as a Service?

Threat model: accidental data leak

47



Our Twist -- Fuzzy Fingerprints

SENSITIVE INFO

i 8996684 |

/7803980

Q
E ENSITIVE 1

NSITIVE

Fuzzy boundary

[Shu, Yao, and Bertino. IEEE TIFS ’15]
Top 25 most downloaded article of IEEE Signal Processing Society in 2018

48



Another my work: Detection of
transformed accidental data leak?

Auto-formatting (WordPress) Partial source code leak

Thelapplicationfjlayerficontainsfithefjhigher-levell}
protocolsfusedfibyflimostlapplicationsfforfinetwork
communication.JExamplesflofflapplicationfjlayerf
protocolsflincludeffthefFilefTransferfProtocolll
(FTP)BandfthellSimplefMailfTransferfProtocolll

def encode(msg, pubkey, verbose=False
chunksize = int(log(pubkey.modulus, 256

(SMTP) . [19]@Datallcodedfaccordinglitoflapplicationf outchunk = chunksize 1
layerfiprotocolsfareffthenflencapsulatedflintofjonef outfmt 'YV AFdx outchunk * 2
orf(occasionally)fimoref}transportfjlayer} bmsg = msg if isinstance(msg, binary type) else msg
protocolsf(suchfasBTCPlor§uDP) , Bwhichfinfturnf result
usefllowerflayerfiprotocolstofleffectfactualfldatall for start in range_func(@, len(bmsg), chunksize
transfer. chunk bmsg[start:start chunksize

chunk b'\x00' (chunksize - len(chunk))
Thefapplication$#layercontains@thefhigher-level$p plain = int(hexlify(chunk), 16

coded = pow(plain, *pubkey
bcoded = unhexlify((outfmt % coded).encode
if verbose
print('Encode:", chunksize, chunk, plain, c
result.append(bcoded

rotocolsfusedEby®most®applicationsEfornetworkico
mmunication.@Examplesfof@applicationflayer@protoc
ols#includefthe®File®Transfer®Protocol®(FTP)®and#
the@SimplegMail®Transfer@Protocol ®(SMTP).[19]8Dat
afcodedfaccording®toffapplication®layergprotocols#
areffthenfencapsulatedfintofonefor§(occasionally)$
moreftransport®layerfprotocols®(suchfasETCPEor§UD
P),BwhichgingturnBuseflowerlayerfprotocolsgtoffef
fect®actual®data@transfter.

[Shu, et al. [EEE TIFS 2016] 49
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Many Opportunities to Stop Data Breaches
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What should executives do?



Compliance certification work
orobably waiting for you
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What executives should do --

To invest in cybersecurity



OCTOBER IS
NATIONAL CYBERSECURITY AWARENESS MONTH

Learn how you can get involved at
STAYSAFEONLINE.ORG/NCSAM

00T E2009

secte: |7 sei
PROTECT, 8 Ry otmeries

Questions?



